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1 Reason for Change

This change request is a proposal to fill the security section of the Architecture Document.
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To be discussed by the group for integration in the AD.
6 Detailed Change Proposal

Change 1:  Text proposal for Architecture Document §4.2 Security Considerations
4.2 Security Considerations

This section provides a brief high level description of the DPE Security functions, the details of which will be described in the Technical Specifications document.

4.2.1 Authentication and authorization
A DPE Client must be able to authenticate a DPE Server based on credentials that are provisioned in the DPE Client during the registration process (see §5.4.1). These credentials may be just limited to the IP address of the DPE Server. Once a DPE Server is authenticated by a DPE Client, it gets full authorization to send any DPE request to that DPE Client.
A DPE Server must also be able to authenticate any DPE Client it is communicating with. The credentials on which this authentication is based includes at least the DPE Client Id assigned during the registration process (see §5.4.1) by the DPE Server to the DPE Client. Once authenticated by a DPE Server, a DPE Client is only authorized to advertise the values of its dynamic device properties.
4.2.2 Confidentiality, data integrity and protection against security threats
No data encryption is required for DPE communications. Though, the DPE enabler provides some mechanisms for confidentiality and data integrity. In addition, the DPE enabler includes rate limiting mechanisms to protect against security threats such as denial-of-service attacks.
These mechanisms are detailed in the Technical Specifications document.
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