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1 Reason for Change

This document provides a definition of the messages exchanged between the DPE Client and the DPE Server through the interface DPE-1, as they are described in the DPE Architecture document.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To be reviewed and accepted by the group and subsequently to be inserted in the DPE TS.
6 Detailed Change Proposal

Update the DPE TS main title, which should say:
	Device Profile Evolution Technical Specification 


5 Messages between entities
5.1 Introduction

5.2 Messages through DPE-1

The DPE-1 interface connects DPE Server and DPE Client. The DPE-1 interface allows the communication between the DPE Client and the DPE Server, in order for the DPE Client to retrieve a unique identifier, which is called DPE Client ID and is assigned by the DPE Server. The DPE Client ID will be used afterwards for all the subsequent DPE communications. The respective internal functions involved in this process are the Registration function of the DPE Client and the ID Manager function of the DPE Server. 
It is assumed DPE Client has already received the necessary information to access the DPE Server, via a bootstrap process or any other way of provisioning, at least, the DPE Server IP Address.

How and when the registering process takes process is implementation dependent. One possibility is for a DPE Server to assign a different DPE Client ID for each start of a session (e.g. device switching on); another is to maintain the same DPE Client ID while the association MSISDN – IMEI does not change (e.g. the subscriber does not change the SIM Card and puts it in another device); and another possible scenario is to assign a DPE Client ID to a particular device and never change it. But in all the previously aforementioned cases, there will be only two ways to start the registering process: DPE Client driven or DPE Server driven. These two will differentiate each other on the initial message. In the case of a DPE Client starting the process, it will send a request to the DPE Server in order to be registered. When the DPE Server wants another registering for a particular DPE Client, it will force the Client to resend a request, in order to restart the whole process. 
5.2.1 Registration Flows

5.2.1.1 DPE Client initiated register process

The DPE Client initiated register process could be taking place for different cases:

· When the DPE Client connects the DPE Server for the first time ever (no DPE Client ID has never been assigned).

· At the start of each session, or when the device is switched on. 

· When the device is switched on, and the association of MSISDN – IMEI has changed. 

· Other implementation dependent cases…

In any of these scenarios, the registering flow will include the following messages: 
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Figure 5.1.: DPE Client initiated registration flow between DPE Client and DPE Server.
5.2.1.2 DPE Server initiated register process
When for any particular reason, the DPE Server wants to change the DPE Client ID assigned to a DPE Client (and consequently, erase any cached property values / policies of this DPE Client), it will inform the DPE Client about the need of a new registering process. For that purpose, the DPE Server will send a message to the DPE Client asking for a new registration, the DPE_REGISTER_COMMAND.
Upon the reception of this message, the DPE Client will start the same registration process shown above.


Figure 5.2.: DPE Server initiated registration flow between DPE Client and DPE Server.
5.2.2 DPE_Register_Request
Once the DPE Client has received the necessary information to access the DPE Server, tries to register on the DPE Server. The registration process ends up successfully when the DPE Server assigns a DPE Client ID to the DPE Client, to be used on the subsequent communications between DPE Client, DPE Server and the ASPs. 

The request for registration is sent by the DPE Client to the DPE Server. This can be done since the DPE Client already knows the DPE Server IP Address that was provisioned before any communication through a bootstrap process.

The message will have the following structure and fields:

DPE_REGISTER_REQUEST (IMEI, MSISDN, DPE version, token)
· IMEI: The International Mobile Equipment Identity provides to the DPE Server a unique identification of the device trying to obtain a DPE Client ID. The IMEI could be used by the DPE Server to know what kind of device is trying to register to the DPE Enabler, which could be very useful, for the DPE Server, to retrieve device info from external sources. Moreover, the IMEI associated with the MSISDN will complete the needed information from a SP to connect the DPE Client in the case of a PUSH connection, and lets the DPE Server know whether the subscriber has changed its device. 
· MSISDN, Mobile Subscriber ISDN Number: The MSISDN gives information about the subscriber trying to register to the DPE Server. Even when DPE Enabler only conveys information about device capabilities, regardless of subscriber / end user preferences, his/her identity is needed to be know by the DPE Server. For example, on a push communication, when a SP wants to connect a particular subscriber without any prior request from this subscriber device. In that case, the SP only knows the end user wanted to connect, and the DPE Server will need to know the last working association known between MSISDN/IMEI. On the other side, it is important to note that in any case the MSISDN will travel outside the DPE Server and reach a 3rd entity as a SP, in a case of normal request initiated by the User Agent of the device.
· DPE Version: Sending the DPE Client Version to the DPE Server, prior to the registration could be beneficial. This information might be used by the DPE Server to assign a specific Client ID to the DPE Client, depending on its version, or even rule out the registration. 
· Token: A security token to fulfill tasks of mutual authentication between DPE Client a DPE Server.
5.2.3 DPE_Register_Response

The DPE Server, upon the reception of the DPE Client request, should answer back, if all is correct, with the needed information in order to accomplish the registration process. Once is completed, the DPE session will start and the communication of property values and names, and policies could begin. 

DPE_REGISTER_RESPONSE (Client_ID, status, security token)
· Client_ID: This is the Unique Identifier given by the DPE Server in order to facilitate the anonymity of the DPE Client in further communications with ASP. This Identifier will be sent, hence, in any message coming from the DPE Client. The ID manager is an internal functionality of DPE Server in charge of allocating the Client ID’s to the DPE Clients whose request has been received. This could be done depending on the policies set on the DPE Server (e.g., for example, the Client ID’s could be ranged depending on the DPE Firmware version of the DPE Client).
· Status: The status of the registering process informs the DPE Client whether the registering request has been successful or not.
· DPE Version: Sending the DPE Client Version to the DPE Server, prior to the registration could be beneficial. This information might be used by the DPE Server to assign a specific Client ID to the DPE Client, depending on its version, or even rule out the registration. 
· Token: A security token to fulfill tasks of mutual authentication between DPE Client a DPE Server.
5.2.4 DPE_Register_Ack
The last step to conclude the registering process is given by the answering of the DPE Client acknowledging or not the response given by the DPE Server. This allows the DPE Server to know whether the DPE Session could be considered as established. The DPE Client will use the DPE Client ID granted by the DPE Server to identify itself. 
DPE_REGISTER_ACK (Client_ID, status, security token)
· Client_ID: From now on, the DPE Client will identify itself with the DPE Client_ID given by the DPE Server in the previous message.
· Status: With this field the DPE client can advertise about the success or not of the registration. Upon the OK answering, the DPE Server could start to initialize the records (as needed) of the DPE Client properties, policies, etc... Maybe, in some particular cases, the DPE Client may discard the start of a DPE session. Even in this case the DPE Client is supposed to answer giving the DPE Client ID delivered before.
· Token: A security token to fulfill tasks of mutual authentication between DPE Client a DPE Server.
5.2.5 DPE_Register_Command

When, for any particular reason, the DPE Server wants to force a DPE Client to do the registering process again, in order to assign it another DPE Client ID, the DPE Server has to initiate the process and inform the DPE Client.

This is done with the DPE_REGISTER_COMMAND message. At the reception of this message, the DPE Client will understand that it is no more registered on the DPE Server and, consequently, there is no communication of its properties until a new successful registering takes place. Therefore, the DPE Client will start the same registering process we have seen in the previous section (§ section 5.2.2.1). 

DPE_REGISTER_COMMAND (Client_ID, security token)
· Client_ID: From now on, the DPE Client will identify itself with the DPE Client_ID given by the DPE Server in the previous message.
· Token: A security token to fulfill tasks of mutual authentication between DPE Client a DPE Server.
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