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1 Reason for Change

Following SEC Group recommendations (comment A23 of the ADRR), this Change Request proposes to add an annex to the Architecture Document. This annex reflects DCAP Group's responses to the Security Risk Assessment Guide (SRAG) and also includes a quick risk analysis.
2 Impact on Backward Compatibility

No impact. The proposal is to add an informative annex.
3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group to discuss the proposal and to add it to the AD.
6 Detailed Change Proposal

Change 1:  Security Annex to add to the AD
Appendix B. Security assessment
(Informative)
B.1 System assets
	Asset
	Description
	Asset importance

	DPE server
	acts as proxy between ASP and DPE client
	Critical

	DPE client
	manage capability
	High


Responses to the checklist of the Security Risk Assessment Guide (OMA-ORG-SRAG-V1_0-20070613-D):

· Components installation

Other than the Provisioning of the DPE Client, there is no component installation as such.

· Components execution

· Is the component validated before each execution or while running?

· To be defined further in the Technical Specifications 
· Does the component rely upon any external components?

· DPE Client may rely on external component for the provisioning phase.

· Does the component provide data input checking? (client-side or server-side)

· DPE Server checks requests for syntax, currency, etc.

· Does the component accept partial data? sanitize bad data?

· No.

· Have very large data input been taken into account?

· No.

· Does the component support multiple input formats (e.g. Unicode representations) or extended characters? (e.g. NUL byte injection)?

· To be defined further in the Technical Specifications 
· 
· Can error management reveal internal component information?

· N/A

· Authentication sessions

· How authentication credentials are originally supplied to the client?

· During provisioning, DPE Client gets DPE Server's IP address. Other credentials might be supplied during the registration phase.
· Can the credentials be changed, updated?

· The credentials are fixed and can not be changed without incurring a re-Provisioning step and/or re-Registration step.

· Which party initiates the session?
· Registration : DPE Client 
· Query : DPE Server
· Policy Set : DPE Server
· 
· Is authentication information stored on the client?

· Yes
· Is there a client lockout procedure?

· To be defined further in the Technical Specifications
·  
· Are there some timeouts defined (after a period of inactivity, to force re-authenticating…)?

·  To be defined further in the Technical Specifications
· Can the client initiate a logout procedure?

· No.
· Is it possible to deduce other client credentials from a known set of credentials?

· No. 

· Are confidential authentication details displayed on screen if the user needs typing them in?

· No. No user typing of anything.

· Data exchange

· Is the communication channel encrypted end-to-end, partially?

· Encryption might be needed during registration phase.
· Is it possible to hijack the communication channel?

· It might be possible.
· Is it possible to DoS the communications channel?

· Yes. Rate limiting logic would be needed on the DPE Server and possibly on the DPE Client.

· Can input data be obfuscated, and then be used to carry attack payloads?

· Yes. But response would go to “true” DPE Server, and recovery possible.

· Are cached content or transfer files stored locally?

· Yes. For DPE Server.

· Cryptography

· Are known cryptographic algorithms used to:

· encrypt local data storage?

· Out of scope. Implementation choice.
· encrypt communications?

· For registration phase if required.
· Are selected standardized cryptographic algorithms referring to their most recent specification?

· To be defined further in the Technical Specifications
· Does the system allow several cryptographic levels for a given asset? Is it possible to select or force the level of cryptography to an insecure level?

· To be defined further in the Technical Specifications
· If digital certificates are used, what are their sizes? Are they unique per entity or can they be transported between hosts?

· Not decided yet. 

· Are checksums or hashes available for verifying the integrity of the application components?

· Out of scope. It is an implementation choice.
· Operational constraints

· What type of network domain relations exist between the involved entities (mode of deployment)?

· Client-Server deployment model.

· All requests/responses are centralized through the DPE Server.

· Transport protocol decision hasn’t been made yet (but should be over IP)
· Are critical operations logged?

· components installation

· N/A

· software failures and errors

· DPE Server might log these but not DPE Client

· authentication at both client and server hosts

· DPE Server might log these but not DPE Client

· Is it possible to retrieve confidential authentication information from logs?

· Possibly, depending on what is logged.

· Is there any privacy concern related to DPE client information?
· To be defined further  in the Technical Specifications
· 
B.2 Threats analysis
The table below lists the potential threats that may target the DPE enabler.
	Risk #
	Assets
	Threat category  / Description
	Attack
	Prerequisites
	Expertise/Cost/Diffusion

	1
	DPE Server
	Availability: Service disruption
	DoS, TCP/IP flooding
	Needs to know server IP address
	Script kiddies

	2
	DPE Server
	Availability: Service, disruption, Cache saturation
	DoS
	Needs to know server  IP address 

Valid DPE requests
	Hackers

	3
	DPE Server
	Data integrity: fake associations MSISDN-DPE Client ID pushed to the DPE Server, possible deletion of the real user data
	DoS
	Valid DPE registration requests
(radio) network access
	Hackers

	4
	DPE Server
	Data integrity: Request (or responses) sent to (or from) the DPE Server are modified, resulting in a degraded service or content delivered to the end-user (since it is based on fake device capability information)
	Man-in-the-middle
	Valid DPE requests

	Hackers

	5

	DPE Client
	Data integrity: fake policy update to force permanent battery-consuming OTA connection
	Software-based IP spoofing at IP stack level
	SW upload
	Script kiddies

	6
	DPE Client
	Same, but attack coming from the radio network
	IP spoofing at network level
	(radio) network access
	Hackers

	7
	DPE Server/DPE Client
	Privacy violation: interception of the information exchanged between the DPE Client and the DPE Server
	Man-in-the-middle
	(radio) network access
	Hackers


B.3 Impact analysis and risk mitigation
The tables below characterize the potential threats identified in section B.2.
	Risk #
	Likelihood of Occurencey
	Impact severity
	Risk level

	1
	High
	Major
	High

	2
	Low
	Major
	Moderate

	3
	Medium
	Critical
	High

	4
	Low
	Major
	Moderate

	5
	Medium
	Major
	High

	6
	Low
	Major
	Moderate

	7
	Medium
	Minor
	Low


	Risk #
	Resolution
	Observations

	1
	assumption
	Security of underneath network infrastructure is out of the scope of OMA DPE.

	2
	limitation
	 

	3
	avoidance
	Security of underneath network infrastructure is out of the scope of OMA DPE.

	4
	limitation
	 

	5
	assumption
	Security of the terminal is out of the scope of OMA DPE. Though the specification should clearly emphasize on the need to have certified software installation in a terminal.

	6
	assumption
	Network access security is out of the scope of DPE, and OMA enablers are typically deployed on secured access networks.

	7
	assumption
	Network access security is out of the scope of DPE, and OMA enablers are typically deployed on secured access networks. In addition, device capabilities information is not considered as sensitive data.


B.4 Security recommendations

The SEC Group provided a list of recommendations that could help to resolve potential security threats for DPE.



1. Mutual authentication of the DPE Client and the DPE Server. Credentials are detailed in the Technical Specifications.
2. Link User-Agent request to DPE Client in order for the DPE Server to authenticate the validity of the DPE request coming from the Service Provider and for the DPE Client to validate the request coming from the DPE Server. 
Possible ways to do that:
· shared key between DPE server and DPE client to authenticate the request (key derivation based on DPE client ID, provisioned at bootstrapping phase)

· token based: challenge AND response sent by the User-Agent to allow the DPE Server to avoid DoS attacks
· replay protection

Drawbacks:

· pre-provisioning DPE Client ID and DPE Server IP address may not be sufficient
· necessity to define an API for challenge/response retrieval from the DPE client by the User-Agent
· all User-Agents targeted (browser, email client, …) must implement the API 

· management of replay protection at server level
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