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1 Reason for Contribution

On last MCE-DCAP F2F meeting, group agreed to include a chapter to the DPE Technical Specification explaining DPE Server behaviours, or with a more general scope, DPE Operations. This INP is a first draft to be discussed. From this document some ideas could be extracted for the chapter proposed to the TS.

2 Summary of Contribution

This contribution explains the behaviours and actions performed by the DPE server during DPE notifications.


3 Detailed Proposal

The text describes the different operations needed to be performed by the actors of DPE Enabler (DPE Server, DPE Client, SP). These include:

· Actions to be performed on the registration process between DPE Client and DPE Server (DPE-1).

· Actions to be performed when a query from a SP is received, and how to response to that query (DPE-3).

· Actions to be performed when a query is sent form the DPE Server to the DPE Client (DPE-2).

· Possible errors.

The text is formatted as a new chapter for the TS.

7. DPE Operations

7.1 DPE-1 Operations

7.1.1 DPE Client Registration

When a registration request from the DPE Client arrives, the DPE Server has to create a new Client ID for this device. It also has to store in its database the pair MSISDN/IMEI and Client ID, in order to be able to send messages referring to this Client ID. At a lower level, the DPE Server will also have the IP address of the DPE Client. The reason not to use the IP address as main identification of the DPE Client is the usual dynamic IP address assignation (DHCP). On the other hand, considering IPv6, there's a chance that we have a unique IP per device, In that case, we could use IP as the main ID for the DPE Client.

Further study is needed.

Previously, the DPE Server has to check if that DPE Client has already been registered looking for the association (MSISDN/IMEI – Client ID). The DPE Server can answer with the same Client ID in case it is already registered or create a new ID.

7.1.2 Mutual authentication

There is one and only DPE Server in the operator network. The DPE client is provisioned with the IP address of the DPE Server and can use it to verify that the messages really come from the DPE Server.

 If the IP address does not correspond to the one provisioned the DPE Client has to ignore that message???

It is supposed that the operator network is configured in a way that only mobile terminal with IP connectivity (in their home network or in a visited one) can access the DPE Server
7.2 DPE-2/3 Operations

7.2.1 Common operations

7.2.1.1 Mutual verification

When the DPE Server receives a message from the DPE Client, whatever it is, it has to check the following:

· That the Client ID is registered and corresponds to the stored MSISDN/IMEI on the DPE Server table. 

· That the Message ID is registered as an established dialogue with the DPE Client, and that the Client ID that identifies the DPE Client is an actor in this dialogue. 
If something of the above fails, the DPE Server should send an error response to the DPE Client. In addition, DPE Server could retry a number of times the operation that is a configuration parameter.

The DPE Client also has to check that the messages really come from the DPE Server, checking its IP Address. 

When the DPE Server receives a message from the SP, it has to check that this SP is authorized, by checking:

· That the SP ID is registered.

· That the SP IP address is also authorized and is registered for this SP ID.

If something of the above fails the DPE Server has to ignore the request in order to avoid DoS attacks. It will depend on the policies of DPE Server to admit new connections. In any case, even for authorized SP, DPE Server must take care of:

· Multiple connections/request from the same SP,

· High-consuming traffic policies, even for an authorized SP, in order to avoid DoS attacks. 

7.2.1.2 Message forwarding 

The DPE Server has to forward the requests received from the SP through the DPE-3 interface to the DPE Client using the DPE-2 interface. So, after receiving a message from the SP, the DPE Server must do the following:

· Look for the DPE Client ID that identifies the DPE Client that the SP is looking for. If the DPE Client ID is not registered the DPE Server must indicate this fact in the status field of the reply message.  *There is a possibility that the Client ID (in case of a push message from a SP) is obsolete. In that case, (implementation dependent) the DPE Server may be able to update details of DPE Client ID – [MSISDN/IMEI] information to the SP.

· Create a new DPE-2 Message ID for the dialogue with the DPE Client. It may not be possible to use the same DPE-3 Message ID because this could be in use by other open dialogue between other SP and this DPE Client.

· Forward the request to the DPE Client through the DPE-2 interface.

The DPE Server also has to forward the results received from the DPE Client through the DPE-2 interface to the Service Provider using the DPE-3 interface. So after receiving a message from the DPE Client the DPE Server must do the following:

· Look for the SP ID that identifies the SP that opened the dialogue (identified with a DPE-2 Message ID) the DPE Client. 

· Look for the DPE-3 Message ID that identifies the dialogue with el SP (this ID was set by the SP).

· Forward the result to the SP using the SP ID and the DPE-3 Message ID.

Acknowledge DPE Client (this option is not included in current DPE-2 Messages).

7.2.1.3 Message ID Control 

At DPE-2 interface the DPE Client must check that the Message-ID from the DPE Server is not repeated. The DPE Client only has to remember the Message IDs from previously programmed policy or policy group reports, so the Message ID of other ones requests from the DPE Server must be different.

At DPE-3 interface is the SP who sets the Message ID that identifies the dialogue with the DPE Server. 

The DPE Server has to check that the new Message ID that identifies a new dialogue is not already used in another open dialogue. If the Message ID is repeated, the DPE Server must indicate this fact in the status field of the reply message. 

The DPE Server has to register the dialogue with the pair [SP ID – Message ID], in order to distinguish other open dialogues established with others SP’s that could use the same Message ID.

7.2.1.4 Delete Message ID 

When the DPE Server forwards the DPE Client response to the SP, it can delete the DPE-3 Message ID used to communicate with the SP because that dialogue is finished.

There are two exceptions to this behaviour:

· When the message forwarded is a policy report,

· When the message forwarded is a policy group report. 

In those cases the same DPE-3 Message ID will be used in possible future reports so it cannot be deleted until the policy is released.

The DPE client has to do the same with the DPE-2 Message ID, when it responds to the DPE Server query it has to delete the DPE-2 Message ID taking into account two exceptions of above (policy or policy group report Message ID to be deleted when the policy is released).
A further study on the policies is needed.

7.2.1.5 Flow control mechanism

At DPE-2 interface the DPE Server will not send more than one request at the same time to the DPE Client, so the DPE Server will wait until the DPE Client response to send a new request.

As told before there will be a one and only DPE Server in the operator network, so the DPE Client will not receive another request if it has not responded to any one received before.

At DPE-3 interface the DPE Server must count the number of request per time window for every SP. When the number of request per time window is above a threshold the DPE Server must answer to the SP request with time window overflow status in order to stop the SP making more requests.

The time window duration and the threshold must be configuration parameters.
7.2.2 Group and Property Query

It is the SP who initiates the property or group of properties query; it sends the query to the DPE Server.

The DPE server in case of group of properties query has to perform the following actions:

· Check that the Group ID is registered to the SP-ID, if not it is an error then it has to tell that SP that the Group ID is not registered.

· Find the Group ID used in the DPE-2 interface, because it could be different from the used in the DPE-3 interface.

Then the DPE Server must forward the group of properties or property query from the SP to the DPE Client. Then it waits for the answer from the DPE Client.

The DPE Client must analyze the request and send the response with the values required and their status.

After that the DPE Server in case of group of properties query has to to perform the following actions:

· Check that the DPE-2 Group ID is registered to this Client ID

· Find the Group ID used in the DPE-3 interface, because it could be different from that send in the DPE-2 interface.

Then the DPE Server must forward the result to the SP.

7.2.3 Group Management

Is the SP who initiates the group creation query in order to create group of properties, it sends the group creation order to the DPE Server.

When the DPE Server receives a group creation message from the SP it has to perform these actions:

· Check that the Group ID is not registered to the SP ID; otherwise DPE Server will inform the SP that the Group ID is repeated.

· Register the new Group ID and link it to the SP ID, in order to distinguish other groups created by other SP’s that could be using the same Group ID.

· Create a new DPE-2 Group ID for the forthcoming dialogue with the DPE Client. It may not possible to use the same DPE-3 Group ID, because this could be in use by other group created by other SP with this DPE Client.

Then the DPE Server has to forward the group creation request from the SP to the DPE client. Then it has to wait for the DPE Client acknowledge.

The DPE Client has to create the group and send the acknowledge message to the DPE Server.

Before forwarding the ACK to the SP the DPE Server must:

· Check that the DPE-2 Group ID is registered to this Client ID

· To find the Group ID used in the DPE-3 interface, because it could be different from that send in the DPE-2 interface.

When the DPE Server receives a release group from the SP, it performs the following actions:

· Check that the DPE-3 Group ID is assigned to the SP ID.

· Find the Group ID used in the DPE-2 interface, because it could be different from the used in the DPE-3 interface.

· Forward the request to the DPE Client.

Then the DPE Client has to delete the group and send the acknowledge message to the DPE Server.

Once the DPE Client confirms the release of the group the DPE Server deletes the Group ID’s (for both interfaces: DPE-2 and DPE-3), checks this ACK message and it to the SP.

7.2.4 Policy Management

When the DPE Server receives a group creation message from the SP, such as:

· DPE Property Policy Set

· DPE Group Policy Set

It has to perform these actions:

· Check that the duration established for the policy is not excessive.

· Check that the Policy ID is not registered to the SP ID; otherwise it has to inform the SP about the repetition of that Policy ID.

· Register the new Policy ID, and link it to the SP ID in order to distinguish other groups created by other SP’s that could be using the same Policy ID.

· Create a new DPE-2 Policy ID for the dialogue with the DPE Client. It may not possible to use the same DPE-3 Policy ID because this could be in use by other policy created by other SP with this DPE Client.

The DPE Server has to forward the policy set up request from the SP to the DPE client. Then it has to wait for the DPE Client acknowledge.

The DPE Client has to set up the policy and send the acknowledge message to the DPE Server.

Before forwarding the ACK to the SP the DPE Server must:

· Check that the DPE-2 Policy ID is registered to the Client ID

· Find the Policy ID used in the DPE-3 interface, because it could be different from the used in the DPE-2 interface.

When the DPE Server receives a release policy from the SP, it performs the following actions:

· Check that the DPE-3 Policy ID is assigned to the SP ID.

· Find the Policy ID used in the DPE-2 interface, because it could be different from the used in the DPE-3 interface.

· Forward the request to the DPE Client.

Then the DPE Client has to delete the policy and send the acknowledge message to the DPE Server.

Once the DPE Client confirms the release of the policy the DPE Server deletes the Policy ID’s (for both interfaces: DPE-2 and DPE-3), checks this ACK message and forwards it to the SP.

7.2.4.1 Policy expiration

The DPE Server has to control the time that the programmed policy report is active. When a policy report expires it has to perform the following operations:

· Send a release policy message to the DPE Client.

· Send a policy report or policy group report to the SP indicating in the “status” filed that the policy report or policy group report has expired.

· Delete the registered DPE-2 Policy ID that corresponds to this policy report.

· Delete the registered DPE-3 Policy ID that corresponds to this policy report.

Then the DPE Client has to delete the policy and send the acknowledge message to the DPE Server.

The SP has also to delete this policy.

7.2.5 Policy Reporting

The DPE Client is responsible of sending the property or group of properties report when the conditions fit the previously programmed policy.

When the DPE Server receives this policy property or group of properties report has to perform these actions:

· To check that the DPE-2 Policy ID is registered to the Client ID of the DPE Client

· To find the Policy ID used in the DPE-3 interface, because it could be different from the used in the DPE-2 interface.

· Forward the report to the SP.

7.3 Error Handling

The possible error codes are listed in the Appendix table.

7.3.1 Timer for acknowledge 

The DPE Server, after sending the Client ID to the DPE Client, starts a waiting time for the acknowledge message from the DPE Client. This waiting time must be a configuration parameter. When the ACK message is received the timer is stopped.

If the ACK message is not received within the configured time the DPE Server must retry the registration process by sending a register command to the DPE Client.

If the register process fails again the DPE Server will retry it a number of times, which will be implementation dependent. 

7.3.2 DPE-2 Acknowledge timer 

The DPE Server has to wait to the ACK message when there is a group or a policy operation requested to the DPE Client. The DPE Server waits for this ACK during a limited period of time; once the ACK message is received it stops the timer that is monitoring the ACK reception time.

7.3.3 DPE Client identification error

When the DPE Client is fails in its identification (see Mutual verification) the Server can take different strategies to solve the problem:

· Send an error response to the DPE Client

· Retry a number of times the operation that failed (every message from the DPE Client is a response to a previous request) that is a configuration parameter.

· Ask for a new registration to the DPE Client and send again the request that failed.

· Ignore the message.

7.3.4 SP identification error

When the SP is fails in its identification (see Mutual verification) the proposed action is to ignore the request.

7.3.5 DPE-1 Missing parameters or with bad format 

The DPE server has to check the parameters, and message format received from the DPE Client. If something is missing or not understood, the DPE Server has to indicate the error in the status field of the register response message.

If the message type is missing or not understood the request must be ignored; or an error should be returned to the DPE client.

7.3.6 DPE-2 Missing parameters or bad formatted 

The DPE Server has to check the parameters, and message format, received from the DPE Client. If something is missing or not understood the DPE Server has to retry a number of times the operation. This number of times is a configuration parameter.

In case of properties not supported by the DPE Client, it will inform the DPE Server using the property result or status field depending on the type of dialogue. The DPE Server will forward this error to the SP in the same way.

7.3.7 DPE-3 Missing parameters or with bad format 

The DPE Server has to check the parameters and message format received from the SP. If something is missing or not understood the DPE Server has to indicate the error in the status field of the response message that follows the SP request message type.

If the message type is missing or not understood the request must be ignored.

7.3.8 DPE Client not responding 

When the DPE Server forwards a SP request to the DPE client it has to start a timer for managing the DPE Client no reply error. The time to wait for the reply must be a configuration parameter.

If the DPE client does not replay in the specified time the DPE Server must send a reply to the SP indicating in the status field that the DPE client does not respond. 

We must clarify whether this response with status “not responding” is done by the correspondent answering message from the previous request from SP. 

7.4 DPE Server Cache

One of the functionalities included on the DPE Server is a cache. This will allow a considerable reduction on the OTA traffic between the DPE Server and the DPE Client. In the case of properties which have a quite constant value (semi-dynamic), DPE Server could store a profile of the device, and use this values stored to reply the SP.

Although implementation dependent, there are some properties that could be already seen as semi-dynamic:

· InstalledSoftwareList: it is supposed that this list is not changed in a short period of time. So this could be stored in the DPE Server cache, so there’s no need for asking the whole list of applications each time a SP requires it.

· OSName, etc...

Upon a real constraint of resources, this cache could be used as a real static profile of the Device. DPE Server could ask for a complete update of the device capabilities when starting a session, and the use these values to reply any SP request.

But as stated before, parameters of DPE Server Cache configuration are implementation dependent.

Appendix A. Error codes

	Error codes
	
	

	1
	IMEI
	missing

	2
	IMEI
	error

	3
	MSISDN
	missing

	4
	MSISDN
	error

	5
	DPE version
	missing

	6
	DPE version
	unknown

	7
	Security Token
	missing

	8
	Security Token
	not registered 

* The absence of this Token could be possible in some cases

	9
	Status
	missing

	10
	Status
	error

	11
	ClientID
	missing

	12
	ClientID
	not registered

	13
	MessType
	missing

	14
	MessType
	unknown

	15
	Property Name
	missing

	16
	Property Name
	unknown

	17
	Message ID
	missing

	18
	Message ID
	not registered

	19
	Message ID
	repeated

	20
	Property Result
	missing

	21
	Property Result
	unknown

	22
	Group ID
	missing

	23
	Group ID
	not registered

	24
	Group ID
	repeated

	25
	Policy ID
	missing

	26
	Policy ID
	not registered

	27
	Policy ID
	repeated

	28
	Policy ID
	expired

	29
	Policy Type
	missing

	30
	Policy Type
	unknown

	31
	Policy Parameter
	missing

	32
	Policy Parameter
	unknown

	33
	SPID
	missing

	34
	SPID
	not registered

	35
	Duration
	format error

	36
	Duration
	overflow

	37
	SP IP address?
	SP IP not registered?

	38
	Time window overflow
	

	39
	DPE Client not responding
	

	40
	Property name
	Not supported
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5 Recommendation

To be discussed by MCE-DCAP group and include the information in a new TS chapter called “DPE Operations”.
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