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1 Reason for Contribution

To comment on the proposed text in OMA-DCAP-2008-0022-INP_DPE_Operations.
This is the initial set of comments, more will follow.

2 Summary of Contribution

Comments/changes to the proposed text.


3 Detailed Proposal

Change 1:  Comments to the proposed text in sections 7 through 7.2.1.1

7. DPE Operations

7.1 DPE-1 Operations

7.1.1 DPE Client Registration

Upon a valid registration request from the DPE Client, the DPE Server SHALL provide a registration response with the Client ID for the device. Note this may be a new Client ID or a previously-assigned Client ID, per the DPE Service Provider’s deployment policy. 
To ensure that it can correctly associate subsequent DPE interface operations with the correct device, the DPE Server SHALL retain the associated user identity (e.g. MSISDN or SIP URI), device identity (e.g. IMEI or MAC address), and assigned Client ID. Other than as optionally provided in the registration request, the method of obtaining the network identity and device identity is unspecified, but may include use of RADIUS or WAP proxy-forwarded HTTP headers.

At a lower level, the DPE Server may also know the IP address of the DPE Client, e.g. if provided by RADIUS or forwarded by a WAP proxy (e.g. in the conventional “x-forwarded-for” HTTP header). However a reason not to use the IP address as main identification of the DPE Client is that it usually changes due to dynamic IP address assignment (DHCP), at least for IPv4-based devices. On the other hand, considering IPv6, a static IP address may be assigned to the device. Thus for IPv6 supporting devices, the DPE Server may be able to use the IP address as the device identity for the DPE Client.

Further study is needed.

Previously, the DPE Server has to check if that DPE Client has already been registered looking for the association (MSISDN/IMEI – Client ID). The DPE Server can answer with the same Client ID in case it is already registered or create a new ID.

7.1.2 Mutual authentication

The need for of authentication of DPE Clients and DPE Servers is a deployment decision. DPE Clients SHALL be pre-configured with the necessary DPE Server access parameters and authentication credentials necessary to authenticate a DPE Server if required:
· For DPE Client-initiated transactions:

· DPE Server address, formatted as a URI. This also allows the definition of the security level for DPE transactions through the URI scheme (HTTP or HTTPS).

· Method of authentication
· None: no server authentication is required

· IP: DPE Server responses must be received from the IP address corresponding to the DPE Server Address, i.e. after name resolution if required. Note that not assumption about immunity from man-in-the-middle attack is assumed here; if that is a concern, TLS should be used for all transactions.
· TLS: DPE Server address is a HTTPS URI, and the DPE Server must be validated through delivery of a valid TLS server certificate.
· If TLS server authentication is required: the root certificate of the Certificate Authority that issued the server certificate.
· For DPE Server-initiated transactions:

· Method of authentication: none, trusted server address 

· For “trusted server address”, a list of trusted addresses in the applicable formats, e.g.

· For DPE transactions over WAP Push, SME Source Address of the trusted DPE Server or Push Proxy Gateway. Note if the host device supports OMA Push 2.2 (Push Security), the trusted addresses can be pre-configured for the Push Client or through the Push Security MO (Managed Object).
· For DPE transactions over SIP Push, SIP URI of the trusted DPE Server or Push Proxy Gateway
For DPE Server-initiated transactions that are included as part of responses to DPE Client-initiated transactions, the DPE Server will already have been authenticated if necessary.
DPE Servers SHALL be pre-configured with the necessary credentials to authenticate DPE Clients, if required. Note the choice of credentials is deployment specific, but may include:

· the user’s network identity, e.g. MSISDN or SIP URI

· the device identity, e.g. IMEI or MAC address

· source IP address, e.g. the DPE Server may be configured to allow requests from a range of IP addresses, without further authentication
There is one and only DPE Server in the operator network. 
The DPE client is provisioned with the IP address of the DPE Server and can use it to verify that the messages really come from the DPE Server
.

 If the IP address does not correspond to the one provisioned the DPE Client has to ignore that message???

It is supposed that the operator network is configured in a way that only mobile terminal with IP connectivity (in their home network or in a visited one) can access the DPE Server

7.2 DPE-2/3 Operations

7.2.1 Common operations

7.2.1.1 Mutual verification

In addition to the requirements described in [reference to 7.1.2
Mutual authentication], the following apply.
When the DPE Server receives a message from the DPE Client, whatever it is, it has to check the following:

· That the Client ID is registered and corresponds to the stored user/device on the DPE Server table. 

· That the Message ID is registered as an established dialogue with the DPE Client
, and that the Client ID that identifies the DPE Client is an actor in this dialogue. 
If something of the above fails, the DPE Server should send an error response to the DPE Client
. In addition, DPE Server could retry a number of times the operation that is a configuration parameter.

The DPE Client also has to check that the messages really come from the DPE Server, checking its IP Address. 

When the DPE Server receives a message from the SP, it has to check that this SP is authorized, by checking:

· That the SP ID is registered.

· That the SP IP address is also authorized and is registered for this SP ID.

If something of the above fails the DPE Server has to ignore the request in order to avoid DoS attacks. It will depend on the policies of DPE Server to admit new connections. In any case, even for authorized SP, DPE Server must take care of:

· Multiple connections/request from the same SP,

· High-consuming traffic policies, even for an authorized SP, in order to avoid DoS attacks. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To be discussed by MCE-DCAP group and include the information in a new TS chapter called “DPE Operations”.









�This is covered by the first paragraph.


�This is not a necessary (or useful) restriction.


�Just having the IP address is not sufficient. TLS is required for real trust. For Push, a different approach is needed as noted above.


�This is addresses by the changes above.


�It’s unnecessary to say this.


�Do you mean already registered? What about the first message in a transaction?


� Do you want to create a special message for error handling? I have a section from the DCD TS that would be useful as a template.


�Covered by 7.1.2
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