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1 Reason for Contribution

On last MCE-DCAP F2F meeting, group agreed to include a chapter to the DPE Technical Specification explaining DPE Server behaviours, or with a more general scope, DPE Operations. This INP is a first draft to be discussed. From this document some ideas could be extracted for the chapter proposed to the TS.

2 Summary of Contribution

This contribution explains the behaviours and actions performed by the DPE server during DPE notifications.


3 Detailed Proposal

The text describes the different operations needed to be performed by the actors of DPE Enabler (DPE Server, DPE Client, SP). These include:

· Actions to be performed on the registration process between DPE Client and DPE Server (DPE-1).

· Actions to be performed when a query from a SP is received, and how to response to that query (DPE-3).

· Actions to be performed when a query is sent form the DPE Server to the DPE Client (DPE-2).

The text is formatted as a new chapter for the TS.

7. DPE Operations

7.1 DPE-1 Operations

7.1.1 DPE Client Registration

Upon a valid registration request from the DPE Client, the DPE Server SHALL provide a registration response with the Client ID for the device. Note this may be a new Client ID or a previously-assigned Client ID, per the DPE Service Provider’s deployment policy. 

To ensure that it can correctly associate subsequent DPE interface operations with the correct device, the DPE Server SHALL retain the associated user identity (e.g. MSISDN or SIP URI), device identity (e.g. IMEI or MAC address), and assigned Client ID. Other than as optionally provided in the registration request, the method of obtaining the network identity and device identity is unspecified, but may include use of RADIUS or WAP proxy-forwarded HTTP headers.

At a lower level, the DPE Server may also know the IP address of the DPE Client, e.g. if provided by RADIUS or forwarded by a WAP proxy (e.g. in the conventional “x-forwarded-for” HTTP header). However a reason not to use the IP address as main identification of the DPE Client is that it usually changes due to dynamic IP address assignment (DHCP), at least for IPv4-based devices. On the other hand, considering IPv6, a static IP address may be assigned to the device. Thus for IPv6 supporting devices, the DPE Server may be able to use the IP address as the device identity for the DPE Client.

Further study is needed.

7.1.2 Mutual authentication

The need for of authentication of DPE Clients and DPE Servers is a deployment decision. DPE Clients SHALL be pre-configured with the necessary DPE Server access parameters and authentication credentials necessary to authenticate a DPE Server if required:

· For DPE Client-initiated transactions:

· DPE Server address, formatted as a URI. This also allows the definition of the security level for DPE transactions through the URI scheme (HTTP or HTTPS).

· Method of authentication

· None: no server authentication is required

· IP: DPE Server responses must be received from the IP address corresponding to the DPE Server Address, i.e. after name resolution if required. Note that not assumption about immunity from man-in-the-middle attack is assumed here; if that is a concern, TLS should be used for all transactions.

· TLS: DPE Server address is a HTTPS URI, and the DPE Server must be validated through delivery of a valid TLS server certificate.

· If TLS server authentication is required: the root certificate of the Certificate Authority that issued the server certificate.

· For DPE Server-initiated transactions:

· Method of authentication: none, trusted server address 

· For “trusted server address”, a list of trusted addresses in the applicable formats, e.g.

· For DPE transactions over WAP Push, SME Source Address of the trusted DPE Server or Push Proxy Gateway. Note if the host device supports OMA Push 2.2 (Push Security), the trusted addresses can be pre-configured for the Push Client or through the Push Security MO (Managed Object).

· For DPE transactions over SIP Push, SIP URI of the trusted DPE Server or Push Proxy Gateway

For DPE Server-initiated transactions that are included as part of responses to DPE Client-initiated transactions, the DPE Server will already have been authenticated if necessary.

DPE Servers SHALL be pre-configured with the necessary credentials to authenticate DPE Clients, if required. Note the choice of credentials is deployment specific, but may include:

· the user’s network identity, e.g. MSISDN or SIP URI

· the device identity, e.g. IMEI or MAC address

· source IP address, e.g. the DPE Server may be configured to allow requests from a range of IP addresses, without further authentication

7.2 DPE-2/3 Operations

7.2.1 Common operations

7.2.1.1 Mutual verification

In addition to the requirements described in [reference to 7.1.2
Mutual authentication], the following apply.
When the DPE Server receives a message from the DPE Client, whatever it is, it has to check the following:

· That the Client ID is registered and corresponds to the stored user/device on the DPE Server table. 

· That the Client ID that identifies the DPE Client is an actor in this dialogue. 
If something of the above fails, the DPE Server should send an error response to the DPE Client. In addition, DPE Server could retry a number of times the operation that is a configuration parameter.

The necessary access controls for the DPE-3 interface will depend upon the DPE Server deployment policy of the DPE Service Provider. These may vary depending upon the type of business relationship between the DPE Service Provider and the 3rd-Party Service Provider (SP). Other than as described below, the access control methods are unspecified.

When the DPE Server receives a message from the SP, it SHOULD verify that this SP is authorized, by checking:

· That the SP ID is registered.

· That the SP IP address is also authorized and is registered for this SP ID.

If something of the above fails the DPE Server SHOULD ignore the request in order to avoid DoS attacks. It will depend on the policies of DPE Server to admit new connections. In any case, even for authorized SP, DPE Server SHOULD support DPE-3 interface usage controls, e.g.:

· Limiting the number of connections/request from the same SP,

· Limiting the rate of requests (e.g. via high-consuming traffic policies), in order to avoid DoS attacks. 

7.2.1.2 Message forwarding 

The DPE Server may need to forward requests received from the SP through the DPE-3 interface to the DPE Client using the DPE-2 interface, for example under the conditions: 

· The SP wishes to query the value of a single property or multiple properties, for which the DPE Server has no valid cached value 

· The SP wishes to set a property group, that does not yet exist for another SP

· The SP wishes to release a property group, and is the only SP depeding upon that group definition

· The SP wishes to query the values of a group's properties, for which the DPE Server has no valid cached value

· The SP wishes to set policies to a property or to a group, that differs from the policy for another SP

· The SP wishes to release policies to a property or to a group, and is the only SP depending upon that particular policy

The decision whether a SP request via DPE-3 results in a related DPE-2 request will depend upon the DPE Server implementation (e.g. ability to optimize mapping between DPE-3 and DPE-2 transactions) and DPE Service Provider deployment policy (e.g. use of such optimizations according to the business relationship with the SP).

So after receiving a message from the DPE Client the DPE Server must do the following:

· Look for the SP ID that identifies the SP that opened the dialogue (identified with a DPE-2 Message ID) the DPE Client. 

· Look for the DPE-3 Message ID that identifies the dialogue with el SP (this ID was set by the SP).

· Forward the result to the SP using the SP ID and the DPE-3 Message ID.

Acknowledge DPE Client (this option is not included in current DPE-2 Messages).

7.2.1.3 Message ID Control 

At DPE-2 interface the DPE Client must check that the Message-ID from the DPE Server is not repeated. The DPE Client only has to remember the Message IDs from previously programmed policy or policy group reports, so the Message ID of other ones requests from the DPE Server must be different.

At DPE-3 interface is the SP who sets the Message ID that identifies the dialogue with the DPE Server. 

The DPE Server has to check that the new Message ID that identifies a new dialogue is not already used in another open dialogue. If the Message ID is repeated, the DPE Server must indicate this fact in the status field of the reply message. 

The DPE Server has to register the dialogue with the pair [SP ID – Message ID], in order to distinguish other open dialogues established with others SP’s that could use the same Message ID.

7.2.1.4 Delete Message ID 

When the DPE Server forwards the DPE Client response to the SP, it can delete the DPE-3 Message ID used to communicate with the SP because that dialogue is finished.

There are two exceptions to this behaviour:

· When the message forwarded is a policy report,

· When the message forwarded is a policy group report. 

In those cases the same DPE-3 Message ID will be used in possible future reports so it cannot be deleted until the policy is released.

The DPE client has to do the same with the DPE-2 Message ID, when it responds to the DPE Server query it has to delete the DPE-2 Message ID taking into account two exceptions of above (policy or policy group report Message ID to be deleted when the policy is released).
A further study on the policies is needed.

7.2.1.5 Flow control mechanism

At DPE-2 interface the DPE Server will not send more than one request at the same time to the DPE Client, so the DPE Server will wait until the DPE Client response to send a new request.

As told before there will be a one and only DPE Server in the operator network, so the DPE Client will not receive another request if it has not responded to any one received before.

At DPE-3 interface the DPE Server must count the number of request per time window for every SP. When the number of request per time window is above a threshold the DPE Server must answer to the SP request with time window overflow status in order to stop the SP making more requests.

The time window duration and the threshold must be configuration parameters.
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5 Recommendation

To be discussed by MCE-DCAP group and include the information in a new TS chapter called “DPE Operations”.
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