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1 Reason for Change

Address various changes to the DPE TS for requirements related to device change use cases.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To be reviewed and accepted by the group and subsequently to be inserted in the DPE TS.
6 Detailed Change Proposal
Change 1:  Update 6.1 Messages through DPE-1
6.1 Messages through DPE-1
The DPE-1 interface connects DPE Server and DPE Client. The DPE-1 interface allows the communication between the DPE Client and the DPE Server, in order for the DPE Client to retrieve a unique identifier, which is called DPE Client ID and is assigned by the DPE Server. The DPE Client ID will be used afterwards for all the subsequent DPE communications. The respective internal functions involved in this process are the Registration function of the DPE Client and the ID Manager function of the DPE Server. 

It is assumed DPE Client has already received the necessary information to access the DPE Server, via a bootstrap process or any other way of provisioning, at least, the DPE Server Address.

DPE Clients will initiate registration with a DPE Server as described in [8.1.1 DPE Client Registration] and [6.1.2 Device Change]. Other than in those cases, how and when the registration process takes process is implementation dependent, and depends upon both client and server design and configuration. Example approaches:

· 
· DPE Servers are designed to initiate DPE Client registration upon arbitrary events, e.g. activation of a service that is enhanced via DPE
· DPE Servers or DPE Clients may re-establish registration on a scheduled basis.

· The DPE Client ID may be assigned for each registration, once for each user of a device (i.e. valid while the associated MSISDN / SIP URI and device identity does not change); or permanently for each specific device (i.e. DPE Server to assigns a DPE Client ID to a particular device and never changes it). 

But in all these cases, there will be only two ways to start the registration process: DPE Client driven or DPE Server driven. In the case of a DPE Client starting the process, it will send a request to the DPE Server in order to be registered. When the DPE Server wants another registration for a particular DPE Client, it will force the Client to resend a request, in order to restart the whole process. 

Change 2:  Update 8.1.1 DPE Client Registration
8.1.1 DPE Client Registration

Upon DPE Client startup, the DPE Client SHALL register with the applicable DPE Server. Registration provides the trigger for the DPE Server to establish or revalidate the current DPE settings for the DPE Client, and to inform related Service Providers of any change in the user and Client ID association, as necessary.
Upon a valid registration request from the DPE Client, the DPE Server SHALL provide a registration response with the Client ID for the device. Note this may be a new Client ID or a previously-assigned Client ID, per the DPE Service Provider’s deployment policy. 

To ensure that it can correctly associate subsequent DPE interface operations with the correct device, the DPE Server SHALL retain the associated user identity (e.g. MSISDN or SIP URI), device identity (e.g. IMEI or MAC address), and assigned Client ID. Other than as optionally provided in the registration request, the method of obtaining the network identity and device identity is unspecified, but may include use of RADIUS or WAP proxy-forwarded HTTP headers.

At a lower level, the DPE Server may also know the IP address of the DPE Client, e.g. if provided by RADIUS or forwarded by a WAP proxy (e.g. in the conventional “x-forwarded-for” HTTP header). However a reason not to use the IP address as main identification of the DPE Client is that it usually changes due to dynamic IP address assignment (DHCP), at least for IPv4-based devices. On the other hand, considering IPv6, a static IP address may be assigned to the device. Thus for IPv6 supporting devices, the DPE Server may be able to use the IP address as the device identity for the DPE Client.

Further study is needed.

Change 3:  Add new section 8.2.2 Device Change
8.2.2 Device Change
Device changes require special handling by the DPE Enabler. Device change use cases include any case in which there has been a change in user identity or device identity. Such use cases include:

· A user moves their SIM (or other form of user identity) from one device to another device, which was previously not associated with this user (from the DPE Server’s perspective); note this is the same case as when a user changes identity directly on the device

· A multi-device user uses a device which was previously not associated with this user (from the DPE Server’s perspective)

· A new user (previously unknown to the DPE Server) is using a new device (also previously unknown to the DPE Server): this is a special case also addressable as a device change

Upon detection of a change in device or user identity during registration, the DPE Server SHALL ensure that the current DPE Client has the current DPE settings relevant to the user by:

· Allocating a new Client ID as necessary to avoid conflict with earlier allocated Client IDs for the device or user

· Resetting any DPE settings for property groups by sending the “DPE_Group_Release” message with Group-ID set to “*”.

· Resetting any DPE settings for reporting policies by sending the “DPE Policy Release” message with Policy-ID set to “*”.

· Establishing or restoring any relevant property groups by sending the “DPE_Group_Set” message for all defined property groups.

· Establishing or restoring any relevant property reporting policies by by sending the “DPE Property Policy Set” message for all defined property reporting policies.

· Establishing or restoring any relevant group reporting policies by by sending the “DPE Group Policy Set” message for all defined group reporting policies.

Note that “relevant” in the previous paragraph refers to any implementation/deployment-specific criteria that the DPE Server uses to determine which property groups and policies apply for the user in the current device. For example, these may be based upon groups/policies previously defined, as mapped to the current device capabilities, or to new groups/policies applicable for the current device. Further, it is an implementation decision if/how the DPE Server associates any new/restored groups and policies to those previously requested by Service Providers.
Change 4:  Add new section 8.2.3 Client ID Change
8.2.3 Client ID Change
Upon any change in the Client ID associated with a user, the DPE Server SHALL ensure that Service Providers are informed as as necessary about the change, by sending the “DPE Client ID Report” message.

Change 5:  Update 6.2.3.3 DPE_Group_Release
6.2.3.3 DPE_Group_Release
The “DPE_Group_Release” message is used by the DPE Server to release a defined Group from a DPE Client.

DPE_GROUP_RELEASE (Message_Type, Group_ID, Message_ID)

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type Identifier “DPE_Group_Release”

	Group_ID
	Mandatory
	String
	Identifies the group to be released. If “*”, all groups should be released.

	Message-ID
	Mandatory
	String
	Identifies the message.


Table 1 DPE Group Release message elements
Change 6:  Update 6.2.6.1 DPE_Policy_Release
6.2.6.1 DPE_Policy_Release
The “DPE_Policy_Release” message is used by the DPE Server to release a defined Policy from a DPE Client (it can be a policy assigned either to an individual property or to a group).

DPE_GROUP_POLICY_RELEASE (Message_Type, Policy_ID, Message_ID)
	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type Identifier “DPE_Policy_Release”

	Policy-ID
	Mandatory
	String
	Identifies the policy associated to the response. If “*”, all polcies should be released.

	Message-ID
	Mandatory
	String
	Identifies the message.


Table 1 DPE Property Group Release message elements
Change 7:  Update 6.3.6.2 DPE_Client_ID_Response
Note: the following change is based upon OMA-DCAP-2008-0067-CR_DPE_TS_Edits

6.3.6.2 DPE_Client_ID_Response
DPE_CLIENT_ID_RESPONSE (Message_Type, Query_Key)

The “DPE Client ID Response” message is used by the DPE Server to return the DPE Client ID associated with a user or device.
	Message
	Requirement
	Direction

	DPE_Client_ID_Response
	Mandatory
	DPE Server ( Service Provider


	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type Identifier “DPE_Client_ID_Query”

	Message-ID
	Mandatory
	Integer
	Identifies the message. Same as the value in the related DPE_Client_ID_Query.

	Client-ID
	Mandatory
	Bag (string)
	The DPE Client ID associated with the user.  A null value indicates that there is no Client ID associated with the user.


Table 1 DPE Client ID Response message elements
Change 8:  Add 6.3.7 DPE_Client_ID_Report
6.3.7 DPE_Client_ID_Report
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Figure 6.X.: DPE Client ID Report
6.3.7.1 DPE_Client_ID_Report

DPE_CLIENT_ID_REPORT (Message_Type, User-Identity, Client-ID, Replaces-Client-ID)

The “DPE Client ID Report” message is used by the DPE Server to report an update to the association of a user with a Client ID.
	Message
	Requirement
	Direction

	DPE_Client_ID_Report
	Mandatory
	DPE Server ( Service Provider


	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type Identifier “DPE_Client_ID_Report”

	Message-ID
	Mandatory
	Integer
	Identifies the message.

	User-Identity
	Mandatory
	Bag (string)
	User identity as defined by the DPE Provider, e.g. SIP Public Identity, MSISDN, IMEI, or generic user Identity. The DPE Provider defines the options for query keys through unspecified means, e.g. through SP onboarding processes. A null value indicates that there is no current user associated to the Client ID.

	Client-ID
	Mandatory
	Bag (string)
	The DPE Client ID associated with the user. Note for multi-device users, this will represent one of the currently valid Client IDs for the user. A null value indicates that there is no longer a Client ID associated with the user.

	Replaces-Client-ID
	Optional
	Bag (string)
	A DPE Client ID previously associated with the user, which is no longer valid. 


Table 1 DPE Client ID Report message elements
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