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1 Reason for Contribution

This contribution is a continuation to earlier input contribution OMA-CD-2007-0066R02-INP_HTTP_Content_Download.ppt (NOTED in DCD telco on 4th April 2007) and proposes modifications to DCD TS Semantics accordingly.
2 Summary of Contribution

The contribution proposes that HTTP (Hypertext Transfer Protocol) is used as a standard (mandatory) content download method for OMA DCD in point-to-point pull case (i.e. over DCD-1 interface).
3 Detailed Proposal

** First Change **
7.1.1 DCD-1

The DCD-1 interface is used to update content for the DCD-Enabled Client Application.
7.1.1.1 Content Update
The Content Update is described in Figure 3. The transaction allows DCD Client to request information on the content files that are available for download. The Content Update transaction consists of the following messages: 

· ContentUpdateRequest from the DCD Client to the DCD Server; and,

· ContentUpdateResponse from the DCD Server to the DCD Client

The DCD Client MUST send a ContentUpdateRequest to the DCD Server when one or more of the following events occur: 

· Content Notification from the DCD Server if the notification did not include content package or enough information to initiate the actual content file download (see Sections 7.1.2.1 Content Notification and 7.1.1.2 Content Download).
· On demand content update request (i.e. content update without notification from DCD Server, derived from DCD-Enabled Client Application, scheduled content update or content expiration etc.).
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Figure 3: Content Update
· ContentUpdateRequest: DCD client sends ContentUpdateRequest message to DCD server for content update. ContentUpdateRequest message MUST include the Session ID.
· ContentUpdateResponse: DCD server receives the ContentUpdateRequest message from the DCD client. If the request is valid, the DCD Server SHALL send the ContentUpdateResponse message, including content package or content address (e.g. HTTP URI), to the DCD Client (refer to 9).

· Content download is described in Chapter 12.
· DeliveryConfirmation message is sent if dictated so in the channel metadata.

If the request is not valid, the DCD Server SHALL send the appropriate error message (refer to13).  
7.1.1.2.1 Information Elements
	Message
	Requirement
	Direction

	ContentUpdateRequest
	Mandatory
	DCD Client ( DCD Server 

	ContentUpdateResponse
	Mandatory
	DCD Client (DCD Server

	DeliveryConfirmation
	Conditional
	DCD Client ( DCD Server


Table 1 Message directions for channel deregistration between DCD Client and DCD Server

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type Identifier “ContentUpdateRequest”

	Session-ID
	Mandatory
	String
	Session identifier. The Session-ID is unique within the service provider domain. If there is an established Session, a Session-ID must be present.

	Message ID
	Mandatory
	TBD
	Identifies this message. The Message-ID is unique within a current session.

	Channel-IDs
	Optional
	List
	List of channel IDs to be updated. Missing channel ID TBD.


Table 2 Information elements in ContentUpdateRequest message

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type Identifier “ContentUpdateResponse”

	Session-ID
	Mandatory
	String
	Session identifier. The Session-ID is unique within the service provider domain. If there is an established Session, a Session-ID must be present.

	Message ID
	Mandatory
	TBD
	Identifies this message. The Message-ID is unique within a current session.

	Content
	Conditional
	Data Structure
	Content packages for applications, including content and content metadata, requested by the DCD Client.

	Content-Address 
	Conditional 
	Data Structure
	Content address e.g. HTTP URI, MUST be present if Content is not included. 


Table 3 Information elements in ContentUpdateResponse message

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type Identifier “DeliveryConfirmation”

	Session-ID
	Mandatory
	String
	Session identifier. The Session-ID is unique within the service provider domain. If there is an established Session, a Session-ID must be present.

	Message ID
	Mandatory
	TBD
	Identifies this message. The Message-ID is unique within a current session.

	Content-ID
	Mandatory
	String
	Content Identifier set by the Content Provider, and unique within the DCD Service Provider’s domain. 

	Status
	Mandatory
	String
	Status indicator of the content reception.


Table 4 Information elements in DeliveryConfirmation message

** Second Change **
12.2.1. HTTP Transport Binding

12.2.1.1 Content Download

The DCD Server MUST support Hypertext Transfer protocol (HTTP [RFC2616]) to allow DCD Clients to download content files via DCD-1 interface. To support the capability of pause and resume content file downloading the DCD Server MUST be able to serve the HTTP Partial GET requests (i.e. HTTP GET requests with Range header as defined in [RFC2616]) received from DCD Clients.

To download a content file, a DCD Client sends a HTTP GET request to DCD Server. The content file is identified with a URI, which the client includes in the request line of the HTTP GET request. The DCD Client may learn the content URI, for example, upon channel subscription, from content notification (see Section 7.1.2.1), or by using an explicit content update request (see Section 7.1.1.1) .
Upon success the DCD Server responds the DCD Client with HTTP 200 OK message, in which the content file (packaged according to DCD content packaging rules, see Section 9) is included in the message body. The DCD Server includes an entity tag (ETag) in the response header. The ETag has a unique value within the scope of the DCD Server and identifies the exact content file variant included in the response body. 
The message flow of a content file download is illustrated in Figure 4.
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Figure 4 Initial content file download message flow
If the content file download becomes interrupted before completion, the DCD Client MUST NOT discard the received content range. The received content range SHALL be stored in the content storage in the device but not made available to DCD-Enabled Client Application until the remaining part of the content file is successfully received. 

To receive the remaining part of the content file, the DCD Client MUST send a HTTP Partial GET request to the DCD Server. The policy (e.g. time interval and maximum amount of retries) between the download resumptions is out of scope of the OMA DCD specification. The request SHALL be sent to the same URI as the original download request for the file. The DCD Client MUST also include the following headers in the request:

· The If-Match header MUST contain the value of the ETag header provided in the original download attempt of the content file.

· The Range header MUST specify the remaining content range of the content file that has not yet been successfully received in the DCD Client. 

Example: The DCD client has received the bytes 0-1233 in the initial download response. Thus it includes the following Range header in the Partial GET request:

Range: bytes 1234-

If the same content file variant is still available in DCD Server (i.e. the ETag value included in the If-Match header matches with the ETag value of the content file available in the DCD Server), the DCD Server responds with 206 Partial Content message including the remaining content range of the requested content file in the message body. In this case the DCD Client SHALL concatenate the received content ranges of the content file and make the file available to the correct DCD-Enabled Client Application.
The message flow of a resumed content file download is illustrated in Figure 5.
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Figure 5 Resumed content file download message flow
However, if the same content file variant is no longer available in the DCD Server upon download resumption attempt, the DCD Server MUST respond with an error code (i.e. HTTP 412 Precondition Failed if the ETag values do not match, HTTP 410 Gone or HTTP 404 File Not Found if the requested content file is no longer available in the requested URI). When receiving any of these three error codes, the DCD Client MUST cancel the download retry and not to initiate any further retry attempts for this content file. Further, the stored content range of the content file MUST be discarded.

7.1.1.2.2 Messages and Information Elements

	Message
	Requirement
	Direction

	HTTP GET
	Mandatory
	DCD Client ( DCD Server 

	Response to HTTP GET
	Mandatory
	DCD Client (DCD Server


Table 4 Message directions for HTTP GET and response to it between DCD Client and DCD Server

	Information Element
	Req
	Type
	Description

	Method
	Mandatory
	See [RFC2616]
	GET

	Request-URI
	Mandatory
	See [RFC2616]
	The URI pointing to the content file to be downloaded.


Table 3 Contents of the initial HTTP GET download request message

	Information Element
	Req
	Type
	Description

	Status-Line
	Mandatory
	See [RFC2616]
	200 OK upon success, HTTP error code upon error

	ETag
	Mandatory
	See [RFC2616]
	A response header including an entity tag value uniquely identifying (in the scope of this DCD Server) the content file variant included in the message body

	Message-body
	Mandatory
	Content
	The requested content file packaged according to DCD content packaging rules (see Section 9)


Table 4 Contents of the response message to the initial HTTP GET download request
	Information Element
	Req
	Type
	Description

	Method
	Mandatory
	See [RFC2616]
	GET

	Request-URI
	Mandatory
	See [RFC2616]
	The URI pointing to the content file to be downloaded.

	If-Match
	Mandatory
	See [RFC2616]
	A request header, which MUST include the ETag value from the initial download response.

	Range
	Mandatory
	See [RFC2616]
	A request header defining the byte range of the missing part of the content file.


Table 3 Contents of the HTTP Partial GET request message

	Information Element
	Req
	Type
	Description

	Status-Line
	Mandatory
	See [RFC2616]
	209 Partial Content upon success, HTTP error code upon error

	ETag
	Mandatory
	See [RFC2616]
	A response header including an entity tag value uniquely identifying (in the scope of this DCD Server) the content file variant included in the message body

	Content-Range
	Mandatory
	See [RFC2616]
	An entity header specifying the byte range of the requested file, which is contained in the message body.

	Message-body
	Mandatory
	Content
	The requested byte range of the content file


Table 4 Contents of the response message to the HTTP Partial GET request

** End of Changes **
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the contribution is discussed and agreed, and the text modifications proposed in Section 3 are included in the DCD TS Semantics.
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