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1 Reason for Contribution

This input contribution addresses the issue of Client activation and deactivation upon the request from the DCD Server. Client activation may be issued by the DCD Server upon commencement of the DCD service or following the deactivation of the DCD Client by the DCD Server. DCD Server may deactivate the DCD Client upon discontinuing the DCD service to this device (or multiple devices) or upon suspension of service (as opposed to using suspension of all DCD Channels, the deactivation releases resources on the DCD Server)
The changes correspond to the model where device environment is “controlled” by the Service Provider such as Network Operator or Enterprise IT.
2 Summary of Contribution

This input contribution proposes updated text for TS sections 5.2 and 7.1.3.1
3 Detailed Proposal
CHANGE #1:
5.2 Client Activation
The DCD Client activation is the prerequisite to the operations of DCD service, such as application registration with the DCD Server, content delivery, administrative operations, etc. The activation results in establishing the session between the DCD Client and the DCD Server (5.4). Subscriber authentication may be required in order to proceed with the activation and establish the session (10.1 and 10.2).

The DCD Client activation process may be triggered by device provisioning, installation of the DCD Client, registration of the first DCD-Enabled Client Application (5.3), user’s interaction, etc. Alternatively, the DCD Client activation may be triggered by a DCD Server; the DCD Server may request DCD Client activation on a single device or on multiple devices (e.g. new service activation via broadcast).
A single DCD Client may communicate with one or more DCD Servers resulting in one or more activation processes, each of these is performed with a separate DCD Server. The DCD Server address may be preconfigured in the DCD Client, supplied by an application as a part of the Application Profile, or provided by other means (e.g. OMA DM).

Upon activation, the DCD Client and the DCD Server establish the session. The session provides the context for registering the new DCD-Enabled Client Applications, setting up the delivery context (5.6), performing content delivery, administrative actions, etc.

The details of client activation are defined in 7.1.3.1.

CHANGE 2:
7.1.3 DCD-3

7.1.3.1 Client Activation

The Client Activation activates the DCD service in the DCD Server for a specific DCD Client. During the activation, the subscriber authentication is performed separately according to the security level and authentication model described in section 10.1 and 10.2.

This section gives the details of the transaction messages.

Authentication is an optional step, the use of which depends upon policies of the DCD Server. Depending upon the authentication method required by the DCD Server, authentication may not involve the DCD Client directly. “Figure 6: Client Activation without Authentication by DCD Client” shows client activation when no authentication is required by the DCD Server (e.g. it may already have occurred, or not be required by the DCD Server), or the authentication method is transparent to the DCD Client.
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Figure 6: Client Activation without Authentication by DCD Client

“Figure 7: Client Activation with Authentication by DCD Client” shows client activation with authentication required by the DCD Server, and the DCD Client is involved. The first ClientActivationRequest message in the flow serves the purpose of version negotiation, the second request carries authentication information as indicated by ClientActivationResponse (if received code 401 “Unauthorised”).

[image: image2.wmf]Client

Server

C

l

i

e

n

t

A

c

t

i

v

a

t

i

o

n

R

e

q

u

e

s

t

C

l

i

e

n

t

A

c

t

i

v

a

t

i

o

n

R

e

s

p

o

n

s

e

 

(

4

0

1

 

U

n

a

u

t

h

o

r

i

z

e

d

)

C

l

i

e

n

t

A

c

t

i

v

a

t

i

o

n

R

e

s

p

o

n

s

e

 

(

2

0

0

 

S

e

s

s

i

o

n

-

I

D

 

a

n

d

 

S

e

s

s

i

o

n

-

T

T

L

)

C

l

i

e

n

t

A

c

t

i

v

a

t

i

o

n

R

e

q

u

e

s

t


Figure 7: Client Activation with Authentication by DCD Client
7.1.3.1.1 Message and Information Elements
	Message
	Requirement
	Direction

	ClientActivationRequest
	Mandatory
	Client ( Server

	ClientActivationResponse
	Mandatory
	Client ( Server


Table 8 Message directions for Client Activation

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	String
	Message Type identifier “ClientActivationRequest”

	Device-ID
	O
	String
	Device identifier, e.g. device make / model and version of the DCD Client.

	Version
	M
	String
	The highest version of protocol supported in the device. The format of the version of the DCD Enabler is defined as follows:


<X>’.’<Y>

Where X is a positive integer representing a major version number, and Y is a positive integer representing a minor version number.

The current version of DCD Enabler is “1.0”.

	Authentication-Mode
	M
	Enumerated
	The authentication mode supported in the device run-time. The enumerated values are { AUTH-None, AUTH-Basic, AUTH-Digest, AUTH-TLS }. The values are case-insensitive.

	Auth-Info
	C
	Structure
	Authentication-related information (e.g. device / user credentials, or shared secret) of the DCD Client as indicated necessary in a prior Activation Response.


Table 9 Information elements in ClientActivationRequest message
	Information Element
	Req
	Type
	Description

	Message-Type
	M
	String
	Message Type identifier “ClientActivationResponse”

	Session-ID
	C
	String
	Session identifier. It is present only if the transaction succeeds. The Session-ID is unique within the service provider domain.

	Session TTL
	O
	Integer
	The server required TTL in seconds for the session. ‘0’ means an infinite session.

	Auth-Info
	C
	Structure
	Authentication-related information corresponding to information that the DCD Client should provide for a subsequent request, e.g. challenge.


Table 10 Information elements in ClientActivationResponse message

7.1.3.1.2 Client Activation request by a DCD Server

The DCD Server may request Client Activation upon commencement of a DCD service or following the event of deactivation of the DCD Client by the DCD Server. In latter case, in order to renew the DCD service the DCD Server MUST issue activation request to the DCD Client (i.e. the activation request of the DCD Client follows the request for Client Activation from the DCD Server).
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Figure 8: Client Activation by request from the DCD Server
7.1.3.1.2.1 Message and Information Elements

	Message
	Requirement
	Direction

	RequestForClientActivation
	Mandatory
	Client ( Server

	ClientActivationRequest
	Mandatory
	Client ( Server

	ClientActivationResponse
	Mandatory
	Client ( Server


Table 11 Message directions for Client Activation by request from the DCD Server

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	String
	Message Type identifier “RequestForClientActivation”


Table 12 Information elements in RequestForClientActivation message

The messages ClientActivationRequest and ClientActivationResponse are as described in section 7.1.3.1.1 and represent authenticated or non-authenticated client activation process.
7.1.3.1.3 “Client Activation” Specific Error Conditions

· Further authorization needed to use the server. (401)

· Version not supported. (505)

· Authentication mode not supported (506)

· Service provider agreement missing (902)

7.1.3.2 Client Deactivation

Upon deregistration of the last DCD-Enabled Client Application, the DCD Client MAY deactivate with the DCD Server. That means the current session is no longer needed, since there are no DCD Enabled Client Applications being served. To deactivate, the DCD Client sends a ClientDeactivationRequest to the DCD Server. 
After this request:

· The indicated session is removed if the ‘OK’ response
· The DCD Server can respond with a failure to deactivate. After the ‘failure’ response, the DCD Client MAY retry the deactivation.
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Figure 8: Client Deactivation Request
7.1.3.2.1 Message and Information Elements
	Message
	Requirement
	Direction

	ClientDeactivationRequest
	Conditional Editor’s note : based on broadcast
	Client ( Server

	ClientDeactivationResponse
	Conditional
	Client ( Server


Table 11 Message directions for Client Deactivation

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ClientDeactivationRequest”

	Session-ID
	Mandatory
	String
	Session identifier of the current session established in the Client Activation). The Session-ID is unique within the service provider domain.

	Message ID
	Mandatory
	TBD
	Identifies this message. The Message-ID is unique within a current session.


Table 12 Information elements in ClientDeactivationRequest message
	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ClientDeactivationResponse”

	Session-ID
	Mandatory
	String
	Session identifier of the current session established in the Client Activation). The Session-ID is unique within the service provider domain.

	Message ID
	Mandatory
	TBD
	Identifies this message. The Message-ID is unique within a current session.

	Status
	Mandatory
	String
	“OK” if content update is successful, otherwise “Fail” 


Table 13 Information elements in ClientDeactivationResponse message

7.1.3.2.2 “Client Deactivation” Specific Error Conditions
· Client Deactivation failed (TBD)
7.1.3.3 Client Deactivation by the DCD Server

The DCD Server deactivates the DCD Client in order to disable or suspend the DCD Service on a particular device. Upon deactivation the session no longer exists. Deactivation by the DCD Server does not require confirmation by the DCD Client.
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Figure 9: Client Deactivation by the DCD Server

7.1.3.3.1 Message and Information Elements

	Message
	Requirement
	Direction

	ClientDeactivation
	Mandatory
	Client ( Server


Table 14 Message directions for Client Deactivation by the DCD Server

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ClientDeactivation”

	Session-ID
	Mandatory
	String
	Session identifier of the current session established in the Client Activation). The Session-ID is unique within the service provider domain.

	Message ID
	Mandatory
	TBD
	Identifies this message. The Message-ID is unique within a current session.

	Reason
	Optional
	String
	Free text describing the reason for deactivation


Table 15 Information elements in ClientDeactivation message

7.1.3.3.2 “Client Deactivation” Specific Error Conditions
· Client Deactivation failed (TBD)

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this contribution be discussed and agreed.
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