Doc# OMA-CD-DCD-2008-0069R01-CR_Section_13_Error_Handling_Update.doc[image: image4.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-CD-DCD-2008-0069R01-CR_Section_13_Error_Handling_Update.doc
Change Request



Change Request

	Title:
	Section 13 Error Handling Update
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	CD-DCD

	Doc to Change:
	OMA-TS-DCD_Semantics-V1_0-20080129-D
Baselined additionally on agreed CR OMA-CD-DCD-2008-0043R01-CR_Section_13_Error_Handling

	Submission Date:
	19 Jan 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Bryan Sullivan, AT&T, bryan.sullivan@att.com
JiHye Lee, LGE, wisejh@lge.com

	Replaces:
	OMA-CD-DCD-2008-0069-CR_Section_13_Error_Handling_Update


1 Reason for Change

The intent of this CR is to follow up with additional text for Section “13. Error Handling” as noted in various agreed contributions and TS editor comments.

From OMA-CD-DCD-2008-0043R01-CR_Section_13_Error_Handling:

· Need to review overall transaction handling to see where error notification needs to be included in the transaction-specific messages.

· Need to consider client-reported errors, e.g. in the handling of service messages and responses.

· Need to consider other transaction-specific error cases based upon review.

From the current TS (OMA-TS-DCD_Semantics-V1_0-20080129-D):
· DCD Clients SHALL reject any content unrelated to channels subscribed by registered DCD Enabled Client Applications on the device, and:

· SHALL send an applicable error message to the DCD Server, if uplink is available.

· DCD Clients SHALL reject any content unrelated to channels subscribed by registered DCD Enabled Client Applications on the device, and:

· SHALL send an applicable error message to the DCD Server, if uplink is available.

· If there is inadequate DCD-managed storage to store the received content for a channel, the DCD Client SHOULD send a ContextualInformationUpload message to the DCD Server, specifying the free-storage attribute, and an appropriate error message.
· 6.2.5.9 Content Confirmation

· Editor note: Need to include here the handling of delivery failure, notice to content provider etc.

Handling for content delivery failure upon suspension is included.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The proposed text should be discussed, comments noted in the minutes. If agreed, the text should be included in the Semantics TS.
6 Detailed Change Proposal

Change 1:  Update text in “13. Error Handling”
13. Error Handling

13.1 Error Conditions

The tables in the following sections summarize the interpretation and handling of error conditions based upon information at the transport and DCD layers. Normative requirements describing the expected DCD entity behaviour follow the tables.

The table columns represent:

· Error condition: the type of error that has been detected

· Detected by: the DCD entity detecting the error (DS = DCD Server, DC = DCD Client)

· Response: the proper response to the error. If more than one entity response is shown, the first is the response by the error-detecting entity, and the second is the response by the other entity when it receives notice of the error. Examples of responses:
· Fail: terminate handling of the message, and respond with the ErrorNotification message, indicating that message handling failed (severity-level “fail”) as a result of the error. 
· Warn: respond with the ErrorNotification message, indicating that message handling may have been impacted (severity-level “warn”) as a result of the error.  Optionally, log the condition that occurred during message handling.
· Retry: the action should be retried as indicated

· Discard: the errored message/element should be discarded
· Stop: abandon the request, and do not reattempt it automatically; if the request was initiated by another entity, provide a corresponding failure response to the entity.

· Description: scenario in which the error may be detected

DCD Servers and DCD Clients SHALL send the ErrorNotification message as the next message in the transaction that resulted in the error.




13.1.1 Generic Errors
This section addresses errors that may occur in a variety of situations.

	Error Condition
	Detected by
	Response
	Description

	Security level error
	DS
	DS: fail (“security level error”)

DC: retry with correct security level
	Message with incorrect security level (e.g. HTTP request instead of HTTPS)

	Malformed message
	DS, DC
	Discard message
	Message fails XML parser

	Invalid parameter
	DS, DC
	Fail (“invalid parameter”)
	Message with invalid parameter.

	Session ID error
	DS
	DS: fail (“invalid session ID”)

DC: reactivate session
	Message with invalid session ID

	Session ID error
	DC
	DC: discard message, reactivate session
	Message with invalid session ID

	Authentication error
	DS
	DS: fail (“authentication error”)

DC: retry activation with correct authentication
	Request with invalid authentication, e.g. during session activation, or an invalid authentication token received in any subsequent message.

	Temporary failure
	DS
	DS: fail (“temporary failure”)

DC: retry request after delay
	Any “temporary failure” condition local to the DS

	Request not allowed
	DS
	DS: fail (“not allowed”)

DC: fail request
	Generic error for denied requests, e.g. per channel/service policy (channel subscription, personalization, on-demand channel update, suspend, resume, etc)

	Unregistered application
	DC
	DC: fail (“unregistered application”)

DS: remove or update registration
	Reception of a point-to-point message related to an unregistered DCD-Enabled Client Application.


Table 1 Generic Errors

Upon reception of a message delivered with an insufficient transport security level (e.g. HTTP instead of HTTPS), the DCD Server SHALL provide a failure response with error-code “security level error”.

Upon a failure response with error-code “security level error”, the DCD Client SHALL retry the request with a higher transport security level.

Upon reception of a malformed message (e.g. one that fails basic message parsing), the DCD Server or DCD Client SHALL discard the message, and take no further action.

Upon reception of a message with an invalid parameter, the DCD Server or DCD Client SHALL provide a failure response with error-code “invalid parameter”.

Upon reception of a message with an invalid session ID, the DCD Server SHALL provide a failure response with error-code “invalid session ID”.

Upon a failure response with error code “invalid session ID”, the DCD Client SHALL establish a new session with the DCD Server.

Upon reception of a message with invalid session ID, the DCD Client SHALL discard the message, and establish a new session with the DCD Server.
Upon reception of a message that cannot be authenticated, the DCD Server SHALL provide a failure response with error-code “authentication error”.

Upon a failure response with error-code “authentication error”, the DCD Client SHALL retry the request with correct authentication. If necessary to provide correct authentication, the DCD Client SHALL establish a new session with the DCD Server.
If a temporary failure occurs during handling of a message, the DCD Server SHALL provide a failure response with error-code “temporary failure”.

Upon a failure response with error-code “temporary failure”, the DCD Client SHALL retry the request after a delay.

If a request is not allowed for generic reasons or specific reasons not addressed by other requirements, the DCD Server SHALL provide a failure response with error-code “not allowed”.

Upon a failure response with error-code “not allowed”, the DCD Client SHALL stop the request, and not automatically retry it. If the request was initiated by a DCD-Enabled Client Application, the DCD Client SHALL provide a corresponding failure response.
If the DCD Client receives a point-to-point message related to an unregistered DCD-Enabled Client Application, it SHALL send a failure response with error-code “uregistered application”.
Upon a failure response with error-code “uregistered application”, the DCD Server SHOULD not stop the transaction, and not automatically retry it, until the registration inconsistency is resolved (e.g. the user switches back to another device for which the registration is valid).

13.1.2 Transport Errors
This section addresses errors related to events at the transport layer of DCD interfaces.

	Error Condition
	Detected by
	Response
	Description

	HTTP error
	DS, DC
	Response per HTTP [RFC2616)]
	HTTP errors (e.g. HTTP 4xx, 5xx status codes)

	Response timeout
	DS, DC
	Retry request after delay
	No response received to a transaction for which a response is expected.

	Content Provider timeout
	DS
	DS: fail (“content provider error” “server timeout”)

DC: retry request after delay
	Timeout on Content Provider response.

	Content Provider Server error
	DS
	DS: fail (“content provider error”, “server error”, error code)

DC: fail request
	Generic response for errors detected by Content Provider (e.g. HTTP 4xx, 5xx status codes)


Table 2 Transport Errors
If an HTTP error occurs (e.g. HTTP 4xx, 5xx status code related conditions) in the handling of a DCD Client message, the DCD Server SHALL provide a response as defined in [RFC 2616].

Upon a response with an HTTP error status code (e.g. HTTP 4xx, 5xx status codes), the DCD Client SHALL respond as defined in [RFC 2616].
Upon response timeout, the DCD Server or DCD Client SHALL retry the request after a delay.

If while serving a DCD Client request, the DCD Server times out on a Content Provider response, the DCD Server SHALL provide a failure response to the DCD Client with error-code “content provider error” and content-provider-error “server timeout”.

Upon a failure response with error-code “content provider error” and content-provider-error “server timeout”, the DCD Client SHALL retry the request after a delay.

If while serving a DCD Client request, the DCD Server receives an HTTP error response (e.g. HTTP 4xx, 5xx status code) from the Content Provider, the DCD Server SHALL provide a failure response to the DCD Client with error-code “content provider error” and content-provider-error set to the received HTTP status code.

Upon a failure response with error-code “content provider error” and content-provider-error set to an HTTP 4xx, 5xx status code, the DCD Client SHALL stop the request, and not automatically retry it.

13.1.3 Activation Errors
This section addresses errors occurring during session activation.

	Error Condition
	Detected by
	Response
	Description

	Unsupported protocol version
	DS
	DS: fail (“unsupported version”)
DC: retry with correct protocol version
	Session activation request with unsupported DCD protocol version

	Authentication required
	DS
	DS: fail (“authentication required”)

DC: retry with authentication
	Session activation request with no authentication


Table 3 Activation Errors

If a ClientActivationRequest is received with an unsupported DCD protocol version, the DCD Server SHALL provide a failure response with error-code “unsupported version”.

Upon a failure response with error-code “unsupported version”, the DCD Client SHOULD retry the request with a DCD version supported by the DCD Server.

If a ClientActivationRequest is received without necessary authentication or an incorrect authentication method, the DCD Server SHALL provide a failure response with error-code “authentication required”.
Upon a failure response with error-code “authentication required”, the DCD Client SHOULD retry the ClientActivationRequest with the correct authentication method.

13.1.4 Registration Errors
This section addresses errors occurring during application registration.

	Error Condition
	Detected by
	Response
	Description

	Unsupported application
	DS
	DS: fail (“unsupported application”)

DC: fail DECA registration
	Registration request for unsupported DECA


Table 4 Application Registration Errors
If an ApplicationRegistrationRequest is received for an unsupported DCD-Enabled Client Application, the DCD Server SHALL provide a failure response with error-code “unsupported application”.

Upon a failure response with error-code “unsupported application”, the DCD Client SHALL fail the DCD-Enabled Client Application’s registration request, and not automatically retry it. If the registration request was initiated directly by the DCD-Enabled Client Application, the DCD Client SHALL provide a corresponding failure response.
13.1.5 Delivery Errors
This section addresses errors occurring during content delivery.

	Error Condition
	Detected by
	Response
	Description

	Invalid channel
	DS
	DS: fail (“invalid channel”)

DC: remove channel metadata, notify applicable DECA’s
	Request for invalid channel, e.g. expired or unknown

	Channel not subscribed
	DS
	DS: fail (“channel not subscribed”)

DC: remove channel metadata, notify applicable DECA’s
	Request for non-subscribed channel update, or content item related to non-subscribed channel

	
	DC
	DC: fail (“channel not subscribed”)

DS: remove or update subscription
	Reception of content for a non-subscribed channel 

	Content unavailable
	DS
	DS: fail (“content unavailable”)

DC: if on-demand request, notify DECA (“content unavailable”)
	Request for unavailable content, e.g. expired from DS storage

	Delivery interrupted
	DC
	DC: fail (“delivery interrupted”)

DS: when possible, retry or wait for DC retry
	Content delivery was interrupted for various reasons, e.g. suspension or transport error.

	Malformed Content Package
	DS
	DS: warn (“unsupported metadata”)
	Reception of unrecognized content metadata from Content Provider. 

	
	DC
	DC: warn (“unsupported metadata”)
	Reception of unrecognized content metadata from DECA.


Table 5 Content Delivery Errors
If a request is received with an invalid channel ID, the DCD Server SHALL provide a failure response with error-code “invalid channel”.

Upon a failure response with error-code “invalid channel”, the DCD Client SHALL remove information related to the channel from its storage, and notify applicable DCD-Enabled Client Applications that the channel is no longer valid.


If a request is received with a valid, but unsubscribed channel ID, the DCD Server SHALL provide a failure response with error-code “unsubscribed channel”.

Upon a failure response with error-code “unsubscribed channel”, the DCD Client SHALL remove information related to the channel from its storage, and notify applicable DCD-Enabled Client Applications that the channel is no longer valid.

If the DCD Client receives content for an unsubscribed channel in a point-to-point transaction, it SHALL provide a failure response with error-code “unsubscribed channel”.

Upon a failure response with error-code “unsubscribed channel”, the DCD Server SHOULD resolve the channel subscription inconsistency, e.g. by removing the channel subscription, or updating the DCD Client with the correct subscription information.
If a request is received for an unavailable content item, the DCD Server SHALL provide a failure response with error-code “content unavailable”.

Upon a failure response with error-code “content unavailable”, the DCD Client SHALL fail the content item retrieval and not automatically retry it. If the request was initiated by a DCD-Enabled Client Application, the DCD Client SHALL provide a corresponding failure response.
If content delivery is interrupted, e.g. upon channel suspension, the DCD Client SHALL provide a failure notification with error-code “delivery interrupted”.

Upon a failure notification with error-code “delivery interrupted”, the DCD Server SHOULD retry the content delivery when allowed, e.g. when channel resumption occurs.
Upon reception of a Content Provider message with unrecognized content metadata, the DCD Server SHALL provide a warning response with error-code “unsupported metadata” and errored-parameter set to the name of the unrecognized content metadata item.
Upon reception of a DCD Enabled Client Application message with unrecognized content metadata, the DCD Client SHALL provide a warning response with error-code “unsupported metadata” and errored-parameter set to the name of the unrecognized content metadata item.
13.2 Error Messages

13.2.1 Error Notification in DCD-1 and DCD-3

The Error Notification transaction (see Figure 1: Error Notification Transaction) is used by the DCD Server or DCD Client to notify the other DCD entity about an error condition that has occurred.
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Figure 1: Error Notification Transaction
13.2.1.1 Message and Information Elements

	Message
	Implementation
	Direction

	ErrorNotification
	Mandatory
	DCD Client ( DCD Server or
DCD Client ( DCD Server


Table 6 Message directions for ErrorNotification message
	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ErrorNotification”

	Session-ID
	Mandatory
	String
	Session identifier. The Session-ID is unique within the service provider domain.

	Message ID
	Mandatory
	TBD
	Identifies this message. The Message-ID is unique within a current session. 

	Error-Severity
	Mandatory
	String
	The impact of the error condition on the handling of the indicated message, with possible values “fail”, “warn”.

	Error-Code
	Mandatory
	Integer
	Numeric code for the error that has occurred.

	Error-Description
	Conditional
	String
	Text name of the error. For forwarded error notifications from the Content Provider or DCD-Enabled Client Application, SHALL be the Error-Description as provided, if any.

	Errored-Parameter
	Conditional
	String
	Text name of the message element or attribute that was found to be in error. SHALL be present for error code “invalid parameter”.

	Content-Provider-Error
	Conditional
	String
	Error code received from the Content Provider. SHALL be present for error code “server error” or “content provider error”.

	Application-Error
	Conditional
	String
	Error code received from the DCD-Enabled Client Application. SHALL be present for error code “application error”.


Table 7 Information elements in ErrorNotification message

13.2.2 Error Notification in DCD-CPR and DCD-CPDE

The Error Notification transaction (see Figure 1: Error Notification Transaction) is used by the DCD Server or Content Provider to notify the other entity about an error condition that has occurred.
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Figure 2: Error Notification Transaction
13.2.2.1 Message and Information Elements

	Message
	Implementation
	Direction

	ErrorNotification
	Mandatory
	Content Provider (DCD Server or
Content Provider ( DCD Server


Table 8 Message directions for ErrorNotification message
	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ErrorNotification”

	Error-Code
	Mandatory
	Integer
	Numeric code for the error that has occurred.

	Error-Description
	Optional
	String
	Text name of the error. May contain information about the message that was being handled when the error occurred.

	Errored-Parameter
	Conditional
	String
	Text name of the message element or attribute that was found to be in error. SHALL be present for error code “invalid parameter” or “unsupported metadata”.

	Application-Error
	Conditional
	String
	Error status code and description received from the DCD-Enabled Client Application. SHALL be present for error code “application error”.


Table 9 Information elements in ErrorNotification message

13.2.3 Error Notification in DCD-CAR and DCD-CADE

The Error Notification transaction (see Figure 1: Error Notification Transaction) is used by the DCD Client to notify the DCD Enabled Client Application about an error condition that occurred during handling of a DCD Client request.
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Figure 3: Error Notification Transaction
13.2.3.1 Message and Information Elements

	Message
	Implementation
	Direction

	ErrorNotification
	Mandatory
	DCD-Enabled Client Application ( DCD Client or

DCD Enabled Client Application ( DCD Client 


Table 10 Message directions for ErrorNotification message
	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ErrorNotification”

	Error-Code
	Mandatory
	Integer
	Numeric code for the error that has occurred.

	Error-Description
	Optional
	String
	Text name of the error. 

	Errored-Parameter
	Conditional
	String
	Text name of the message element or attribute that was found to be in error. SHALL be present for error code “invalid parameter” or “unsupported metadata”.

	Content-Provider-Error
	Conditional
	String
	Error code received from the Content Provider. SHALL be present for error code “server error” or “content-provider-error”.


Table 11 Information elements in ErrorNotification message

13.3 Error Codes

This section provides the numeric values and text names for the error codes

.

	Error Code
	Error Description

	001
	security level error

	002
	invalid parameter

	003
	invalid session id

	004
	authentication error

	005
	temporary failure

	006
	not allowed

	007
	server timeout

	008
	server error

	009
	application error

	010
	content provider error

	011
	unsupported version

	012
	authentication required

	013
	unsupported application

	014
	invalid channel

	015
	channel not subscribed

	016
	content unavailable

	017
	unsupported metadata
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