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1 Reason for Change

The intent of this CR is to fix the bug in Error Handling. 
When the content is interrupted, the DCD Server can retry, but there is no bytes information about how many bytes are received in terminal. When the DCD Server tries to send the interrupted content like below, it must know the exact position. 

‘Upon a failure notification with error-code “delivery interrupted”, the DCD Server SHOULD retry the content delivery when allowed, e.g. when channel resumption occurs.’
The error notification has the ‘Errored-parameter’, which can be used for that purpose.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The proposed text should be discussed, comments noted in the minutes. If agreed, the text should be included in the Semantics TS.
6 Detailed Change Proposal

Change 1:  Add additional information to Section 13.1.5 “Delivery Errors”
13.1.5     Delivery Errors

This section addresses errors occurring during content delivery.
	Error Condition
	Detected by
	Response
	Description

	Invalid channel
	DS
	DS: fail (“invalid channel”)

DC: remove channel metadata, notify applicable DECA’s
	Request for invalid channel, e.g. expired or unknown

	Channel not subscribed
	DS
	DS: fail (“channel not subscribed”)

DC: remove channel metadata, notify applicable DECA’s
	Request for non-subscribed channel update, or content item related to non-subscribed channel

	
	DC
	DC: fail (“channel not subscribed”)

DS: remove or update subscription
	Reception of content for a non-subscribed channel 

	Content unavailable
	DS
	DS: fail (“content unavailable”)

DC: if on-demand request, notify DECA
	Request for unavailable content, e.g. expired from DS storage

	Delivery interrupted
	DC
	DC: fail (“delivery interrupted”)

DS: when possible, retry or wait for DC retry
	Content delivery was interrupted for various reasons, e.g. suspension or transport error.

	Malformed Content Package
	DS
	DS: log warning (“unsupported metadata”)
	Reception of unrecognized content metadata from Content Provider. 

	
	DC
	DC: log warning (“unsupported metadata”)
	Reception of unrecognized content metadata from DECA.


Table 161 Content Delivery Errors
If a request is received with an invalid channel ID, the DCD Server SHALL provide a failure response with error-code “invalid channel”.

Upon a failure response with error-code “invalid channel”, the DCD Client SHALL remove information related to the channel from its storage, and notify applicable DCD-Enabled Client Applications that the channel is no longer valid.

If a request is received with a valid, but unsubscribed channel ID, the DCD Server SHALL provide a failure response with error-code “unsubscribed channel”.

Upon a failure response with error-code “unsubscribed channel”, the DCD Client SHALL remove information related to the channel from its storage, and notify applicable DCD-Enabled Client Applications that the channel is no longer valid.

If the DCD Client receives content for an unsubscribed channel in a point-to-point transaction, it SHALL provide a failure response with error-code “unsubscribed channel”.

Upon a failure response with error-code “unsubscribed channel”, the DCD Server SHOULD resolve the channel subscription inconsistency, e.g. by removing the channel subscription, or updating the DCD Client with the correct subscription information.

If a request is received for an unavailable content item, the DCD Server SHALL provide a failure response with error-code “content unavailable”.

Upon a failure response with error-code “content unavailable”, the DCD Client SHALL fail the content item retrieval and not automatically retry it. If the request was initiated by a DCD-Enabled Client Application, the DCD Client SHALL provide a corresponding failure response.

If content delivery is interrupted, e.g. upon channel suspension, the DCD Client SHALL provide a failure notification with error-code “delivery interrupted” and errored-paramter as bytes received.

Upon a failure notification with error-code “delivery interrupted”, the DCD Server SHOULD retry the content delivery when allowed, e.g. when channel resumption occurs.

Upon reception of a Content Provider message with unrecognized content metadata, the DCD Server SHOULD log a “unsupported metadata” warning event.

Upon reception of a DCD Enabled Client Application message with unrecognized content metadata, the DCD Client SHOULD log a “unsupported metadata” warning event.

Change 2:  Add additional description to Section 13.2.1 “Delivery Errors”

13.2.1 Error Notification in DCD-1 and DCD-3
	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ErrorNotification”

	Session-ID
	Mandatory
	String
	Session identifier. The Session-ID is unique within the service provider domain.

	Message-ID
	Mandatory
	String
	Identifies this message. The Message-ID is unique within a current session. Message identifier consists of the transaction identifier suffixed by two numeric characters for message index within the transaction. Transaction identifier offset is unique within the current session and identical for all messages within the transaction.

	Error-Severity
	Mandatory
	String
	The impact of the error condition on the handling of the indicated message, with possible values “fail”, “warn”.

	Error-Code
	Mandatory
	Integer
	Numeric code for the error that has occurred.

	Error-Description
	Conditional
	String
	Text name of the error. For forwarded error notifications from the Content Provider or DCD-Enabled Client Application, SHALL be the Error-Description as provided, if any.

	Errored-Parameter
	Conditional
	String
	Text name of the message element or attribute that was found to be in error. SHALL be present for error code “invalid parameter”, “delivery interrupted”.

	Content-Provider-Error
	Conditional
	String
	Error code received from the Content Provider. SHALL be present for error code “server error” or “content provider error”.

	Application-Error
	Conditional
	String
	Error code received from the DCD-Enabled Client Application. SHALL be present for error code “application error”.


Table 163 Information elements in ErrorNotification message
Change 3:  Add error code to Section 13.1.5 “delivery interrupted”

13.3 Error Codes

This section provides the numeric values and text names for the error codes.

	Error Code
	Error Description

	001
	security level error

	002
	invalid parameter

	003
	invalid session id

	004
	authentication error

	005
	temporary failure

	006
	not allowed

	007
	server timeout

	008
	server error

	009
	application error

	010
	content-provider-error

	011
	unsupported version

	012
	authentication required

	013
	unsupported application

	014
	invalid channel

	015
	channel not subscribed

	016
	content unavailable

	017
	delivery interrupted
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