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1 Reason for Change

Following up on the discussion in Beijing on OMA-CD-DCD-2008-0094-INP_The_scope_of_channel_suspension_and_session_validity, this CR proposes some message parameters and a limited set of related normative requirements intended to address the ability of DCD Clients and DCD Servers to retain/recover sync re session and application/channel configuration status under various scenarios.
Various DCD RD requirements define the need for awareness of such events as subscriber/device change, expectations on the privacy of existing DCD Client data in those cases, and the overall reliability/usability of DCD e.g. through automatic configuration on DCD Client startup. Given that DCD defines stateful client/server relationships at DCD session, application registration, and subscription levels, the ability of the DCD Clients and DCD Servers to retain/recover sync needs to be considered, in order to meet those RD requirements. Following the close of the DCD session in Beijing, an adhoc group discussed a variety of scenarios with the intent of deriving the simplest set of functions/parameters that would address the sync issues. 
Without going into a lot of explanation/detail on the various scenarios (time consuming), they boil down to these needs:
· Ability of the DCD Client to retain knowledge of session/registration/channel state over device resets
· Ability of the DCD Server to retain knowledge of about the last session for a subscriber (e.g. device used)
· Ability of the DCD Client to know that there has been a change of subscriber or SIM
· Ability of the DCD Server to know that a subscriber is using a different device than last used

· Ability of the DCD Server to know what the current DECA configuration is on the device in use

· Ability of the DCD Client to know the applicable DECA/channel configuration for the current subscriber in the current device
· Ability of the DCD Server to retain, in an “inactive” state, registrations/subscriptions that are not usable by the current subscriber in the current device

These represent a set of capabilities and information that will enable DCD Clients and DCD Servers to retain/recover sync, if needed using the already-existing methods/transactions for suspend/resume, subscribe/unsubscribe, and channel discovery. How the DCD Server uses those methods/transactions is an implementation/deployment-specific question. All CD needs to do is provide a set of discrete functions that, when used as needed, allow the DCD Server and DCD Client to establish a DECA/channel configuration state that is appropriate for the subscriber in their current device.
The new message fields supporting these capabilities are:

· In Client Activation Request 

· A “Device-Id” field, via which the DS can detect that a new device is being used

· A “Subscriber-Changed” flag, via which the DC can disclose that it has detected a change of subscriber, indicating a probable need for configuration sync
· A “Registered-Applications” list, via which the DS can detect the current DECA configuration in the device being used

· In Client Activation Response 

· A DECA/channel metadata “refresh-package” structure, via which the DS can tell the DC which channels are applicable for which DECA’s, for this subscriber in the current device.
Note that providing the “Registered-Applications” in each Client Activation Request does slightly increase the overhead for session activation, but enables the DS to provide a filtered refresh-package when needed (for only the channels/DECAs applicable for the current device). This will avoid further message changes and extensions to the session activation process e.g. the need for the DC to query the DECA configuration (e.g. through Contextual Information Upload) and follow it with a new message delivering the refresh-package.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The proposed text should be discussed, comments noted in the minutes. If agreed, the text should be included in the Semantics TS.
6 Detailed Change Proposal

Change 1:  Clarify role of Device-ID, Subscriber-Changed, and Registered-Applications in Session Management

5.4 Session Management
A session is a framework within which the DCD Client and the DCD Server communicate over the DCD interfaces for the purposes of providing a DCD service, such as the negotiation of DCD version and device capabilities, establishment of content delivery, and suspension / resumption of the DCD Channels. The term “session” in this context is not a transport-layer session, but rather an application session. It is therefore transport-independent. If the transport connection is broken or the device is power-cycled, the client can reconnect the transport connection and, if successful, it will be able to continue the previously established session. 

A session is established upon client activation (see Section 7.1.3.1). While establishing a session, the DCD Client and DCD Server authenticate themselves via the DCD-3 interface (see Section 10.1), and comply with the connection security requirements for DCD-3 operations per the policy of the Service Provider (see Section 10.1.2).

The DCD Client may initiate a session with the highest version of the protocol and the security level that it supports. The DCD Client may also re-establish a new session at any time during an active session. The DCD server will deny the session establishment if it does not support the requested DCD protocol version. If the DCD Client is denied session establishment the DCD Server SHALL respond providing the protocol version supported by the DCD Server and the DCD Client may retry session establishment. The protocol versions supported by the DCD Server and the DCD Client can be queried at any time - regardless if a session is active or not. Refer to 7.1.3 and 10.1 for further information of this mechanism. A session SHALL be instantiated per DCD Client.

Associated with each session is an auto expiry timer value called Session Time to Live (TTL) which is set by the DCD Server. The session becomes invalid when the Session TTL expires, or either the DCD Client or the DCD Server decides to end the session via client deactivation procedure (see Section 7.1.3.2).

A session is identified by a Session-ID, which is assigned upon session establishment. The Session-ID is unique within a DCD Server Domain. The Session-ID is associated with multiple Application-IDs, each of which refers to an Application Profile for a specific DCD Enabled Client Application and its capabilities expressed as metadata.

During a session, both the DCD Client and the DCD Server preserve the metadata describing the negotiated version and capabilities. The device is able to update the negotiated version and capabilities dynamically i.e. by re-activation if its capabilities have changed. The Session-ID however may not be dynamically altered during the lifetime of the session.

To enable the DCD Server to know when potentially significant changes may have occurred in the context of the DCD service for the subscriber (e.g. a change of the device in use, or reset of the DCD Client data), the DCD Client provides three key items during session activation: the identity of the device in use (e.g. IMEI), the list of registered applications, and a flag indicating that the DCD Client has locally detected a subscriber change. In response, the DCD Server can deliver a set of data that updates, as needed, the DCD Client’s configuration for the registered applications and the related channels for the subscriber. Any channels that are not applicable for the current subscriber in the current device will be placed into the “inactive” state.
Change 2:  Changes to DCD Client functions in Client Activation
6.1.1 Client Activation

Upon the first DCD-Enabled Client Application to register with a particular DCD Server, a DCD Client SHALL activate the service with the DCD Server as defined by the applicable DCD-3 connection profile. In order to activate the service, the DCD Client SHALL send ClientActivationRequest message with Version, Authentication-Mode, and other parameters, as described in section 7.1.3.1.1.

If the DCD Server does not require authentication and no errors occurred, the DCD Client receives a ClientActivationResponse indicating successful activation.

If the DCD Server requires authentication, the DCD Client receives a ClientActivationResponse message indicating that authentication is required. In this case, the DCD Client SHALL send a ClientActivationRequest message including the Auth-Info parameter in accordance with the Auth-Info parameter from the ClientActivationResponse message. If the DCD Client is successfully authenticated by the DCD Server and no errors occurred, the DCD Client receives a subsequent ClientActivationResponse indicating successful activation.

If the DCD Server responded with an indication that authentication was rejected, the DCD Client SHALL NOT automatically resend the ClientActivationRequest message.

If the DCD Server responded with an indication of a temporary failure condition showing that DCD Server is unavailable, the DCD Client SHALL re-attempt to activate the service at a later time.

In the event of successful activation, the ClientActivationResponse message contains Session-ID parameter issued by the DCD Server. The DCD Client SHALL include this Session-ID parameter in all messages sent to the DCD Server during the lifetime of the session.
DCD Clients SHALL retain the subscriber credentials used for authentication in the current session, or the ICCID of the current SIM if the DCD Server did not require the DCD Client to provide authentication, over DCD Client stop/restart or host device power-cycle sequences. In the next session, if the DCD Client detects that a subscriber or SIM change has occurred relative to the last session, and the DCD Client is configured for data protection/erasure upon subscriber change, the DCD Client SHALL protect or erase its current managed DCD data so that they are unusable for the current subscriber, including:
· knowledge of registered applications and channels to which they are subscribed

· channel metadata for subscribed channels
· DCD content stored in DCD-managed storage
The method and options for providing subscriber control over data protection are implementation-specific.

If data protection does not apply, the DCD Client SHALL handle subscribed channels per their state in the last session, e.g. active, inactive, suspended. 
If the DCD Client detects that a subscriber or SIM change has occurred relative to the last session, the DCD Client SHALL include the Subscriber-Changed flag in ClientActivationRequest.

If the DCD Client receives the Refresh-Package structure in ClientActivationResponse, it SHALL align its channel metadata configuration with the refresh-package, adding to or replacing the channel metadata as necessary.
If it receives a RequestForClientActivation message from the DCD Server, the DCD Client SHALL initiate service activation with a ClientActivationRequest message, as described in section 7.1.3.1.2.

The DCD Client MAY deactivate the DCD service at any time. To deactivate the service, the DCD Client SHALL send a ClientDeactivationRequest to the DCD Server, as described in section 7.1.3.2. The DCD Client SHALL re-attempt to deactivate the service at the later time if the ClientDeactivationResponse message from the DCD Server contains “Failure” as a value of the Status parameter.

If it receives a ClientDeactivationNotification message from the DCD Server, the DCD Client SHALL NOT attempt to reactivate the service with that DCD Server until it receives a RequestForClientActivation message from the DCD Server.

Upon deactivation of the DCD Service triggered by deregistration of the last DCD Enabled Client Application, the DCD Client SHOULD remove any remaining registration information for registered DCD Enabled Client Applications.

Change 3:  Changes to DCD Server functions in Client Activation

6.2.1 Client Activation

In order to facilitate delivery of the DCD Content to a mobile device, the DCD Server SHALL activate the service for the DCD Client on this device.

Upon receiving the ClientActivationRequest message from the DCD Client, the DCD Server SHALL respond to the DCD Client with the ClientActivationResponse message. If no authentication is required, and the activation request is valid, the DCD Server SHALL send to the DCD Client the ClientActivationResponse message indicating successful activation, providing the Session-ID parameter and other parameters, as described in section 7.1.3.1.1.

If service establishment requires authentication, the DCD Server SHALL send to the DCD Client the ClientActivationResponse message indicating that authentication is required, providing the Auth-Info parameter in accordance to the authentication mode supported by the device, as specified in the Authentication-Mode parameter of the ClientActivationRequest message.

Upon receiving from the DCD Client the ClientActivationRequest message with the Auth-Info parameter, the DCD Server SHALL validate the Auth-Info, and if the DCD Client authenticated successfully, the DCD Server SHALL respond to the DCD Client sending the ClientActivationResponse message indicating successful activation, and providing the Session-ID parameter and other parameters, as described in section 7.1.3.1.1.
DCD Servers SHALL retain the Device-ID from the ClientActivationRequest message after the end of the session. 
The DCD Server SHALL take synchronization actions to ensure the DCD Client configuration state is appropriate for the subscriber in their current device, upon the following conditions:
· upon reception of the Subscriber-Changed flag in ClientActivationRequest
· upon detection that the Device-ID in ClientActivationRequest does not match the Device-ID for the previous session of this subscriber

· upon detection of a discrepancy between the Registered-Applications list in the ClientActivationRequest, and the DCD Server’s knowledge of current registered applications, e.g. presence of an unregistered Application-ID

· upon other DCD Service Provider specific policy, e.g. time since the last session, or other periodic basis
The synchronization actions taken by the DCD Server SHALL include delivery of the Refresh-Package structure in ClientActivationResponse, including the channel metadata configuration applicable for the subscriber in the current device. The DCD Server SHOULD optimize the Refresh-Package structure by including only the channel metadata configuration necessary to synchronize the DCD Client.
The DCD Server MAY take additional synchronization actions including:
· Sending the ContextualInformationUploadRequest message to obtain further information about the current device
· Using the Suspend/Resume, Subscribe/Unsubscribe, and Channel Discovery transactions as necessary to ensure further alignment of the DCD Client configuration
For subscriptions that are not compatible with the current device, e.g. due to current device capabilities or lack of related DCD Enabled Client Applications, the DCD Server SHALL place the related channels in the “Inactive” state. The DCD Server MAY invoke Device Management or other actions to install missing DCD Enabled Client Applications. When the subscriber again uses a device that is compatible or the necessary DCD Enabled Client Applications are installed and registered, the DCD Server SHALL detect the compatibility and reactivate the related channels.
The DCD Server MAY trigger DCD Client activation by sending the RequestForClientActivation message, as described in section 7.1.3.1.2.

The DCD Server MAY deactivate the DCD Client at any time. In order to deactivate the DCD Client, the DCD Server SHALL send the ClientDeactivationNotification message to the DCD Client, as described in section 7.1.3.2.2.  

The DCD Server SHALL allow the DCD Client to deactivate the service. Upon receiving from the DCD Client the ClientDeactivationRequest message (see section 7.1.3.2), the DCD Server SHALL respond to the DCD Client with the ClientDeactivationResponse message. If the service can be deactivated immediately the DCD Server SHALL return “Success” in the Status parameter of the ClientDeactivationResponse message. Otherwise, the DCD Server SHALL return “Failure” in the Status parameter of the ClientDeactivationResponse message.

If the DCD Service was deactivated by the DCD Client, the DCD Server SHALL NOT attempt to reactivate the service with the RequestForClientActivation message. 

Upon deactivation of the DCD Service, the DCD Server SHALL invalidate the session and remove all registration and subscription information for the DCD Enabled Client Applications associated with the deactivated DCD Client.
Change 4:  Add fields in DCD-3 ClientActivationRequest
7.1.3.1.1 Message and Information Elements
	Message
	Implementation
	Direction

	ClientActivationRequest
	Mandatory
	Client ( Server

	ClientActivationResponse
	Mandatory
	Client ( Server


Table 12 Message directions for Client Activation

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ClientActivationRequest”

	Device-ID
	Mandatory
	String
	Unique identity of the host device, e.g. IMEI or fixed MAC address

	Client-ID
	Mandatory
	String
	Client identifier, e.g. device make / model and version of the DCD Client.

	Version
	Mandatory
	String
	The highest version of protocol supported in the device. The format of the version of the DCD Enabler is defined as follows:

<major version>.<minor version>

The current version of the DCD Enabler is “1.0”.

	Authentication-Mode
	Mandatory
	Enumerated
	The authentication mode supported in the device run-time. The enumerated values are { AUTH-None, AUTH-Basic, AUTH-Digest, AUTH-TLS }. The values are case-insensitive.

	Auth-Info
	Conditional
	String
	Authentication-related information (e.g. device / user credentials, or shared secret) of the DCD Client as indicated necessary in a prior Activation Response.

	Registered-Applications
	Mandatory
	List of Strings
	Comma-separated list of Application-IDs for registered DCD Enabled Client Applications.

	Subscriber-Changed
	Conditional
	Boolean
	Indicator that the DCD Client has locally detected a change of subscriber.

Values: { True | False }


Table 13 Information elements in ClientActivationRequest message

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ClientActivationResponse”

	Session-ID
	Conditional
	String
	Session identifier. It is present only if the transaction succeeds. The Session-ID is unique within the service provider domain.

	Session-TTL
	Optional
	Integer
	The server required TTL in seconds for the session. ‘0’ means an infinite session.

	Auth-Info
	Conditional
	Structure
	Authentication-related information corresponding to information that the DCD Client should provide for a subsequent request, e.g. challenge.

	Refresh-Package
	Conditional
	List of Structures
	Set of channel metadata and related Application-IDs provided as necessary to sync the DCD Client with the DCD Server.


Table 14 Information elements in ClientActivationResponse message

	Information Element
	Req
	Type
	Description

	Application-ID
	Mandatory
	List of Strings
	Comma-separated list of Application-IDs that are subscribed to this channel.

	Channel-Metadata
	Mandatory
	Structure
	Channel Metadata attributes for a subscribed channel, that should be added to the DCD Client configuration, or replace the current metadata for the channel.


Table 14 Information elements in Refresh-Package structure
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