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1 Reason for Change

Updates of the overall security by adding the normative text on when and how to secure the connection 
The Updates do also cover security over non IP connection such as WAP Push over SMS

2 Impact on Backward Compatibility

<statement describing the scope and nature of impacts of the change on the compatibility with previous versions of the document>

3 Impact on Other Specifications

<statement describing impacts on other specifications, this may relate to dependencies (either way), or on related requirements or technology material covered in other documents

if changes are required in other documents describe the plan to handle these (e.g. companion CRs being submitted for those docs, liaisons with owning groups are proposed, etc.)>

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To be agreed 
6 Detailed Change Proposal

Updates of Activate
6.5 DCD Client Operations

6.5.1 Client Activation

Upon the first DCD-Enabled Client Application to register with a particular DCD Server, a DCD Client SHALL activate the service with the DCD Server as defined by the applicable DCD-3 connection profile. In order to activate the service, The DCD Client SHOULD 
· If GBA authentication is agreed, generate two keys  or alternative if SMS is used, generate two keys one for TLS connection and one for SMS connection according to [33.220] and [33.222] one for TLS connection and one for SMS connection. Where either HTTP-Digest or PSK-TLS authentication can be used according to [33.222].
Alternative, if GBA is not used, the DCD Client should generate one key for SMS protection according to [33.224] 
The DCD Client SHALL send ClientActivationRequest message with Version, Authentication-Mode, and other parameters, as described in section 7.1.3.1.1.

If the DCD Server does not require authentication and no errors occurred, the DCD Client receives a ClientActivationResponse indicating successful activation.

If the DCD Server requires authentication, the DCD Client receives a ClientActivationResponse message indicating that authentication is required. In this case, the DCD Client SHALL send a ClientActivationRequest message including the Auth-Info parameter in accordance with the Auth-Info parameter from the ClientActivationResponse message. 
If the DCD Client is successfully authenticated by the DCD Server and no errors occurred, the DCD Client receives a subsequent ClientActivationResponse indicating successful activation.

If the DCD Server responded with an indication that authentication was rejected, the DCD Client SHALL NOT automatically resend the ClientActivationRequest message.

If the DCD Server responded with an indication of a temporary failure condition showing that DCD Server is unavailable, the DCD Client SHALL re-attempt to activate the service at a later time.
In the event of successful activation, the ClientActivationResponse message contains Session-ID parameter issued by the DCD Server. The DCD Client SHALL include this Session-ID parameter in all messages sent to the DCD Server during the lifetime of the session.

If it receives a RequestForClientActivation message from the DCD Server, the DCD Client SHALL initiate service activation with a ClientActivationRequest message, as described in section 7.1.3.1.2.
The DCD Client SHALL reuse the TLS tunnel for all further IP traffic until the session expires
The DCD Client MAY deactivate the DCD service at any time. To deactivate the service, the DCD Client SHALL send a ClientDeactivationRequest to the DCD Server, as described in section 7.1.3.2. The DCD Client SHALL re-attempt to deactivate the service at the later time if the ClientDeactivationResponse message from the DCD Server contains “Failure” as a value of the Status parameter.

If it receives a ClientDeactivationNotification message from the DCD Server, the DCD Client SHALL NOT attempt to reactivate the service with that DCD Server until it receives a RequestForClientActivation message from the DCD Server.

Upon deactivation of the DCD Service triggered by deregistration of the last DCD Enabled Client Application, the DCD Client SHOULD remove any remaining registration information for registered DCD Enabled Client Applications.
Server Side
6.6 DCD Server Operations

6.6.1 Client Activation

In order to facilitate delivery of the DCD Content to a mobile device, the DCD Server SHALL activate the service for the DCD Client on this device.
Accept any request for TLS connection from the DCD Client
Upon receiving the ClientActivationRequest message from the DCD Client, the DCD Server SHALL
 Respond to the DCD Client with the ClientActivationResponse message. If no authentication is required, and the activation request is valid, the DCD Server SHALL send to the DCD Client the ClientActivationResponse message indicating successful activation, providing the Session-ID parameter and other parameters, as described in section 7.1.3.1.1.

If service establishment requires authentication, the DCD Server SHALL send to the DCD Client the ClientActivationResponse message indicating that authentication is required, providing the Auth-Info parameter in accordance to the authentication mode supported by the device, as specified in the Authentication-Mode parameter of the ClientActivationRequest message.
Upon receiving from the DCD Client the ClientActivationRequest message with the Auth-Info parameter, the DCD Server SHALL validate the Auth-Info, and if the DCD Client authenticated successfully, the DCD Server SHALL respond to the DCD Client sending the ClientActivationResponse message indicating successful activation, and providing the Session-ID parameter and other parameters, as described in section 7.1.3.1.1.
The DCD Server MAY trigger DCD Client activation by sending the RequestForClientActivation message, as described in section 7.1.3.1.2.
The DCD Server MAY store the SMS Protection keys for protection of non IP WAP Push connections later
The DCD Server MAY deactivate the DCD Client at any time. In order to deactivate the DCD Client, the DCD Server SHALL send the ClientDeactivationNotification message to the DCD Client, as described in section 7.1.3.2.2.  

The DCD Server SHALL allow the DCD Client to deactivate the service. Upon receiving from the DCD Client the ClientDeactivationRequest message (see section 7.1.3.2), the DCD Server SHALL respond to the DCD Client with the ClientDeactivationResponse message. If the service can be deactivated immediately the DCD Server SHALL return “Success” in the Status parameter of the ClientDeactivationResponse message. Otherwise, the DCD Server SHALL return “Failure” in the Status parameter of the ClientDeactivationResponse message.

If the DCD Service was deactivated by the DCD Client, the DCD Server SHALL NOT attempt to reactivate the service with the RequestForClientActivation message. 

Upon deactivation of the DCD Service, the DCD Server SHALL invalidate the session and remove all registration and subscription information for the DCD Enabled Client Applications associated with the deactivated DCD Client.
10.2.1 Interface DCD-3

7.1.1.1 Client Activation

The Client Activation activates the DCD service for a specific DCD Client. During the activation, the subscriber authentication is performed separately according to the security level and authentication model described in section 10.1 and 10.1.2.

This section gives the details of the transaction messages.

Authentication is an optional step, the use of which depends upon policies of the DCD Server. Depending upon the authentication method required by the DCD Server, authentication may not involve the DCD Client directly. “Figure 18: Client Activation without Authentication by DCD Client” shows client activation when no authentication is required by the DCD Server (e.g. it may already have occurred, or not be required by the DCD Server), or the authentication method is transparent to the DCD Client.
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Figure 18: Client Activation without Authentication by DCD Client

“Figure 19: Client Activation with Authentication by DCD Client” shows client activation with authentication required by the DCD Server. The first ClientActivationRequest message in the flow serves the purpose of version negotiation, the second request carries authentication information as indicated by ClientActivationResponse (if received code 401 “Unauthorised”).
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Figure 19: Client Activation with Authentication by DCD Client
7.1.1.1.1 Message and Information Elements
	Message
	Implementation
	Direction

	ClientActivationRequest
	Mandatory
	Client ( Server

	ClientActivationResponse
	Mandatory
	Client ( Server


Table 12 Message directions for Client Activation

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ClientActivationRequest”

	Device-ID
	Optional
	String
	Device identifier, e.g. device make / model and version of the DCD Client.

	Version
	Mandatory
	String
	The highest version of protocol supported in the device. The format of the version of the DCD Enabler is defined as follows:

<major version>.<minor version>

The current version of the DCD Enabler is “1.0”.

	Authentication-Mode
	Mandatory
	Enumerated
	The authentication mode supported in the device run-time. The enumerated values are { AUTH-None, AUTH-Basic, AUTH-Digest, AUTH-TLS, GBA }. The values are case-insensitive.

	Auth-Info
	Conditional
	String
	Authentication-related information (e.g. device / user credentials, or shared secret) of the DCD Client as indicated necessary in a prior Activation Response.

	SMS Proctection 
	Optional
	Structure
	SA Identifier one for GBA or alternative one for non GBA and conditionally key for SMS protection if GBA is not used


Table 13 Information elements in ClientActivationRequest message
	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ClientActivationResponse”

	Session-ID
	Conditional
	String
	Session identifier. It is present only if the transaction succeeds. The Session-ID is unique within the service provider domain.

	Session-TTL
	Optional
	Integer
	The server required TTL in seconds for the session. ‘0’ means an infinite session.

	Auth-Info
	Conditional
	Structure
	Authentication-related information corresponding to information that the DCD Client should provide for a subsequent request, e.g. challenge.


Table 14 Information elements in ClientActivationResponse message

10.3 Connection Security

10.3.1 Connection Security in Session Establishment

Connection security during session establishment ensures that DCD Clients and DCD Servers can trust the privacy and integrity of the operations and data exchanged with the other entity during the session establishment. The necessity of connection security during session establishment may vary for different DCD Service Providers or DCD Clients. This necessity is assumed to be known through preconfiguration, or through discovery as explicitly supported by the mechanisms described below, Other discovery mechanisms are unspecified.

DCD Clients MUST provide connection security for session establishment, per the security policy of the DCD Server with which a session is being established. DCD Servers SHALL provide connection security for session establishment, per the security policy of the DCD Client with which a session is being established.

One mode of connection security for session establishment is specified for use by the DCD Enabler:

· Use of transport layer security provided by TLS [RFC4346], PSK-TLS [33.222]  or DTLS [RFC4347]. DCD Servers and DCD Clients SHALL support TLS or DTLS to provide connection security for DCD-3 interface operations and data, as applicable to the underlying transport protocol in use for DCD-3.
Security in WAP Push Connection
Security in a non IP based WAP Push Connection
To support security in the cases the WAP Push delivery mechanism is done over SMS, the DCD Server should encrypt the SMS content using the SMS Protection keys delivered by the DCD Client as describer in [33.222] or [33.224]. This will enable a secure connection over PAP and SMS and allow the client to decrypt the content with corresponding file.
Etc
<insert change info here>
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