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1 Reason for Change

This CR suggests 3D Printer APIs for authentication.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is requested to approve this CR
6 Detailed Change Proposal

Change 1: Add the following conten
5.2 Printer Authentication API
Printer Authentication API enables the 3D Printer to connect contents servers. Printer Authentication API specification itself is out of scope of this specification. Therefore, the definition of the interface in this section is as an example to make easy understanding for the printing message flow.
Conceptually, there are 3 more interfaces between the 3D Printer Plug-In, the 3D Printer and the Contents Server.

3DP-1 is an interface between the Plug-In and the printer. It handles the security token from the Contents Server.

3DP-2 is an interface between the Plug-In and the Contents Server, which is related to issue a Security Token.

3DP-3 is an interface between the printer and the Contents Server. Through the interface, the 3D Printer gets the authentication to access the Contents Server. 

The message flow of the Printer Authentication is shown in Fig. 6.

[image: image1.emf]Application

GotAPI Server

Plug-In

(1) Send a HTTP request to connect 

Content Sevice

(2) Pass the request

(4) Returns the result (5) Passes the result

HTTP/GotAPI-1 Intent/GotAPI-4

(9) Connect to the Contents Server with the Secure Token

Contents

Server

(10) Obtain 3D contents URI from the server

(13) Download the contents from Contents Server

(6) Send a HTTP request to start 

printing

(7) Pass the request

(11) Returns the result (12) Passes the result

3D Printer

(14) Proceed 3D printing with adhoc process such as slicing

(3) Issue a 

secure token

(8) send the 

secure token


Figure 6: Message flow of the Printing Command API
The 3DP-1 interface could be defined as follows :
Definition of the request parameters of sending secure token (3DP-1)
	Parameter name
	Definition of value
	Mandatory/Optional

	serviceId
	The identifier of the targeted service. This value is available from the Service Discovery API on the GotAPI-1 Interface.
	Mandatory

	accessToken
	The access token obtained from the GotAPI Auth Server through the GotAPI-2 Interface.
	Mandatory

	secureToken
	The secure token obtained from the Contents Server through the 3DP-2 Interface.
	Mandatory

	nonce
	A nonce generated by the application, which is described in the section "7.3.3.3 HMAC server authentication using trusted Application ID for the Server spoofing attack" in the GotAPI specification.
	Optional


Definition of the response parameters of sending secure token (3DP-1)
	Parameter name
	Definition of value
	Mandatory/Optional

	serviceId
	The identifier of the targeted service. This value is available from the Service Discovery API on the GotAPI-1 Interface.
	Mandatory

	uri
	The URI of the printing file. The URI could be "file://www.3dpexcont.com/ex.stl"..
	Mandatory

	nonce
	A nonce generated by the application, which is described in the section "7.3.3.3 HMAC server authentication using trusted Application ID for the Server spoofing attack" in the GotAPI specification.
	Optional


The 3DP-2 interface could have following parameters :
Definition of the request parameters of issuing secure token (3DP-2)
	Parameter name
	Definition of value
	Mandatory/Optional

	serviceId
	The identifier of the targeted service. This value is available from the Service Discovery API on the GotAPI-1 Interface.
	Mandatory

	accessToken
	The access token obtained from the GotAPI Auth Server through the GotAPI-2 Interface.
	Mandatory

	nonce
	A nonce generated by the application, which is described in the section "7.3.3.3 HMAC server authentication using trusted Application ID for the Server spoofing attack" in the GotAPI specification.
	Optional


Definition of the response parameters of issuing secure token (3DP-2)
	Parameter name
	Definition of value
	Mandatory/Optional

	serviceId
	The identifier of the targeted service. This value is available from the Service Discovery API on the GotAPI-1 Interface.
	Mandatory

	secureToken
	The secure token obtained from the Contents Server through the 3DP-2 Interface.
	Mandatory

	nonce
	A nonce generated by the application, which is described in the section "7.3.3.3 HMAC server authentication using trusted Application ID for the Server spoofing attack" in the GotAPI specification.
	Optional


The 3DP-3 interface could include following parameters:
Definition of the request parameters of sending secure token (3DP-3)
	Parameter name
	Definition of value
	Mandatory/Optional

	serviceId
	The identifier of the targeted service. This value is available from the Service Discovery API on the GotAPI-1 Interface.
	Mandatory

	accessToken
	The access token obtained from the GotAPI Auth Server through the GotAPI-2 Interface.
	Mandatory

	secureToken
	The secure token obtained from the Contents Server through the 3DP-2 Interface.
	Mandatory

	nonce
	A nonce generated by the application, which is described in the section "7.3.3.3 HMAC server authentication using trusted Application ID for the Server spoofing attack" in the GotAPI specification.
	Optional


Definition of the response parameters of sending secure token (3DP-3)
	Parameter name
	Definition of value
	Mandatory/Optional

	serviceId
	The identifier of the targeted service. This value is available from the Service Discovery API on the GotAPI-1 Interface.
	Mandatory

	order
	The order of printing file. It could be 0 to max integer value.

0 means the file is under printing.

1 or bigger value means 1 or bigger number of files are waiting on the printing queue before the file.
	Mandatory

	uri
	The URI of the printing file. The URI could be "file://www.3dpexcont.com/ex.stl"..
	Mandatory

	msg
	The message is indicating the status of the printing file. It could be “Good Start” or “Waiting”, etc.
	Mandatory

	nonce
	A nonce generated by the application, which is described in the section "7.3.3.3 HMAC server authentication using trusted Application ID for the Server spoofing attack" in the GotAPI specification.
	Optional
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