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1 Reason for Change

This CR suggests 3D Printer APIs for service connecting.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is requested to approve this CR
6 Detailed Change Proposal

Change 1: Add the following contents
5.2 Service Connecting API
Service Connecting API enables applications to discover available contents services. Service Connecting API specification adheres to that of GotAPI 1.1. 

Here is the Service Connecting based on what is defined in GotAPI 1.1. After the application obtains authorization for access to GotAPI-based APIs using the GotAPI-2 Interface, and completes the Service Discovery request, the application sends the Service Connecting request to the GotAPI Server. Then the GotAPI Server sends the Service Connecting request to the installed 3D Printer Extension Plug-In. The message flow of the Service Connecting is shown in Fig. 1.
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Figure 6: Message flow of the Service Connecting API
This section defines the data object for all the message flows described in the figure above.

5.2.1 Request for Service Connecting on the GotAPI-1 Interface

When the application uses the service connecting it sends a request to the GotAPI Server on the GotAPI-1 Interface as follows:

Definition of the HTTP request
	
	Definitions

	Method
	HTTP GET

	Request URL
	http://127.0.0.1:4035/gotapi/3dp/serviceconnect
https://127.0.0.1:4036/gotapi/3dp/serviceconnect


Definition of the request parameters
	Parameter name
	Definition of value
	Mandatory/Optional

	serviceId
	The identifier of the targeted service. This value is available from the Service Discovery API on the GotAPI-1 Interface.
	Mandatory

	accessToken
	The access token obtained from the GotAPI Auth Server through the GotAPI-2 Interface.
	Mandatory

	nonce
	A nonce generated by the application, which is described in the section "7.3.3.3 HMAC server authentication using trusted Application ID for the Server spoofing attack" in the GotAPI specification.
	Optional


Example of the request URL

	http://127.0.0.1:4035/gotapi/3dp/serviceconnect?serviceId=abcdefg123&accessToken=0987654321&nonce=93b3a219347


5.2.2 Request for Service Connecting on the GotAPI-4 Interface
When an application sends a request to the GotAPI Server on the GotAPI-1 Interface, the GotAPI Server passes the request to the Plug-In on the GotAPI-4 Interface. The request includes the data object as follows:

Definition of the data object for request

	Name
	
	Type
	Definition of value
	Mandatory/Optional

	method
	
	String
	This value SHALL be "GET".
	Mandatory if the OS is not Android. Otherwise, optional.

If the OS is Android, the "Action" value SHALL include this information as described below.

	receiver
	
	String
	The address of the GotAPI Server application used by Plug-Ins. Generally, it is the application ID recognized by the OS, such as a package name.
	Mandatory

	requestCode
	
	int
	A request code identifying the request. This value could be any number but must MUST be an integer greater than 0, and unique for each open request, to ensure responses can be correlated.
	Mandatory

	serviceId
	
	String
	The identifier of the targeted Service. This value is provided by the application over the GotAPI-1 Interface.
	Mandatory

	api
	
	String
	The value must be "gotapi".
	Mandatory

	profile
	
	String
	The value must be "3dp".
	Mandatory

	attribute
	
	String
	The value must be "serviceconnect"
	Mandatory

	clientId
	
	String
	The identifier of the application, which is generated by the Plug-In when the Plug-In Approval procedure defined in the GotAPI specification.
	Mandatory

	accessToken
	
	String
	The access token for the application, which is generated by the Plug-In when the Plug-In Approval procedure defined in the GotAPI specification.
	Mandatory


This data object is sent to the Plug-Ins in an OS specific mechanism, e.g., Intents for Android.
Requirements for OS-specific request channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Explicit Intents
	Name
	
	Example of value
	Note

	Action
	
	org.deviceconnect.action.GET
	This value is defined by the GotAPI Server application. But the last part SHALL be "GET".

	Component
	
	org.example.plugin
	This value is the package name of the Plug-In application.

	Extra
	
	
	

	
	receiver
	org.deviceconnect
	

	
	requestCode
	10
	

	
	servcieId
	dev1.example.org
	

	
	api
	gotapi
	

	
	profile
	3dp
	

	
	attribute
	serviceconnect
	

	
	clientId
	1234567890
	

	
	accessToken
	0987654321
	


5.2.3 Response for Service Connecting on the GotAPI-4 Interface
When the Plug-In receives the request, it SHALL respond to the GotAPI Server as follows: 

Definition of the data object for the response
	Name
	
	Type
	Definition of value
	Mandatory/Optional

	method
	
	String
	This value SHALL be "RESPONSE".
	Mandatory if the OS is not Android. Otherwise, optional.

If the OS is Android, the "Action" value SHALL include this information as described below.

	requestCode
	
	int
	The request code coming from the GotAPI Server.
	Mandatory

	result
	
	int
	If success, the value is 0, otherwise an integer greater than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	contentserver
	
	Array
	
	Mandatory

	
	servicename
	String
	The name of the contents service. It could be “3D Example Contents”.
	Mandatory

	
	url
	String
	The URL of the contents server. The URL could be "www.3dpexcont.com".
	Mandatory

	
	secureToken
	String
	The secure token obtained from the Contents Server to use accessing the server securely by the application and the 3D Printer.
	Mandatory


The Plug-In MAY append additional data in the data object as needed. 
This data object is sent to the GotAPI Server in an OS specific mechanism, e.g., Intents for Android.
Requirements for OS-specific response channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Intents
	Name
	
	
	Example of value
	Note


	Action
	
	
	org.deviceconnect.action.RESPONSE
	This value is defined by the GotAPI Server application. But the last part SHALL be "RESPONSE".

	Component
	
	
	org.deviceconnect
	This value is the package name of the GotAPI Server application.

	Extra
	
	
	
	

	
	requestCode
	
	10
	

	
	result
	
	0
	

	
	services
	
	[Array Object]
	This value is an example. Note that this is "not" a JSON string.  This value must be an Array object whose content is the same as the following JSON example:

[

  {

"servicename": 
"3D Example Contents",

    "url": "www.3dexcont.com",

    "secureToken": "1234567890"

  },

  ...

]

	
	config
	
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification


5.2.4 Response for Service Connecting on the GotAPI-1 Interface
When GotAPI Server receives the response from the Plug-In, the GotAPI Server passes it to the application as follows:

Definition of the HTTP response
	
	Definitions

	MIME-Type
	application/json

	HTTP status
	200 OK


Definition of the data object for the response

	Name
	
	Type
	Definition of value
	Mandatory/Optional

	product
	
	String
	The name of the GotAPI Server (e.g. "ABConnect")
	Mandatory

	version
	
	String
	The version of the GotAPI Server (e.g. "1.0").
	Mandatory

	result
	
	Number
	If success, the value is 0, otherwise an integer greater than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	contentserver
	
	Array
	
	Mandatory

	
	servicename
	String
	The name of the contents service. It could be “3D Example Contents”.
	Mandatory

	
	url
	String
	The URL of the contents server. The URL could be "www.3dpexcont.com".
	Mandatory

	
	secureToken
	String
	The secure token obtained from the Contents Server to use accessing the server securely by the application and the 3D Printer.
	Mandatory

	hmac
	
	String
	An HMAC generated for the counter measure against the GotAPI Server spoofing attack.

If the application includes a key for HMAC calculation in the API request, the GotAPI Server adds this value in the API response. Evaluating whether the HMAC is identical to the result of calculation of HMAC from the key, the application can ensure that the response is genuine.
	Mandatory if the application provide a key to the GotAPI Server


The GotAPI Server SHALL serialize the data structure above as a JSON formatted stream (i.e. JSON string).
Example of the response
	{

  "product"              : "GOT3DP",

  "version"              : "1.0",

  "requestCode"          : 10,

  "result"               : 0,

"contentserver"        : 
[
  {
"servicename"      : "3D Example Contents",
"url"              : "www.3dexcont.com",
"secureToken"      : "1234567890",

    },
    ...
  ]
  "hmac"                 : "0123456789"

}
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