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1. Scope

This document defines the technical specification of Look and Feel Customization (LFC) Enabler. 

Mechanisms defined in this document fulfil the functional capabilities needed to support LFC enabler as described in the LFC Requirement Document [OMA-LFC-RD] and comply with the architecture defined in LFC Architecture Document [OMA-LFC-AD]. 

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[OMA-LFC-RD]
	“Look and Feel Customization Requirements”, Open Mobile AllianceTM, OMA-RD-LFC-V1_0, URL:http://www.openmobilealliance.org/ 

	[OMA-LFC-AD]
	“Look and Feel Customization Architecture”, Open Mobile AllianceTM, OMA-AD-LFC-V1_0, URL:http://www.openmobilealliance.org/ 

	[DMPRO]
	“OMA Device Management Protocol”, Version 1.2, Open Mobile Alliance, OMA-TS-DM_Protocol-V1_2, URL:http://www.openmobilealliance.org/

	[OMA-DLOTA-TS]
	“Download Over the Air Specification”, Open Mobile AllianceTM, OMA-TS-DLOTA-V2_0, URL:http://www.openmobilealliance.org/

	[OMA-SCWS-TS]
	“Smartcard-Web-Server”, Open Mobile AllianceTM, OMA-TS-Smartcard_Web_Server-1.1, URL:http://www.openmobilealliance.org/

	[OMA-SCOMO-TS]
	“Software Component Management Object”, Version 1.0, Open Mobile Alliance, OMA-TS-SCOMO-V1_0, URL:http://www.openmobilealliance.org/

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[OMA-DM-AC_MO]
	“White Paper on Provisioning Objects”, Open Mobile Alliance, OMA-WP-AC_MO, URL:http://www.openmobilealliance.org/

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	
	

	LFC Content Server
An entity that supports the delivery of LFC Packages to an LFC enabled device
LFC Element
One characteristic of a device’s LFC (e.g. screen saver, incoming data message alert, ringtone per caller, etc).
LFC Element Settings
The combination of an LFC Element and an associated value for it 
LFC Management Server

An entity that issues and handles the commands to perform Remote Management operations to an LFC enabled device

LFC Operations
Operations targeted on LFC Packages or LFC Element Settings which may be invoked on a LFC Client.
LFC Packages

Group of LFC Element Settings that are part of the device’s Look and Feel. This package is used by a Service Provider to describe part or the whole Look and Feel Customization of the device.
Look and Feel

Appearance and behavior of the device’s user interface.

Look and Feel Customization

Process by which all or part of a device’s Look and Feel is modified

Management Object
A data model for information which is a logical part of the interfaces exposed by DM components.
Remote Management
LFC Operations originating from an entity residing on the network to be performed on an LFC capable device
Secure Removable Card
It refers to secure physical devices able to be inserted to and removed from terminal equipments. These devices must be able to protect not only logically but physically the data and/or applications they carry. Typical secure removable medias in the LFC are the UICC’s (see [OMADICT])
Service Provider
See definition in [OMADICT].
User Agent
Any software or device that acts on behalf of a user, interacting with other entities and processing resources.

	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3 Abbreviations

	DLOTA
	DownLoad Over The Air

	DM
	Device Management

	FTP
	File Transfer Protocol

	HTTP
	HyperText Transfer Protocol

	LFC
	Look and Feel Customization

	MO
	Management Object

	OMA
	Open Mobile Alliance

	SCOMO
	Software Component Management Object

	SRC
	Secure Removable Card

	
	


4. Introduction

The LFC enabler allows Customization of a device Look and Feel. The main objective of this enabler is to allow different entities in a mobile environment such as service providers, network operators, handset manufacturers, enterprises or device owners or device users, to configure the device Look and Feel according to their own requirements and what they are allowed (or have credentials/permissions) to customize. It is also an objective that the LFC enabler is able to address Look and Feel Customization for all type of devices ranging from low-end, feature phones, smart-phones to more advanced devices.

This document defines the LFC framework and LFC usage. In the LFC framework, the concepts and formats for the LFC Package and LFC Element Setting are defined, and how to fulfil the lightweight model and remote management model is detailed. 
4.1 Version 1.0

This document provides the technical specification for the LFC Enabler Version 1.0, which provides the following main functionalities depending on the model applied:

· For the lightweight model which is the mandatory part of this enabler:

·  Delivery of LFC Packages from the LFC Content Server  

· Installation of the LFC Package on the device by LFC Client

· For the Remote Management model which is optional in this release, the main functionalities in addition to those mentioned above are: 

· Query of LFC Packages

· Update of LFC Packages

· Activation and deactivation of LFC Packages
· Locking and unlocking LFC Packages

5. Look and Feel Customization Framework

5.1 LFC Package and Element Settings
5.1.1 LFC package
LFC Package may contain operational instructions required for its installation, activation, or the others. The format for the operation instructions is implementation-specific.
LFC Package is a group of LFC Element Settings for delivery and management purposes. One LFC Package MUST consists of at least one LFC Element Setting. The number of LFC Element Settings and categories of LFC Element Setting in one LFC Package is not restricted. It is possible to include more than one of LFC Element Settings, all associated to one characteristic of a device’s look and feel.
	Name
	LFC Package Description

	ID
	The identification of the LFC Package. 

This element could be filled with the package’s web download URI or included with the SP’s domain name or other ways to avoid duplication.

	Version
	The version of the LFC Package.

	Name
	The user readable name of LFC Package.

	Description
	A short textual description of the LFC Package.


5.1.2 LFC Element Setting
The data associated with an LFC Element can contain either multi-values or a single value. However, at any time, there is only one active Element value for each LFC Element. LFC Element may also contain additional instructions. The format for the additional instructions is implementation-specific.

Editor’s Notes: this text should be re-visited again when more progress indone in this section.
LFC Element Setting is the combination of an LFC Element and an associated value for it.

	Name
	LFC Element Description

	ESID
	It defines the identification of the LFC Element Setting to distinguish from other LFC Element Settings so that the value should be unique. 

	ESDescription
	ESDescription is a user readable information about the LFC Element Setting.

	ESVersion
	It defines the version of the LFC Element Setting.

	ECategory
	ECategory is a vendor defined name to indicate which characteristic of a device’s look and feel is associated with the LFC Element Setting


5.1.3 LFC Package metadata
LFC Package metadata is a metadata associated to an LFC Package. The metadata consists of multiple attributes (e.g. id, name, version, etc. for LFC Package and every LFC Element Settings.) as well as category description for every LFC Element Setting to indicate which characteristic of a device’s look and feel is associated with the LFC Element Setting. The metadata MAY also consist of some information which will be used by the LFC Client to verify against the device capability. The metadata MUST be provided by the LFC Content Server and the same values MUST be placed in corresponding nodes of the LFC management tree by the LFC Client after installation of LFC Package if the LFC Remote Management is supported. 

The LFC Package metadata provides the description of the LFC Package, which will be used by the device to identify the LFC Package and render the LFC Element Settings. The table below lists the attributes of LFC Package Metadata. 
Table 1: LFC Package metadata
	Name
	Status
	LFC Description

	Type
	Mandatory
	The MIME media type of the LFC Package.

[Editor’s notes: The value of this element will be defined later.]


Editor’s Notes: Make sure this table works (and/or needed) for other transport mechanisms.

The LFC Package metadata may also be used for LFC Package Delivery. It provides the information for the device to identify, retrieve, and install the LFC Package. Such function of the LFC Package metadata is defined with relation to a specific download technology.
5.1.3.1 DLOTA
If DLOTA is used to download an LFC Package, LFC Package metadata will reuse the DLOTA Download Descriptor [OMA-TS-DLOTA]. The table below describes the usage of DLOTA Download Descriptor for LFC Package metadata. The elements which is defined in the DLOTA Download Descriptor and not mentioned in the Table 2 are Optional and the usage of such elements are defined outside this specification.

Table 2: LFC Package metadata
	Name
	Status
	LFC Description

	DDVersion
	Mandatory
	The version of the metadata. The description is defined in the [OMA-TS-DLOTA].

	product
	Mandatory
	Container of one or more LFC Packages.

	Media Object
	Mandatory
	Container of specific information for the LFC Package.

	Size
	Mandatory
	The number of bytes to be downloaded from the URI. i.e. the Download Size of the LFC Package.

	installSize
	Optional
	The number of bytes of Unallocated Memory that is required in order to download and install the LFC Package.

	type
	Mandatory
	It is filled with the “Type” attribute defined in 5.1.3.

	objectID
	Mandatory
	It is filled with the “ID” attribute defined in 5.1.1.

	objectVersion
	Mandatory
	It is filled with the “Version” attribute defined in 5.1.1.

	objectURI
	Mandatory
	The objectURI contains one or many server elements that define the set of URI’s that can be used to Download the LFC Package. The Delivery Client can choose any of the URI’s

	server
	Mandatory
	The URI (usually URL) from which the LFC Package can be downloaded.

	meta
	Optional
	Container of LFC Package information.

	name
	Optional
	It is filled with the “Name” attribute defined in 5.1.1.

	description
	Optional
	It is filled with the “Description” attribute defined in 5.1.1.

	environment
	Optional
	The Extension element for LFC Element Settings. The metadata related to the LFC Element will be described here.


Editor’s Notes: Check if the semantics of the “environment” field could be used for these purposes in LFC DD.

The metadata related to the LFC Element will be defined in the environment element. 

5.1.3.2 Other Download Mechanism

[To be defined]
5.2 Lightweight Model
5.2.1 Delivery of LFC Package

The LFC Content Server delivers LFC Package to the Delivery Client by existing transport mechanisms, such as DLOTA (see [OMA-DLOTA-TS]), HTTP, FTP, etc.
Also, the LFC Package can be delivered from Secure Removable Card to the Delivery Client by existing transport mechanisms, such as OMA-SCWS (see [OMA-SCWS-TS]), HTTP, FTP, etc.
After receiving the LFC Package from the LFC Content Server or SRC, the Delivery Client forwards the received LFC Package to the LFC Client. The interaction between LFC Client and Delivery Client is the internal process of the device, and it is out of scope of this specification.
5.2.2 Installation of LFC Package

After receiving the LFC Package from the Delivery Client, the LFC Client installs the LFC Package.

If the LFC Package is delivered by DLOTA from the LFC Content Server, the LFC Client can install the LFC Package according to the installation request from the Delivery Client.

If the LFC Package is delivered by other mechanisms, the LFC Client can install the LFC Package according to the installation request from User Agent. 

5.2.3 User Interaction

During the LFC Package delivery and installation, the user authorization is needed. The LFC Client sends the user authorization request to the User Agent, and according to the user’s authorization result, the User Agent returns back the corresponding user authorization response to the LFC Client.
5.3 Remote Management Model
5.3.1 Delivery of LFC Package

The LFC Package delivery mechanisms described in Lightweight Model (see section 5.2.1) are also applied to Remote Management Model. In addition to that, the LFC Package can also be delivered from the LFC Management Server to LFC Client by using OMA SCOMO 1.0 enabler (see [OMA-SCOMO-TS]) or LFCMO. 
5.3.2 Installation of LFC Package

The LFC Package installation mechanisms described in Lightweight Model (see section 5.2.2) are also applied to Remote Management Model. In addition to that, the LFC Package can also be installed by using OMA SCOMO 1.0 enabler (see [OMA-SCOMO-TS]) or LFCMO. 
5.3.3 Look and Feel Customization Management Object
The OMA Look and Feel Customization Management Object is used to represent and manage LFC Packages for the LFC Client on a managed device. 

The LFC MO is compatible with OMA DM protocol [DMPRO] version 1.2 or any later compatible version.

Management Object Identifier for the LFC MO SHALL be: “urn:oma:mo:oma-lfcmo:1.0”.
5.3.3.1 Figure of the Management Object
(Informative)
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Figure 1: Look and Feel Customization Management Object
5.3.3.2 Look and Feel Management Object Parameters
<text>

5.3.4 Behaviour Associated with the Management Object

5.3.4.1 Use of the Generic Alert

5.3.4.2 User Interaction Commands

5.3.5 SCOMO Use in LFC Remote Management Model
(Informative)

This section describes how to use SCOMO for the download (delivery) and install operations of LFC packages in LFC remote management model. 

5.3.5.1 SCOMO Introduction

SCOMO is a Software Component Management Object defined by OMA DM. It enables remote operations, such as download and install, for software components in the Device. SCOMO is application agnostic.  An LFC package is one example of a software component. This means SCOMO supports an LFC package’s download and install operations.

5.3.5.2 Rationale of SCOMO Use in LFC Remote Management Model 

The advantages of SCOMO use include: (1) Leverage Management Object (MO) design work already done in OMA DM to avoid repeated design work. And (2) Avoid duplicated implementations when both LFC and SCOMO enablers are in the device

5.3.5.3 SCOMO Use Approach in LFC Remote Management Model

LFCMO download and install nodes are optional. If a device already has SCOMO in it, LFCMO can use SCOMO to support download and install operations.  If SCOMO is used to support download and install operations, LFCMO itself must not implement the download and install operations. If the device does not use SCOMO for download and install operations, LFCMO must implement its own download and install operations.
If SCOMO is used for LFC remote management model, SCOMO is used for the following operations:
· Download: Download an LFC package

· InstallInacitve: Install an LFC package (no package activation)

· Remove: Remove a pre-installed LFC package 
(1) LFC package mapping in SCOMO

SCOMO supports to download and install a delivery package. A delivery package consists of one or more deployment components. A deployment component consists of a software component and its associated metadata. In LFC, An LFC package and its meta-data correspond to an LFC deployment component. An LFC delivery package contains one LFC deployment component. 

(2) LFCMO tree 

In LFCMO, the download and install nodes are optional. If SCOMO is used, LFCMO tree must not have its own download and install nodes (see Figure 1). And LFCMO needs to give the reference value (URI) to SCOMO at SCOMORef Node. If SCOMO is not used, the reference value at the SCOMORef node is set as NULL.
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Figure 2: LFC MO tree in case of SCOMO Use for download and install operations
 (3) LFC Package States in SCOMO Delivery Package State Machine.
If SCOMO is used in LFC remote management mode, the states, “Not downloaded” and “Delivered”, of LFC package are realized by SCOMO’s delivery package state machine. LFC state machine must not implement these two states.  The corresponding states in SCOMO state machine are shown as below: 
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Figure 3: LFC Package States in SCOMO delivery package state machine
In SCOMO delivery package state machine, the installed state of a delivery package means the deployment component(s) within it have been installed in the execution environment. If a delivery package in SCOMO is an LFC package and the delivery package is in Installed state, it means the LFC package has been installed. In this case, DM client sends a notification to LFC Client and hands over the installed LFC package information and its current state to LFC client for further management purpose. When LFC client receives the handover, it must create the corresponding nodes in the deployed tree of LFCMO. For LFC package state machine, the state of the LFC package should be set as the corresponding state. 
5.4 SRC-1 interface
If Smart Card Web Server [OMA-SCWS-TS] is used over SRC-1, terminal SHALL access to following URL to retrieve LFC package
	http://127.0.0.1:3516/LFC/index.html
	When BIP transport protocol is used

	https://127.0.0.1:4116/LFC/index.html
	When BIP transport protocol is used

	http://<smart card IP address>/LFC/index.html
	When TCP/IP transport protocol is used

	https:// <smart card IP address>/LFC/index.html
	When TCP/IP transport protocol is used


Where <smart card IP address> is the IP address that is given to the smartcard.

5.5 LFC Package Life-Cycle and Operations
The following sections describe the life-cycle of the LFC Package and LFC Package Operations.  
5.5.1 Life-Cycle of LFC Packages
LFC Package operations trigger transition from one state to another. If a state transition fails, the LFC Client MUST remain in the current state.  
The following figure depicts the life-cycle and state transition triggered by LFC Package operations:

[image: image5]
Figure 4: LFC Package Life-Cycle
The LFC 1.0 Enabler handles LFC Packages through a life-cycle.   
· LFC Package Delivered – This is the state where an LFC Package is transferred to an LFC-enabled device. 

· LFC Package Installed – This state is where the LFC Package is installed on the LFC-enabled device.  Any needed validation or authentication of the data would be performed during this stage. 
· LFC Package Activated – This state is where the Look and Feel specified in an installed LFC Package are rendered on the LFC-enabled device. Only one LFC Package in the device MUST be activated at one time.
· LFC Package Removed – This state is where an installed LFC Package is deleted and is no longer available for use.  An attempt to remove an active LFC Package implies that it would be Deactivated and none of the LFC Elements would retain the values defined in the Package. This is an optional state in LFC 1.0 Enabler.
5.5.2 Mandatory Operations
Both the Lightweight Model and Remote Management Model MUST support the all following operations.
· Package Deliver–This operation delivers the LFC Package to the LFC Client.
· Package Install–This operation installs the LFC Package to the LFC Client.
· Package Activate–This operation renders the Look and Feel specified in an installed LFC Package on the LFC-enabled device. Package Activate may be done in the background or involve the user.
· Package Deactivate – This operation deactivates an activated an LFC Package on the LFC-enabled device.  Package Deactivate may be done in the background or involve the user.

5.5.3 Optional Operations
Both the Lightweight Model and Remote Management Model MAY support the all following operations.
· Package Remove - This is an operation by which an installed or activated LFC Package is permanently removed from the device. When an activated LFC Package is removed, the Look and Feel of the device is rendered based on the default LFC Package.

Only the Remote Management Model MAY support the all following operations.
· Package Lock – This is an operation which prohibits Removal of the Installed LFC Package. The LFC Package must not be Removed without Manage Server firstly Unlocking it.  
· Package Unlock – This is the reversal of the Lock operation and releases the Installed LFC Package permitting it to be Removed 

·  Package Query – This is an operation by which an LFC Management Server can get information about the LFC Packages available on the device.  This includes Installed, Activated and Default LFC Packages.

· Package Inventory – This is an operation by which an LFC Management Server can get a listing of all installed LFC Packages available on the device.
· Package Mark Default – This is an operation by which an LFC Management Server can mark an installed LFC Package as the default LFC Package on the device.

6. Security Considerations
7. Look and Feel Customization Usage
(Informative)
Editor’s notes: Some examples will be provided here to describe the usage of the LFC.
Appendix A. Change History
(Informative)
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF


Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.
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