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1 Reason for Contribution

Throughout the discussion of the PSTOR in WAP Forum and the recent WID to update PSTOR in OMA a number of issues relating to security and being assured that one can specify that some information is protected and bound to applications, users etc in a platform agnostic was have been aired. This contribution provides some pointers to material that has been suggested to be one way to address this problem space.
2 Summary of Contribution

See reason.
3 Detailed Proposal

Having done some research and asking questions it appears there have been a number of ways discussed over the years re managing access of information within an IT system process from other processes, e.g. one application data being available to another in advertently, in a system agnostic way, i.e. various OSs etc.
The one theme that comes up most regularly from the more current work is the Common Criteria. 

The Common Criteria is an internationally recognized International Standards Organization (ISO) standard used by governments and other organizations to assess the security and assurance of technology products. Under the Common Criteria, products are evaluated according to strict standards for various features, such as security functionality and the handling of security vulnerabilities.

Plenty of information can be found at URL: http://www.commoncriteriaportal.org/ including the latest draft documents (V3) that are under review.
There is an organization called Common Criteria Evaluation and Validation System does exactly what its name indicates.

See URL: http://niap.nist.gov/cc-scheme/  for more details.

In June 1999, the ISO/IEC national bodies accepted CC version 2.0 with minor changes as ISO/IEC 15408, Evaluation criteria for IT security, more commonly known for historical and continuity purposes as “Common Criteria” (CC).

I believe the origins of this work comes from the following (amongst others):
· Compartmentalized Mode Workstation, 
"Compartmented Mode Workstation Evaluation Criteria Version 1(Final)," DDS-2600-6243-91, US Dept. of Defense, Washington, D.C., 1991.

· Trusted Computer System Evaluation Criteria, DoD 5200.29-STD, Dec. 1985.   
(also known as the "Orange Book" ), http://www.sei.cmu.edu/str/descriptions/trusted_body.html   
Further useful information is considered to be at the following URL:  http://www.cs.uu.nl/wais/html/na-dir/computer-security/evaluations.html 
While not suggesting the Common Criteria is the way OMA should go it is worthy of consideration to see what aspects are appropriate and can be adopted.
4 Intellectual Property Rights
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5 Recommendation

MAE considers this contribution re understanding the landscape for PSTOR and underlying system security.
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