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1 Reason for Contribution

Following the discussion during the Montreal meeting this contribution extends the existing browser redirect use-case to include further examples of interoperability issues related to HTTP Redirection procedures. It also includes new requirements derived from the new additions.

2 Summary of Contribution

See Section 3.

3 Detailed Proposal

6.1 Use Case 5. Browser protocol redirects

	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	X
	
	X
	
	X

	Additional Keywords
	
	
	
	
	


Table 1: Affected Areas for browser protocol redirects

6.1.1  ASK  \* MERGEFORMAT Short Description

This use case describes several scenarios where an end user browses a web site and based on the service being requested and type of user interaction is redirected to another web site, which in some cases is secure.

6.1.2 Actors

End-user:

· The end-user consumes the served content that they requested and experiences consistent and expected quality of service (e.g. error free interactions).

Content Provider:

· The Content Provider serves web content in response to an end-user’s web browser request. 

· The Content Provider is able to offer premium services that can be consumed by authorised actors.

5.2.1.1 Actor Specific Issues

End-user issues:
· On particular mobile web browsers the end-user is unable to consume content that requires end-user credentials (e.g. username/password) to be submitted before the content can be consumed.
· On particular mobile web browsers the end-user is unable to use applications that require the user to submit information as requested by an application (e.g. taxi reservation form, train time table request forms). In particular, error situations may occur following an original HTTP POST from the mobile web browser to an old web site, which redirects the browser using HTTP GET to the new assigned permanent URL. Redirecting from HTTP POST to HTTP GET using 301 Moved Permanently, 302 Found, and 307 Temporary Redirect may cause the original request to fail with an HTTP Method Not Allowed. In similar situations, the end-user may not be informed of the required redirection. In cases where users are charged per byte, the original request may be resubmitted (re-POST), which results in the user being charged more for using the service.
· On particular mobile web browsers an end-user that uses an appropriate search type applications is unable find specific information (e.g. nearest restaurant). Based on user interaction (e.g. a user enters certain search criteria) a form submission using HTTP POST is made from the mobile web browser. The destination URL (server and application logic) processes the posted information to determine the best match, which is returned to the mobile web browser as a 303 Redirect. The mobile web browser then initiates a HTTP POST (instead of HTTP GET) to a URL that may have no knowledge about the original request, and which in turn causes the service to fail with an HTTP Method Not Allowed.
Content Provider:

· The Content Provider needs to be aware that some mobile web browsers are unable to redirect certain protocols such as HTTP and HTTPS, which prohibits the end-user from consuming their services.
· The Content Provider needs to be aware that redirecting requests between URLs and changing HTTP methods (e.g. redirecting from POST to GET) may cause their applications to fail on some mobile web browsers. They also need to be aware that redirecting between protocols without providing an indication may result in the user being charged more for the service.
· The Content Provider needs to be aware that some mobile web browsers use the HTTP POST method following a HTTP 303 instead of HTTP. This may cause their applications to fail on some mobile web browsers.
5.2.1.2 Actor Specific Benefits

End user:

· The user can reliably consume the Content Provider’s services after they submit their personal credentials.

Content Provider:

· The content provider is able to offer services to a large variety of devices, and is confident that end-users are able to consume their services once authorised.

6.1.3 Pre-conditions

· The mobile web browser supports a number of protocols including HTTP: and HTTPS:

· The end-user has an existing account with the Content Provider.

6.1.4 Post-conditions

· The end-user is provided with content compatible with their web browser and the service works as expected.

6.1.5 Normal Flow

1. The end-user launches the web browser from their device and then selects a link (URL) that initiates a request to a web site;

2. At the web site the end-user then selects the meeting information option and submits their credentials (username/password) to enter the members only area.

3. In the members only area the end-user then selects the meeting registration option and the end-user is redirected to the secure registration site.

4. The end-user submits their personal information (name, company, days attending etc) and then selects payment method and submits personal details including billing address, credit card details.

5. The payment request is successfully processed and the end-user registered for the meeting.

6.1.6 Alternative Flow

1. The end-user launches the web browser from their device and then selects a link (URL) that initiates a request to a web site, e.g. local taxi service;

2. At the web site the user is presented with a form (e.g. taxi reservation form);

3. The user completes the online form by submitting their personal information (e.g. name, address, destination and place to be collected);
4. The user submits (posts) the completed form;

5. Following the submission of the completed form the user is notified that the request is to be redirected to a new web site (i.e. URL;
6. The user accepts the redirection request (e.g. either by key press or by application timer) and the form along with user’s submitted information is redirected to new web site;

7. The taxi reservation request is successful.
6.1.7 Alternative Flow

1. The end-user launches the web browser from their device and then selects a link (URL) that initiates a request to a web site search engine;

2. At the web site search engine the user types a question (e.g. local restaurants in Sydney?).

3. The user is redirected to a web site that best matches the user’s search criteria.
4. The user searches the web site and selects a restaurant.
6.1.8 Operational and Quality of Experience Requirements

None

6 Requirements
(Normative)

6.1 High-Level Functional Requirement

	[BRWSRIOP-HL-x1]
	A mobile web browser SHALL support transport security through at least one means of connection.

	[BRWSRIOP-HL-x2]
	A mobile web browser SHALL support HTTP Redirection 3xx (e.g. 301 Moved Permanently, 302 Found, 307 Temporary Redirect).

	[BRWSRIOP-HL-x3]
	In the case of an HTTP Redirection 301 Moved Permanently, 302 Found, and 307 Temporary Redirect a mobile web browser MAY NOT change the HTTP Method from POST to GET (see note in RFC 2616 section 10.3.2).

	[BRWSRIOP-HL-x4]
	A mobile web browser SHALL provide an indication to the user in the event of an HTTP POST redirection (301, 302, and 307 status codes).

	[BRWSRIOP-HL-x5]
	A mobile web browser SHALL initiate a HTTP GET method in the event of an HTTP 303 Redirection.


Table 2: High-Level Functional Requirements
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review, agree and include new requirements and the updates to the existing use-case and requirements as proposed in section 3 in the Browsing interoperability RD.
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