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1 Reason for Contribution

This contribution presents a new use-case for submission into the Browser Interoperability RD. The intention of the use-case is primarily intended to highlight and describe causes of mobile browser error conditions caused through corrupt reception of HTTP messages.

2 Summary of Contribution

See Section 3.

3 Detailed Proposal

6.1 Use Case 5. Handling of HTTP messages and parameters at the browser

	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	X
	
	X
	
	X

	Additional Keywords
	
	
	
	
	


Table 1: Affected Areas for Handling of HTTP messages and parameters at the browser

6.1.1  ASK  \* MERGEFORMAT Short Description

This use case describes a scenario where an end-user browses a web page. All served content is displayed correctly on the devices and the end-users browsing experience is good.

6.1.2 Actors

End-user:

· The end-user consumes the served content that they requested and experiences consistent and expected quality of service (e.g. error free interactions).

Content Provider:

· The Content Provider serves web content in response to an end-user’s web browser request.

5.2.1.1 Actor Specific Issues

End-user issues:
· The end-user experience is inconsistent and in some cases the user is unable to consume content because, e.g. the application and/or the mobile web browser crashes. Specifically, the end-user receives poor user-experience when their mobile web browser receives corrupt or spurious HTTP information, and the mobile web browser does not know how to handle the error condition. To avoid poor user experience, the mobile web browser needs to be able to handle the reception of spurious or corrupt HTTP information. Examples of spurious or corrupt HTTP information received at the mobile web browser include:
· Multiple headers (repeated HTTP headers) with the same name, and reception of headers that are not separated by commas. If a duplicated header does not support comma-separated values (e.g. Content-Length) then some mobile web browsers do not know the correct order for accepting the headers and hence give rise to an error condition.

· HTTP header with no name or value, just a colon (":") on a line by itself, i.e. it is an empty header field. (See Appendix C Empty header field).

· HTTP header parameter where only the name is defined but the value of the parameter is empty. (See Appendix C Empty parameter field).

· Multiple HTTP headers where there are more than one CRLF between the headers. (See Appendix C Spurious CRLF in headers).

· HTTP header that consists of a single word, e.g. a response containing a field with a name, but no colon separator or value. (See Appendix C Missing separator and value).

· HTTP message that contains a field name, a colon, a CRLF and then the value for that field. Some browsers are unable to associate the header value with the header name.

· LF instead of CRLF as a line terminator.

· WWW-Authenticate header that contains more than one challenge. Some mobile web browsers are not aware of how to determine potential multiple challenges and identify the strongest challenge that it supports. (See Appendix C Multiple challenges).

· Multiple Cache warnings, where each warning contains alternate versions of the same information. Some mobile web browsers either do not display any cache warning and presents the first warning it receives, or does a best attempt to determine which warning should be presented first (e.g. by the language of the text).

· Unknown or unexpected HTTP 1xx status responses. For example some servers are known to send more than one "100 Continue" response to a single "Expect: 100-continue" request. Some mobile web browsers are unsure of how to handle multiple "100 Continue" response to a single request. In other cases when the mobile web browser receives an unexpected HTTP 1xx response it either ignores the message and continues to expect another response or tries to process the message, which gives rise to an error. (See Appendix C Unknown informational).

· HTTP Informational message (e.g. "100 Continue") that contains associated headers or body. Some web browsers assume a 1xx response will only contain a start-line, and are unable to process this and subsequent messages. (See Appendix C Informational headers and body).

· Chunk-encoded data with a chunk size larger than the data sent. Some mobile web browsers identifies that the server has stopped sending and eventually gives up, and presents the available data to the user. However, some mobile web browsers potentially wait indefinitely, or fail the entire page.

· Corrupt chunk headers. Some mobile web browsers are not able to parse corrupt chunk headers.

· Empty HTTP response to a HTTP request, which would normally require a response (i.e. response with a content-length of zero). Some mobile web browsers are unable to recover from this error. (See Appendix C Empty Response)

Content Provider:

The Content Provider needs to be aware that spurious or corrupt HTTP information may result in poor user experience and even failure of the service or mobile web browser.

5.2.1.2 Actor Specific Benefits

End user:

· The user can reliably consume the Content Provider’s services. 

· In cases of error conditions the user experience is managed as best as possible (e.g. instead of the device crashing the service may fail gracefully).

Content Provider:

· The content provider is able to offer services to a large variety of devices, and is confident that end-users are able to consume their services and if errors occur then the user experience is managed as best as possible (e.g. instead of the device crashing the service may fail gracefully).

6.1.3 Pre-conditions

· The mobile device supporting a web browser is configured (i.e. it can be connected to the Internet) to browse the web and a Content Provider’s portal;

6.1.4 Post-conditions

· The end-user is provided with content compatible with their web browser and the service works as expected.

6.1.5 Normal Flow

1. The end-user launches the web browser and then selects a link (URL) that initiates a request to the Content Provider.

2. The Content Provider serves content that is compatible with their web.

3. The browser processes the content for the end-user and the end-user consumes the content. The end-user has a good browsing experience.

6.1.6 Operational and Quality of Experience Requirements

None

6 Requirements
(Normative)

6.1 High-Level Functional Requirement

	[BRWSRIOP-HL-x]
	Upon the reception of spurious and corrupt HTTP messages the Mobile web browser SHALL either fail the current request gracefully (e.g. the device is recoverable without user intervention) or continue to function without impacting user-experience.

	
	

	
	

	
	


Table 2: High-Level Functional Requirements

A.1 Examples of corrupt HTTP Headers and messages
A.1.1  Empty header field

HTTP/1.1 200 OK

Content-Type: text/html

:

Content-Length: 1074

…
A.1.2 Empty parameter value

HTTP/1.1 200 OK

Content-Type: text/html; charset=

…
A.1.3 Spurious CRLF in headers

HTTP/1.1 200 OK

Content-Type: text/html

Content-Length: 1074

…
A.1.4 Missing separator and value

HTTP/1.1 200 OK

Content-Type: text/html

Connection

Content-Length: 1074

…
A.1.5 Header split over multiple lines

HTTP/1.1 200 OK

Content-Type:

text/html

Content-Length: 1074

…

HTTP/1.1 200 OK

Content-Type: text/html

Last-Modified: Tue, 15 Nov 2005

06:25:24 GMT

Content-Length: 1074

…
A.1.6 Multiple challenges

HTTP/1.1 401 Unauthorized

WWW-Authenticate: Basic realm="WallyWorld", Digest realm="testrealm@host.com",

        qop="auth,auth-int",

        nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093",

        opaque="5ccc069c403ebaf9f0171e9517f40e41"

Content-Type: text/html

Content-Length: 1074

…
A.1.7 Unknown informational

HTTP/1.1 100 Continue

HTTP/1.1 100 Continue

HTTP/1.1 200 Ok

Content-Length: 7302

Content-Type: text/html

HTTP/1.1 147 Below Tuesday

Content-Type: text/html

…

HTTP/1.1 200 OK

Content-Length: 7302

…
A.1.8 Informational headers and body

HTTP/1.1 100 Continue

Date: Tue, 15 Nov 2005 06:25:24 GMT

Server: MyServer/1.2.6

A.1.9 Empty Response

HTTP/1.1 200 OK
Content-Type: text/html

Content-Length: 0

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review, agree and include the use-case and requirements as proposed in section 3 in the Browsing interoperability RD.
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