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1 Reason for Contribution

During the Montreal meeting a use-case for Browser protocol redirects was presented and discussed. 

Part of the discussion focused on the fact that issues relating to protocol redirection were not only caused through the type of HTTP Redirection methods being supported but also the impact of certificate and security level mismatch between clients and servers and between server and server.

This contribution attempts to document some of the issues highlighted during the meeting with the intention of including the text in the Browser Interop RD.

2 Summary of Contribution

See section 3.
3 Detailed Proposal

End-user issues:
· On particular mobile web browsers the end-user is unable to consume content that requires end-user credentials (e.g. username/password) to be submitted before the content can be consumed.
· In some cases mobile web browsers that that connects to a destination URL using HTTPS may fail because of certificate mismatch (e.g. mismatch between 128-bit Local Security Authority (LSA) and MD5 (Message-Digest algorithm 5). 
· End-users using particular mobile web browsers that do not support appropriate WTLS, SSL/TLS certificates are unable to access secure web sites.

· Because some mobile web browsers support an insufficient set of root CA certificates an end-user is not able to invoke an SSL connect to a secure web site from a mobile web browser.
Content Provider:

· The Content Provider needs to be aware that some mobile web browsers are unable to redirect certain protocols such as HTTP and HTTPS, which prohibits the end-user from consuming their services.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review, agree and include the actor specific issues section of the existing browser protocol redirect use-case in the Browsing interoperability RD.
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