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1 Reason for Contribution

This input contribution is submitted as the follow-up of the action item 16/11#1
2 Summary of Contribution

This input contribution proposes new requirements regarding the protection of DCD content
· To add a new section describing DCD content protection requirements

· To delete a requirement related to content protection from the Security section

· To change the wording of [OMA-DRM] in the Informative References

3 Detailed Proposal

2.2 Informative References

	[3GPP-Voc]
	Vocabulary for 3GPP Specifications; 3GPP TR 21.905

URL: http://www.3gpp.org/ftp/Specs/html-info/21905.htm   

	[OMA-CP]
	OMA Client Provisioning   V1.1

	[OMA-DM]
	OMA Device Management V1.2

	[OMA-MCC]
	OMA Charging Vx.x

	[OMA-DRM]
	OMA Digital Rights Management V1.0
OMA Digital Rights Management V2.x

	
	

	
	<< Add/Remove reference rows as needed! >>


6.1.1.10 Content Protection
	Label
	Description
	Enabler Release

	DCD-PROT-001
	The DCD content SHOULD be possible to be protected by utilizing the OMA DRM enablers [OMA-DRM] so that the usage rights of the DCD content can be specified and the DCD content might be bound to a specific handset.
	

	DCD-PROT-002
	If DRM Agent compliant to OMA DRM is available in the handset, the DCD client SHOULD be able to render OMA DRM protected DCD content as specified in the rights information of associated Rights Objects.
	

	DCD-PROT-003
	If DRM Agent compliant to OMA DRM is available in the handset, and there is no Rights Objects associated to a DCD content to be rendered by the DCD client, the DCD client SHOULD be able to initiate Rights Object acquisition process.
	

	DCD-PROT-004
	OMA DRM SHALL be used to express and enforce the content expiry information of DCD content.
	

	DCD-PROT-005
	If DCD server delivers OMA DRM protected DCD content, the DCD server SHOULD be aware of the version of OMA DRM that each target handset supports and protect DCD content by using that version of OMA DRM. 
	


Table  AUTONUM  \* Arabic : High-Level Functional Requirements – Content Protection
6.1.1 Security

	Label
	Description
	Enabler Release

	DCD-SEC-001
	The Client Application SHALL authenticate the source of any subscription information prior to accepting any information.
	

	DCD-SEC-002
	The Client Application SHALL authenticate the Content Server when it initially tries to push content.
	

	DCD-SEC-003
	The Content Server SHALL authenticate the Client Application when it tries to retrieve content.
	

	DCD-SEC-004
	The Content Server SHALL authenticate the Client Application when it tries to retrieve/alter a subscription list.
	

	DCD-SEC-005
	The source of any subscription information SHALL authenticate the User before sending any subscription information.
	

	DCD-SEC-006
	The DCD SHALL ensure that only authorized agents are permitted to update DCD provisioning information on client devices.
	

	DCD-SEC-007
	Upon detection that a change of subscriber has occurred for a device with previously activated DCD service, the DCD enabler SHALL prevent access to all device-resident DCD subscription information of the previous subscriber, as specified by previous subscriber.
	

	DCD-SEC-008
	The DCD Enabler SHALL support secure delivery of DCD content.
	

	DCD-SEC-009
	The DCD Enabler SHALL support specification of security requirements for each channel.
	

	DCD-SEC-010
	The DCD client SHALL support logging of security violations, e.g. attempted DCD content delivery by an unauthorized content server.
	

	
	
	


Table  AUTONUM  \* Arabic : High-Level Functional Requirements – Security Items

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend the group to discuss this input contribution and add new requirements to draft RD
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