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1 Reason for Contribution

This input contribution is intended to provide call flow use cases to the DCD TS Call Flows.

2 Summary of Contribution

This contribution proposes 13 use cases of call flows for Content Delivery of DCD over point-to-point bearers, including:
· First registration
· Four-way registration for authentication
· Keep alive
· Client state report

· Usage tracking report

· Suspend / resume server push

· Subscription changes

· Pushed content

· Pushed service options and channel settings

· Client settings update

· Advice of charge (AOC)

· Shutdown the client

· Re-enable the client and service
3 Detailed Proposal

5. DCD Call Flows – Point-to-Point

5.1 Use Case 1 – First Registration

This is the call flow use case that illustrates the first registration of DCD Client in a DCD Server, which is the “out of the box” activation of a pre-installed DCD-Enabled Client Application.
The call flows illustrate the logical steps to complete the first registration. The solid lines represent the necessary steps of first registration, and the dash lines represent the optional steps of content delivery after the first registration. It is noted that some or all logical steps may be aggregated into a single message in implementation.
The DCD Client registers with a DCD Server upon first request from a DCD-Enabled Client Application using that DCD Server, or upon the installation of the DCD Client. Subsequent DCD-Enabled Client Application using the same DCD Server can be served via the existing session / authentication context between the DCD Client and DCD Server, as long as the session / authentication context is valid.
5.1.1 Assumption

The device may be pre-configured with a default DCD Service URL for one or more applications. It is up to the application to initiate the service registration, via the DCD Client. The DCD Server should be implied by the service URL supplied by the application
5.1.2 Call Flows


[image: image1.emf]DCD Client DCD Server

Client Capability Request (Session-ID)

Version Discovery Request

Version Discovery Response

Service Registration Request

Service Registration Response (Session-ID)

Client Capability Response

Content Update Request (Session-ID, and specific Channel IDs)

Update client capabilities

Authentication

Content Update Request (Session-ID)

Content Update Response (details of Content and metadata)

Content Update Response (details of Content and metadata)


Figure 1: Use Case 1 – First Registration

5.1.3 Notes

1. The DCD-Enabled Client Application requests DCD Client to register with a DCD Service, addressed by URL. The DCD Client registers with the DCD Service on behalf of the DCD-Enabled Client Application. This includes the version discovery, service registration, authentication, and capabilities discovery phases.
a. “version discovery” is used to determine the protocol versions that are mutually acceptable to both the DCD Client and the DCD Server. The purpose is to ensure the forward compatibility when DCD Enabler versions evolve in the future.
b. “service registration” is used to establish a service session between the DCD Client and the DCD Server, which is a framework where the content delivery and control management functions work. The session is transport independent, and the Session-ID is used as the security context for authentication purpose after the session is established.
c. “capability discovery” is used for the DCD Client to communicate the client and device capabilities, for example, the supported transport bearers, charsets, languages, transfer encodings, buffer size, device display size, etc. to the sever so that the server can customize the content appropriate when deliver the content this DCD Client.
2. The registration is a one-to-one relationship between the DCD-Enabled Client Application and the DCD Service. A DCD-Enabled Client Application may have access to multiple channels from the same DCD Service, but the registration for them is a single relationship established for that DCD-Enabled Client Application by the DCD Client.

3. The DCD-Enabled Client Application requests content update from the DCD Service. The DCD Client forwards the request and receives a DCD Server response, them forwards the response to the DCD-Enabled Client Application. 
4. What the DCD-Enabled Client Application does with the content is application-specific, and will be out of scope of the call flow.
5.1.4 Error Handling when Service Registration Fails
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Figure 2: Use Case 1 – Error Handling in First Registration

1. When the “service registration” fails in the DCD Server, for example the authentication fails, the DCD Server shall return the an error code in the response. The error code indicates the specific errors.
2. The DCD Client may retry the service registration automatically, or may report the error to the DCD-Enabled Client Application for further error handling. The error handling includes an error handling policy, automatic retry or on-demand retry, etc.
Editor Note: the semantics document will cover error code details including expected behavior for DCD client and DCD server.
5.2 Use Case 2 – Alternative Four-way Registration for Authentication

This is the call flow use case that illustrates the 4-way registration for authentication. This is used to encrypt the user-sensitive information with the simple challenge-digest schema when transmitting in the service registration.

5.2.1 Assumption

The device may be pre-configured with a default DCD Service address for one or more applications. It is up to the application to initiate the service registration, via the DCD Client. The DCD Server should be implied by the service address supplied by the application
5.2.2 Call Flows
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Figure 3: Use Case 2 – Four-way Registration

5.3 Use Case 3 – Keep Alive

The purpose of this use case is to ensure that the service session between the DCD Client and the DCD Server can be kept on before the session expires. This is used to minimize the cases in which when the session expires, the service registration and initial authentication will be repeated where the user-sensitive information is transmitted in the initial service registration.
The DCD Client provides a common session Keep Alive for preserving the authentication context between DCD Client and DCD Server on behalf of all DCD-Enabled Client Applications using this DCD Server.
5.3.1 Assumption

The device may be pre-configured with a default DCD Service address for one or more applications. The DCD Server should be implied by the service URL supplied by the application
5.3.2 Call Flows
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Figure 4: Use Case 3 – Keep Alive

5.4 Use Case 4 – Client State Report

The purpose of this use case is to ensure that the server can know the status of the client and help to reduce ineffective update pushes. The client state report can be optionally requested by the DCD Server, or sent by the client upon certain predefined events. Typically the client state report will be exchanged for the purpose of flow control between the DCD Client and the DCD Server.
5.4.1 Assumption

The device may be pre-configured with a default DCD Service address for one or more applications. The DCD Server should be implied by the service address supplied by the application
5.4.2 Call Flows
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Figure 5: Use Case 4 – Client State Report

5.5 Use Case 5 – Usage Tracking Report

5.5.1 Assumption

The device may be pre-configured with a default DCD Service address for one or more applications. The DCD Server should be implied by the service address supplied by the application. The usage tracking report can be optionally requested by the DCD Server for a specific application, or sent by the client upon certain predefined events.
Editor Notes: in the event that tracking information is designed to be opaque to the DCD Enabler, it is sufficient to define just two interfaces: tracking-info-producer between DCD Client and DCD-Enabled Client Application, and tracking-info-consumer between the DCD Server and DCD Content Provider or an authorized 3rd party. In the event that the DCD Enabler consumes tracking information to optimize its operations, it is required to define the schema for the tracking information.
5.5.2 Call Flows
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Figure 6: Use Case 5 – Usage Tracking Report

5.6 Use Case 6 – Suspend / Resume Server Push

The purpose of this use case is to ensure that in respone of the user / application suspension request, the server’s “push” functions can also be suspended to minimize the cases in which it attempts server-initiated updates (Push) when the client is suspended. For clients that may be configured for only intermittent channel updates (e.g. subscribing only to a daily-updated channel), this helps to reduce ineffective update pushes too.

5.6.1 Assumption

The device may be pre-configured with a default DCD Service address for one or more applications. The DCD Server should be implied by the service address supplied by the application
5.6.2 Call Flows – Client-initiated
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Figure 7: Use Case 6.1 – Client-initiated Suspend / Resume Server Push

5.6.3 Call Flows – Server-initiated
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Figure 8: Use Case 6.2 – Server-initiated Suspend / Resume Server Push

5.7 Use Case 7 – New Subscription or Subscription Changes

5.7.1 Assumption

The device may be pre-configured with a default DCD Service address for one or more applications. The address Server should be implied by the service URL supplied by the application.
Device user or DCD-Enabled Client Application use browser-based subscription. DCD Server notifies the DCD Client on new subscription or subscription changes.
5.7.2 Call Flows
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Figure 9: Use Case 7 – Subscription Changes

5.8 Use Case 8 – Pushed Content

This is the use case that the content update is pushed to the DCD Client, and the DCD Client delivers it to the DCD-Enabled Client Application.
5.8.1 Assumption

The device may be pre-configured with a default DCD Service address for one or more applications. The DCD Server should be implied by the service address supplied by the application.
The precondition of this flow is that there have been subscriptions for the subject content.
The Application-ID is part of Metadata, and it is included for the purpose of showing the application is the target of the content.
5.8.2 Call Flows
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Figure 10: Use Case 8 – Pushed Content

5.9 Use Case 9 – Pushed Service Options and Channel Settings

This is the use case that the DCD service options and channel settings  is pushed to the DCD Client, e.g. channel scheduling, channel address (URL) update etc. There is no notification provided to the application as this is internal to the DCD Enabler.
5.9.1 Assumption

The device may be pre-configured with a default DCD Service address for one or more applications. The DCD Server should be implied by the service address supplied by the application.
5.9.2 Call Flows
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Figure 11: Use Case 9 – Pushed Service Options and Channel Settings

Alternatively, there are two other cases. In case of low bandwidth push, the server may only deliver the notification, and the client needs to originate another transaction to retrieve the new channel metadata.
In case of no push at all, the client may receive the new channel metadata as part of normal content update, or originate the transaction to check if the new channel metadata is available.







5.11 Use Case 10 – Advice of Charge (AOC)

5.11.1 Assumption

The DCD Client is pre-configured with the base service address of a default DCD Server.
5.11.2 Call Flows
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Figure 12: Use Case 10 – Advice of Charge (AOC)

5.12 Use Case 11 – Disable the Client

5.12.1 Assumption

The DCD Client is pre-configured with the base service address of a default DCD Server.
5.12.2 Call Flows
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Figure 13: Use Case 11 – Disable the Client

In normal situation, the server will deliver the “disable message” in the notification. It is presumed that all DCD Content related to this DCD Client will be deleted.
5.13 Use Case 12 – Re-enable the Client
5.13.1 Assumption

The DCD Client is pre-configured with the base service address of a default DCD Server.
5.13.2 Call Flows
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Figure 14: Use Case 12 – Re-enable the Client
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this contribution be discussed and accepted as the baseline.
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