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1 Reason for Contribution

This contribution proposes text to fill the section 4 for the AD Security Considerations.
Based on the requirements given in the RD in: 
· section 6.1.2 Security the following requirements are given.

· section 6.1.7 Privacy the following requirements are given.
the contribution propose information to identify aspects of security to be considered in the TS phase.
2 Summary of Contribution

This contribution proposes text to section 4.2 with respect to Authentication and Authorization, Delivery Security, and Content Protection.
3 Detailed Proposal

FIRST input to section 4.2:
4.2 Security Considerations

The security mechanism provides the protection to the DCD service environment. The following aspects of security are considered:  

· Authentication and Authorization

The DCD Client is required to authenticate itself to the DCD Server prior to any DCD service requests.
The DCD Client and other DCD actors have to be authorized to the DCD Server prior to any DCD service requests.
The following specific cases are to be considered:

DCD provisioning information: The DCD service needs to ensure that only authorized actors are permitted to update DCD provisioning information. In case of information on DCD Client’s devices a user’s confirmation might be requested, if necessary. 

Content Access Control due to Privacy: Upon the subscriber’s privacy options, the DCD Client might also be required to deny access to the content on the subscriber’s device unless the subscriber’s identity has been verified.

Content Access Control due to a device’s subscriber change: In case of a subscriber change for a device with previously activated DCD Service, the DCD Client should prevent access to all device-resident DCD subscription information of the previous subscriber, as specified by previous subscriber.

· Delivery Security

The DCD service will apply the same measures of security for DCD Content and DCD Content notification delivery as specified for the used delivery mechanisms, e.g. [OMA-BCAST].

If needed, the DCD service needs to provide a secure delivery of DCD Content. The DCD service supports specification of security requirements on a per Channel basis with the same measures as specified for the used delivery mechanisms.
· Content Protection

The DCD service can permit the DCD Content to be protected by utilizing the OMA DRM [OMA-DRM].

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this contribution be discussed in the next meeting or conference call.
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