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1 Reason for Contribution

During the DCD meeting on 31 May 2006, an action item was generated to revise section 4.2, Security Considerations, in the DCD Architecture Document (AD).  This contribution suggests modification to section 4.2 as it appears in the document OMA-AD-DCD-V1_0-20060602-D.  Note that this section in the latest revision is identical to the 20060526 version of the AD that was discussed during the meeting in which the action item was created.
2 Summary of Contribution

This contribution suggests revision to section 4.2 (Security Considerations) of the DCD AD.  In this section, there were three primary aspects of security to consider: Authentication and Authorization; Delivery Security; and Content Protection.  The second and third bullet items under Authentication and Authorization, while pertaining loosely to user authentication and authorization, are actually more related to privacy.  These considerations arise from the confidentiality of content and subscription information spelled out in the RD by requirements DCD-PRV-001 and DCD-SEC-004.  Therefore, this contribution proposes to move these two bullet items into a new category of security consideration: “Content and Subscription Information Privacy.”  The existing authentication and authorization section is modified to accommodate the removal of the sub-bulleted text.

The entirety of Section 4.2 from the AD is duplicated below to show the context for the proposed changes.
3 Detailed Proposal

4.2 Security Considerations

The security mechanism provides the protection to the DCD service environment. The following aspects of security are considered:
· Authentication and Authorization

The DCD Client and the DCD Server should have the ability to authenticate themselves, i.e. to establish a session, prior to any DCD service requests.  The DCD Enabler should support a network-independent authentication mechanism between the DCD Client and DCD Server (e.g., Digest Authentication). The DCD Client and other DCD actors have to be authorized by the DCD Server prior to any DCD service requests.


Specifically regarding DCD provisioning information, the DCD service needs to ensure that only authorized actors are permitted to update DCD provisioning information. In case of information on DCD Client’s devices, a user’s confirmation might be requested, if necessary.
· 
· 
· Delivery Security

The DCD service will apply the same measures of security for DCD Content and DCD Content notification delivery as specified for the used delivery mechanisms, e.g. [OMA-BCAST].

If needed, the DCD service needs to provide a secure delivery of DCD Content. The DCD service supports specification of security requirements on a per Channel basis with the same measures as specified for the used delivery mechanisms.
· Content Protection

The DCD service can permit the DCD Content to be protected by utilizing the OMA DRM [OMA-DRM].
· Content and Subscription Information Privacy
The DCD Client has a responsibility to protect the privacy of, and restrict access to, DCD Content and subscription information contained within a DCD-enabled device.  It is envisioned that devices utilizing a DCD service will allow the subscriber identity to change over the life of a device, either temporarily or permanently.  Special consideration must be taken into account to ensure the confidentiality of DCD Content and subscription preferences accessible by the user.  Specific cases to be considered include:
· Content Access Control due to Privacy: Based upon the subscriber’s privacy options, the DCD Client might be required to deny access to the content on the subscriber’s device unless the subscriber’s identity has been verified.

· Content Access Control due to a device’s subscriber change: In case of a subscriber change for a device with previously activated DCD Service, the DCD Client should prevent access to all device-resident DCD subscription information of the previous subscriber, as specified by previous subscriber.

Editor notes:

The following Technical Specifications (TS) will be developed:

1. DCD Call Flows – defines the call flow use cases over point-to-point and broadcast bearers

2. DCD Semantics – defines the semantic definition of protocol primitives and information elements (refer to section 6.1).

3. DCD Syntax – defines the syntactical representations of the protocol primitives that is independent of transport bearers (refer to section 6.1)

4. Binding with other Enablers– defines the interface with other enablers (refer to section 6.1)

5. DCD Metadata – defines the channel and content  metadata, including the Application Profile  (refer to section 6.1)
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the DCD group accept this contribution for discussion at the next regularly scheduled meeting and furthermore accept the proposed changes into the DCD AD.
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