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1. Scope
(Informative)

This document defines the architecture of Dynamic Content Delivery (DCD) Enabler. This architecture is based on the requirements listed in the DCD Requirement Document [DCD-RD].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Interface
	See [OMA-DICT].

	Application Profile (AP)
	The Application Profile (AP) is the set of definitions and rules that allow the DCD Client to interpret the DCD Content for a particular DCD-Enabled Client Application.

	Application Profile Interaction Functions (APIF)
	The Application Profile Interaction Functions (APIF) is the set of DCD Client functions related to the processing of DCD Content for a DCD-Enabled Client Application. The APIF is driven by the Application Profile.

	Channel
	See [DCD-RD]

	Channel Metadata
	The Channel Metadata is a set of static settings and rules for handling delivery of the DCD Content and administering the DCD Service for a particular channel (e.g. delivery, storage, notification rules). Channel Metadata is associated with the channel’s content types. The Application Profile is a part of Channel Metadata. 

	Content Metadata
	The Content Metadata is a set of dynamic settings and rules for handling delivery of the DCD Content. Content Metadata is associated with a particular unit of content and may include rules and settings for content expiry, replacement, fragmentation, etc.

	DCD Client
	See [DCD-RD]

	DCD Content
	See [DCD-RD]

	DCD-Enabled Client Application
	See [DCD-RD]

	DCD Server
	See [DCD-RD]

	DCD Service
	See [DCD-RD]

	DCD Service Provider
	See [DCD-RD]

	Dynamic Content Delivery
	See [DCD-RD]

	Personalization
	See [DCD-RD]

	Service Guide
	See [DCD-RD]


3.3 Abbreviations

	AP
	Application Profile

	APIF
	Application Profile Interaction Functions

	APSI
	Application Profile Specific Interface

	BCAST
	Mobile Broadcast

	DCD
	Dynamic Content Delivery

	
	

	MCC
	Mobile Charging and Commerce

	MIME
	Multipurpose Internet Mail Extensions


4. Introduction
(Informative)

The Dynamic Content Delivery (DCD) Enabler is expected to enhance a mobile user’s experience through the periodic delivery of personalised or customized content to a device. Such content may be based on the subscription and preferences of the user, operator or service provider. As a complementary delivery mechanism to the existing mechanisms, e.g. browsing, messaging, etc., it will reuse as much existing technology as possible, while providing the added benefits of delivery control management, and an enhanced user experience. The content delivery should support various network technologies (i.e. network types and/or bearers), and may operate autonomously in the background.  
The content types and formats used by DCD will, wherever possible, be consistent with those of the established mechanisms. The DCD Enabler enables an application and its content delivery to be enhanced by making it available asynchronously and through automatic means though it does not specify detailed DCD applications, or how to render the content of those applications. The DCD Enabler is agnostic to different content types used by different applications.

This document defines the architecture of the Dynamic Content Delivery (DCD) Enabler based on the DCD requirements defined in [DCD-RD].
At first in section 5.2, the overall DCD architecture diagram is introduced, including its logical entities and interfaces. The DCD architecture diagram shows the DCD Enabler in the context of network transport bearers, supporting functions within DCD scope and with limited scope, dependencies, and internal and external interfaces. Thus the primary focus of the DCD Enabler is explicitly shown in the overall architecture.

Secondly in section 5.3, the DCD functional entities and interfaces are described in details, including internal entities, external entities, internal interfaces and external interfaces.

Finally in chapter 6, the DCD Enabler protocol stack is introduced to better describe the end-to-end content delivery flows and how the DCD Enabler handles the content delivery between the DCD Client, DCD Server and the DCD-Enabled Client Application.
4.1 Planned Phases

This entire architecture will be implemented in phase 1, and there are no plans for future phases.
4.2 Security Considerations

The security mechanism provides the protection to the DCD service environment. The following aspects of security are considered:
· Authentication and Authorization

The DCD Client and the DCD Server should have the ability to authenticate themselves, i.e. to establish a session, prior to any DCD service requests.  The DCD Enabler should support a network-independent authentication mechanism between the DCD Client and DCD Server (e.g., Digest Authentication). The DCD Client and other DCD actors have to be authorized by the DCD Server prior to any DCD service requests.

The following specific cases are to be considered:

· DCD provisioning information: The DCD service needs to ensure that only authorized actors are permitted to update DCD provisioning information. In case of information on DCD Client’s devices, a user’s confirmation might be requested, if necessary.
· Content Access Control due to Privacy: Based upon the subscriber’s privacy options, the DCD Client might also be required to deny access to the content on the subscriber’s device unless the subscriber’s identity has been verified.

· Content Access Control due to a device’s subscriber change: In case of a subscriber change for a device with previously activated DCD Service, the DCD Client should prevent access to all device-resident DCD subscription information of the previous subscriber, as specified by previous subscriber.

· Delivery Security

The DCD service will apply the same measures of security for DCD Content and DCD Content notification delivery as specified for the used delivery mechanisms, e.g. [OMA-BCAST].

If needed, the DCD service needs to provide a secure delivery of DCD Content. The DCD service supports specification of security requirements on a per Channel basis with the same measures as specified for the used delivery mechanisms.
· Content Protection

The DCD service can permit the DCD Content to be protected by utilizing [OMA-DRM].



1. 
2. 
3. 
4. 
5. 
5. Architectural Model

The DCD Enabler is realized as client- server architecture. It uses and interacts with other network internal as well as external to OMA and non-OMA enablers.
5.1 Dependencies

The DCD Enabler can use other OMA Enablers.

· The DRM Enabler SHOULD be used for content protection and is described in [DRM-AD].

· The MCC Enabler SHOULD be used for charging and is described in [MCC-AD].

· The DM Enabler SHOULD be used for the service provisioning and is described in [DM-AD].

· The PUSH Enabler SHOULD be used for the service and system functions as well as content delivery, and is described in [PUSH-AD].

· The Browsing Enabler SHOULD be used for the service and system functions including content delivery and is described in [Browsing].
· The BCAST Enabler SHOULD be used for service administration and content delivery and is described in [OMA-BCAST].
· The CBCS Enabler MAY be used for the content filtering and is described in [CBCS-AD].

· The CSCF Enabler MAY be used for the content screening and is described in [CSCF-AD].

· The UAPROF Enabler SHOULD be used for the adaptation of content based on device capabilities and is described in [UAPROF].
· The DPE Enabler SHOULD be usable for the adaptation of content based on device capabilities and is described in [DPE-RD].
· The 3GPP SMS MAY be usable for service administration and content delivery and is described in [3GPP SMS].

· The 3GPP Cell Broadcast (CBS) MAY be usable for service administration and content delivery and is described in [3GPP CBS].
In order to support the DCD service, the DCD Enabler might have additional external interfaces to content management systems and personalization sources that may be internal or external to the service provider (e.g. Presence Enabler, Location Enabler). If those personalization sources are used, the Presence Enabler described in [OMA-Presence] and the Location Enabler described in [OMA-LOC] SHOULD be used for presence and location information.

5.2 Architectural Diagram

Figure 1 describes the functional entities and interfaces that are involved in the support of the DCD service.
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Figure 1: Dynamic Content Delivery Architectural Model

The internal functions defined in the DCD Server are the DCD Service Application, DCD Service Distribution / Adaptation, and DCD Service / Subscription Administration. In the DCD Client, similar functions are also defined.

The DCD Enabler has several internal functionalities for which the scope of standardization is limited to defining the ability of the DCD entities to interface with external entities / enablers for these functions. Those functionalities include the content aggregation, personalization / filtering and content protection functions. The scope of these functions in DCD is expected to be limited to:

· referencing defined interfaces as already available for these functions through OMA or elsewhere, or 
· where defined interfaces are not available, describing in general terms the type of capabilities that may be supported via these functions, and leaving the interfaces themselves for further work (outside standardization, or for future development as new/enhanced OMA enabler functions)
The Application Profile Specified Interface (APSI) is a generic interface for the interaction between the DCD Client and the DCD-Enabled Client Application (e.g. notification on content delivery).

5.3 DCD Content Packaging
The DCD Content is packaged using a layered “envelope” model. Each envelope contains Content Metadata and the nested envelope. The processing tier (i.e. the DCD Server or the DCD Client) uses appropriate Channel and Content Metadata to operate on the nested envelope prior to delivery to the next tier. Generally, the content inside the nested envelope is opaque for the processing tier, though the processing tier may operate on the Content Metadata for the next tier. The envelope model ensures that the DCD Enabler operations are generic and independent from the content type.
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Figure 2: DCD Packaging – Envelope Model
1. The DCD Server envelope contains the DCD Client envelope and Content Metadata for the DCD Server. This metadata is used by the DCD Server to handle the DCD Client envelope prior to delivery to the DCD Client.

2. The DCD Client envelope contains the DCD Content envelope and Content Metadata for the DCD Client. This metadata is used by the DCD Client to handle the DCD Content envelope prior to delivery to the DCD-Enabled Client Application.DCD-Enabled Client Application
3. The DCD Content envelope contains the DCD Content payload and Content Metadata for the DCD-Enabled Client ApplicationDCD-Enabled Client Application. This metadata is out of scope for the DCD. 

5.4 Registration with the DCD Enabler
[image: image4.jpg]App.1 App.2 CP.1 CP2
¥ ¥ S
DCD Client —% DCD Server
Channel Appa PR3
Metadata,

registering

{}

App4

{}

CP4

Channel
Metada

registering




Figure 3: Registration with the DCD Enabler

The DCD-Enabled Client Application registers with the DCD Enabler by interacting with the application plug-in interface of the DCD Client. The plug-in interface allows dynamic registration of new services and applications. Upon registration, the application supplies Channel Metadata (incl. the Application Profile or parts of it). The Channel Metadata provided by an application is not limited to the DCD Client operations and may also include settings for the DCD Server, if appropriate. 

The DCD-Enabled Client Application may be preinstalled on the device and preregistered with the DCD Client “out-of-the-box”.

The DCD Content Provider registers with the DCD Enabler by interacting with the Content Provider plug-in interface of the DCD Server. The plug-in interface allows dynamic registration of new services and content. Upon registration the content provider supplies Channel Metadata. The Channel Metadata provided by a Content Provider is not limited to the DCD Server operations, and may also include settings for the DCD Client (e.g. Application Profile).
The DCD service is established when both the DCD-Enabled Client Application and the appropriate DCD Content Provider are registered with the DCD Enabler.

Figure 3 shows the DCD Server being shared by DCD Content Providers and the DCD Client being shared by DCD-Enabled Client Applications. Both the DCD Server and the DCD Client are assumed here as logical entities; therefore the plug-in registration model is appropriate for various deployment topologies (e.g. container model with the pool of dedicated DCD Client or Server instances).

5.5 Functional Components and Interfaces

5.5.1 DCD Functional Entities

5.5.1.1 DCD Client

The DCD Client resides on the mobile terminal and is used to access the DCD server.

The DCD Client SHALL be able to provide support for:

· Administration Function:
· Service registration procedure

· Logging capability of security violations and statistics 
· Content discovery
· Subscription handling
· Alignment  of subscription information between DCD Client and DCD Server 
· Activation/De-activation
· Application Profile Interaction Function (APIF) - is the set of DCD Client functions related to the processing of DCD Content for a DCD-Enabled Client Application. The Application Profile Interaction Functions are driven by the Application Profile.
· The Application Profile includes, but is not limited to, the following elements:

· Application-Id – identifies the type of client applications that handles the DCD Content in a consistent way with the definitions and rules.

· MIME Types – describe the MIME types that are supported by this type of applications

· Data Handling Rules – specify the rules that the DCD Client uses to interpret application specific data (i.e. DCD Content and the Content Metadata for the DCD-Enabled Client Application)
· Content Storage Management – allows this type of applications to request specific content storage options or actions provided by the content storage of DCD Client, e.g:

· Content storage allocation and reservation in DCD Client

· Content retention policies in the content storage of DCD Client

· Content delivery functions 
· Push / Pull Content delivery on demand or scheduled or prefetched
· Broadcast and P2P delivery
· Connection profile handling (service address and security)

· Content data handling (e.g. storage, meta data, expiration time)

· Specific content delivery functions:

· Client content storage and delivery policy handling 

· Provide content adaptation and distribution support for bandwidth efficiency

· Priority handling for content delivery
· Transport layer delivery confirmation

· Channel filtering / customization function

· The Channel filtering / customization function at the client allows the user and the Service Provider to customize the user’s subscription to DCD channels broadcast from a DCD Server to that client. The channel filtering / customization function filters broadcast channels at the client, for example, when:

· A Channel is not subscribed to by the user;

· The subscription period to a channel has expired;

· A Channel is no longer active;

· The subscription to a channel is limited.

· APIFs – the DCD Client provides a set of functions to DCD-Enabled Client Applications for the purpose of accessing DCD enabler services. These include the following:
· Service Registration
· Registration with a DCD service provider

· This allows a DCD-Enabled Client Application to register with a specific DCD service provider or any available (e.g. a default) DCD service provider.

· Un-registration with a DCD service provider
· This allows a DCD-Enabled Client Application to un-register with a specific service provider, which is already registered. 
· Notification of DCD service provider registration changes

· This allows a DCD-Enabled Client Application to receive notifications that the registration state with a DCD service provider has changed. For example, the DCD-Enabled Client Application can be informed that prior registrations are no longer valid, and the DCD-Enabled Client Application needs to re-register:

· Where a subscriber change has occurred, and existing registration information erased

· Where a DCD service provider has terminated the registration with the DCD-Enabled Client Application
· Service Discovery
· Discovery of DCD services available via the DCD service provider

· This allows a DCD-Enabled Client Application to request a description of the DCD services that are available from content providers via the DCD service provider. The DCD-Enabled Client Application may present this information to the user for service subscription and/or content selection purposes. The DCD enabler may reuse elements of other OMA enablers for this purpose, e.g. the BCAST Service Guide data model.

· Notification of DCD services change via the DCD service provider

· This allows a DCD-Enabled Client Application to receive notifications that a service description update is available from the DCD service provider. The DCD enabler may reuse elements of other OMA enablers for this purpose, e.g. as provided by [OMA-BCAST].
· Subscription to DCD services available via the DCD service provider

· This allows a DCD-Enabled Client Application to request subscription to a content provider service via the DCD service provider. The DCD enabler may reuse elements of other OMA enablers for this purpose, e.g. as provided by [OMA-BCAST].

· Content Update
· Notification of new content delivery via DCD

· This allows a DCD-Enabled Client Application to receive notifications that new content has been delivered by the DCD enabler, and is available in the device’s storage.

· Requests for synchronous DCD service, and responses to those requests

· This allows a DCD-Enabled Client Application to request a content update via the DCD enabler, and receive the enabler’s response.

· Reception of asynchronously delivered content

· This allows a DCD-Enabled Client Application to receive new content that has been delivered asynchronously (Push or Broadcast) by the DCD enabler, and is available in the device’s storage.

· Session Management
· Selection of delivery options for subscribed DCD services

· This allows a DCD-Enabled Client Application to request changes to the content delivery options available for a subscribed DCD service. DCD service content delivery options may vary, and via this facility the DCD-Enabled Client Application can retrieve the available options and current settings for a subscribed service, and provide them in the UI for user information or control, as applicable.

· Notification of changes in Dynamic Client Capabilities
· This allows a DCD-Enabled Client Application to inform a subscribed DCD service of changes to the applications capabilities. The DCD enabler may reuse elements of other OMA enablers for this purpose, e.g. as provided by OMA Dynamic Profile Environment [DPE-RD].

· Notification of DCD service suspension and resumption

· This allows a DCD-Enabled Client Application to receive notifications that the operation of the DCD enabler has been suspended for various reasons. The DCD-Enabled Client Application may use this notification for arbitrary purposes, e.g. to update graphical UI elements (e.g. a “connection status” icon, or graying of menu options for manual updates) or suspend requests for synchronous DCD content updates.

· Requests for DCD service suspension and resumption

· This allows a DCD-Enabled Client Application to request the suspension and resumption of the DCD enabler operation on its behalf, for various reasons. 

· Storage Management
· Content storage management

· This allows a DCD-Enabled Client Application to request specific content storage options or actions provided by the DCD client content storage, as available for a subscribed DCD service. The DCD enabler may reuse elements of other OMA enablers for this purpose, e.g. as provided by OMA Persistent Storage [OMA-STOR]. Functions include:

· Reserve a certain amount of content storage.

· Erase the DCD-Enabled Client Application’s content in the content storage.

· Set DCD content storage content retention policies, as available to the user for a particular subscribed service.

The DCD Client SHOULD:

· Be able to interact with supporting enablers realized in mobile terminal and providing following functions respectively
· Broadcast

· Push
· 

· 

· Content protection

· Charging agent 
· Providing of an Advice of Charge to the user as directed by the DCD Server, with the option of requiring user confirmation to proceed with the related action, based upon the Advice of Charge
· Online charging as defined by [OMA-MCC]
· Offline charging as defined by [OMA-MCC]
· Browsing client

· Service and system functions as well as content delivery
· Any functions necessary for broadcast service
· Handle settings for delivery control provided by either DCD-Enabled Client Application or DCD Content Provider.
The DCD Client MAY:

· Be able to interact with supporting enablers realized in mobile terminal and providing following functions respectively
· Content filtering
· Personalization by re-use of existing interfaces to external OMA and non-OMA-enablers

5.5.1.2 DCD-Enabled Client Application

The DCD-Enabled Client Application resides on the mobile terminal and interacts with the DCD Client.
The DCD-Enabled Client Application SHALL be able to:

· Interact with the DCD Client via the Application Profile Specified Interface

5.5.1.3 DCD Server
The DCD Server implements the application level network functionality for the DCD service.

The DCD server SHALL provide:

· Service Administration

· Service registration procedure

· Logging capability of security violations and statistics

· Content discovery
· User’s / Content provider’s service and channel subscription management functions 

· Alignment  of subscription information between DCD Client and DCD Server 
· Activation/De-activation of clients
· Content delivery

· Push/Pull content delivery on demand or scheduled

· Broadcast and P2P delivery
· Specific content delivery functions:

· Client Content storage and delivery policy handling 

· Provide content adaptation and distribution support for bandwidth efficiency

· Priority Handling for Content Delivery (not for presentation purpose)

· Content expiration and update handling

· Connection profile handling (service address and security)

· Content delivery management of functions 

· Content Metadata for the DCD-Enabled Client Application to enable service functionality related to the DCD content

· Transport layer delivery confirmation

The DCD Server SHOULD:

· Be able to interact with supporting enablers realized in the network and providing following functions respectively
· Broadcast

· Push

· 

· Content Protection

· 

· Charging Agent 
· Based upon charging policies associated with DCD actions, directing the DCD Client to provide an Advice of Charge (AoC) to the user, with the option of requiring user confirmation to proceed with the related action, based upon the Advice of Charge
· Online charging as defined by [OMA-MCC]
· Offline charging as defined by [OMA-MCC]

The DCD Server MAY:

· Be able to interact with supporting enablers realized in the network and providing following functions respectively
· Personalization by re-use of existing interfaces to external OMA and non-OMA-enablers

· Content Aggregation Agent by re-use of existing interfaces to external OMA and non-OMA Enablers

5.5.2 External Entities providing services to the DCD system

5.5.2.1 Device Provisioning and Management Client

The Device Provisioning and Management Client is an external entity providing the provisioning functions to the DCD Client. It is able to:

· receive the initial parameters needed for DCD service sent by service provider by using mechanisms specified in [OMA-CP] or [OMA-DM].
· update the parameters needed for DCD service sent by service provider by using [OMA-DM] .

5.5.2.2 Device Provisioning and Management Server

The Device Provisioning and Management Server MAY perform the following functions that are needed in support of the DCD service:

· Initialization and updating of all the configuration parameters necessary for the DCD Client.

· Support of software update for application upgradeable handsets.

The detailed description of the functionalities is given in [OMA-CP], [OMA-DM], [OMA-FUMO] and [OMA-SCOMO].
5.5.2.3 Charging Entity

This is an external entity, which MAY reside in the operator's domain. This entity takes various roles, which network operators and / or service providers need to perform the charging activities.
This entity is specified in [OMA-MCC].
5.5.2.4 Presence Server

The Presence Service is an entity that SHOULD provide presence information of the DCD User for content personalization.
This entity is specified in [OMA-Presence].
5.5.2.5 Location Server

The Location Service is an entity that SHOULD provide location information for the content personalization.
This entity is specified in [OMA-LOC].
5.5.2.6 Categorization Based Content Screening Service

The CBCS Service is an entity that MAY provide content screening information for content filtering.
This entity is specified in [CBCS-AD].
5.5.2.7 Client-Side Content Screening Framework Service

The CSCF Service is an entity that MAY provide content screening information for the content filtering.

This entity is specified in [CSCF-AD].
5.5.2.8 Push Enabler Entities

DCD Enabler’s use of Push enabler entities and functions includes:

· Push Proxy Gateway (PPG)

· The DCD Server SHALL support use of PPG services for adaptation of Push operations to underlying bearers. The “Push Server” shown in Figure 1 represents the PPG entity.

· Push Access Protocol (PAP)

· The DCD Server SHALL support use of PAP to issue Push requests via the PAP service of a PPG.

· Push Over-the-Air protocol (Push-OTA)

· The DCD Server SHALL support use of the Push-OTA protocol to directly issue Push requests via underlying bearers. In this case the DCD Server provides this function of the “Push Server” shown in Figure 1.

· The DCD Enabler SHALL define a Push-OTA Application-ID for use in Push message routing to the DCD Client.

· The DCD Client SHALL support reception of Push content in the format delivered via Push-OTA.

· Push-OTA layer client (“Push Client” in Figure 1)

· The DCD Client SHALL support reception of Push content from the terminal’s Push Client.

The DCD Enabler MAY define DCD-specific MIME media types for DCD-specific Push content, e.g. for

· DCD Service Administration

· DCD Content Update
5.5.2.9 BCAST Enabler Entities


EN: Use for DCD services delivered via point-to-point bearers is for further study.

DCD Enabler use of the BCAST Enabler entities and functions includes:

· Service Guide Function
· The BCAST Service Guide Function MAY provide the following services:
· The Service Guide itself may be useful for publication of DCD service information, either for use by a common Service Guide Client, the DCD Client, or DCD-Enabled Client Applications. The DCD Enabler SHOULD support use of the BCAST Service Guide for publication of DCD service information.

· The distribution of the Service Guide could occur via the BCAST Service Guide Distribution function, or direct between the DCD Server and DCD Clients. The DCD Enabler SHOULD support use of BCAST Service Guide Distribution for distribution of DCD service information.

· File Distribution Function
· BCAST File Distribution will enable efficient filecast delivery of DCD content to BCAST-enabled DCD Clients.

· The DCD Enabler SHOULD support use of the BCAST File Distribution Function for delivery of DCD content. This includes:

· DCD Server use of the BCAST File Application Function for delivery of DCD content

· DCD Client use of the BCAST File Delivery Client Function for reception of DCD content

· Stream Distribution Function

· BCAST Stream Distribution will enable efficient streaming delivery of DCD content to BCAST-enabled DCD Clients.

· The DCD Enabler SHOULD support use of the BCAST Stream Distribution Function for delivery of DCD content. This includes:

· DCD Server use of the BCAST Stream Application Function for delivery of DCD content

· DCD Client use of the BCAST Stream Delivery Client Function for reception of DCD content

· Service and Content Protection Function
· BCAST Service Protection enables access control for BCAST channels via which DCD content can be delivered. Use of the channel as a delivery medium for DCD content filecasting presumes that DCD Client host terminals have access to the related BCAST channels. This may require pre-distribution of BCAST channel access rights to DCD/BCAST-enabled terminals, or dynamic distribution of BCAST channel access rights if these are affected by DCD service/content subscription actions. The DCD Enabler SHOULD support use of the BCAST Service Protection Function for controlling access to DCD content delivered via BCAST.

· BCAST Content Protection enables access control for individual DCD content items delivered via BCAST. This could be used to partition DCD content items into DCD channels, each item of which is governed by common rights. This may require pre-distribution of BCAST content access rights to DCD/BCAST-enabled terminals, or dynamic distribution of BCAST content access rights if these are affected by DCD service/content subscription actions. The DCD Enabler SHOULD support use of either the BCAST Content Protection Function or DRM Enabler directly for protecting individual DCD content items delivered via BCAST.

· Service Provisioning Function
· The BCAST Service Provisioning Function enables user subscription to a BCAST service, and payment related functions. The BCAST Service Provisioning Function may be useful for service provisioning of DCD services provided via BCAST.
· The DCD Enabler SHOULD support use of BCAST Service Provisioning for service provisioning of DCD services provided via BCAST.

· Notification Function
· BCAST Notification will enable efficient delivery of DCD notifications to BCAST-enabled DCD Clients.

· The DCD Enabler SHOULD support use of the BCAST Notification Function for delivery of notifications from DCD Servers to DCD Clients. This includes:

· DCD Server use of the BCAST Notification Event Function for delivery of DCD notifications

· DCD Client use of the BCAST Notification Client Function for reception of DCD notifications

Additional BCAST functions without specific dependency for the DCD Enabler are:

· Service Interaction Function

· The BCAST Service Interaction Function is focused on serving generic supplementary services that require user interaction. While this function could be useful to DCD-Enabled Applications on BCAST-enabled terminals, it falls outside the scope of the DCD Enabler. 

· Terminal Provisioning Function

· The BCAST Terminal Provisioning Function is a generic delivery enabler for terminal provisioning information over BCAST. While it could be useful for DCD Client and DCD-Enabled Client Application provisioning, these should be possible without any specific DCD Enabler role.
Why is this added here if no re-use in DCD ? suggest to remove it.
5.5.2.10 Profile Repository

The Profile Repository is an entity of the UAProf framework that stores device’s profile resources. The Profile Repository [UAProf]SHOULD provide information for content adaptation.
This entity is specified in [UAProf]. 

5.5.3 Interfaces

5.5.3.1 Interface DCD-1

DCD-1 interface is a bi-directional point-to-point interface between the DCD Service Distribution / Adaptation and the DCD Client. Via this interface the DCD Client sends content requests to the DCD Server, and receives responses. The DCD Client can be invoked to send requests to the DCD server via DCD-1 interface as a result of several triggers, e.g.: 

· automatic request per content upon a predefined schedule
· automatic request upon stored content expiration
· on-demand request of the DCD-Enabled Client Application, e.g. upon end-user interaction or application-specific function
· on-demand request due to DCD Server Push notification
5.5.3.2 Interface DCD-2

DCD-2 interface is a uni-directional point-to-point interface between the DCD Service Distribution / Adaptation and the DCD Client. Via this interface the DCD Server delivers notifications and/or content to the DCD Client, e.g.

· Notification of content update availability, for retrieval via DCD-1 or DCD-3 interface
· Notification of service guide update availability, for retrieval via DCD-3 or DCD-4 interface
· Direct delivery of content or service guide

· Notification or direct delivery of service administration action

Actions on this interface may be initiated by the DCD Server upon request of a Service Provider / Content Provider, or by the DCD Server itself.

5.5.3.3 Interface DCD-3

DCD-3 interface is a unidirectional point-to-multipoint interface between the DCD Service Distribution / Adaptation and the DCD Client. Via this interface the DCD Server delivers notifications, administration actions, or content to the DCD Client, e.g.

· Notification of content update availability, for retrieval via DCD-3 interface
· Notification of service guide update availability, for retrieval via DCD-3 interface
· Direct delivery of content or service guide

· Service administration action

Actions on this interface may be initiated by the DCD Server upon request of a Service Provider / Content Provider, or by the DCD Server itself.

5.5.3.4 Interface DCD-4

DCD-4 interface is a bi-directional point-to-point interface between the DCD Service / Subscription Administration and the DCD Client. Via this interface the DCD Client sends service subscription and administration requests to the DCD Server, and receives responses. 

The DCD Client can be invoked to send requests to the DCD server via DCD-4 interface as a result of several triggers, e.g.:
· Service registration actions

· Register

· Unregister

· Service administration actions, e.g.

· change channel delivery options

· change personalization/customization options

· suspend/resume service

· Service subscription actions

· request service guide

· subscribe/unsubscribe

· request advice of charge
Actions on this interface may be initiated by the DCD Client upon request of a DCD-Enabled Client Application, or by the DCD Client itself (e.g. automatic registration, or due to some DCD Server Push notification).

5.5.3.5 Interface EXT-1

EXT-1 interface is a non-specified interface via which the DCD Server interacts with Content Providers. The definition of this interface is beyond the scope of DCD V1.0. However, the following types of capabilities/actions possible via this interface may include:

· Content delivery via publication/syndication methods (e.g. RSS) or other scheduled/on-demand retrieval methods.

5.5.3.6 Interface EXT-2

EXT-2 interface represents a collection of interfaces via which the DCD Server interacts with OMA enablers or other non-OMA implementations, for the “scope-limited” functions shown in Figure 1, e.g. Personalization, Customization, Content Protection, Charging.

Interaction with other OMA enablers is governed by the published interfaces of the enablers. Interaction with non-OMA enablers is governed by existing standardized interfaces, or non-specified if no standardized interface exists.
OMA enablers that the DCD Server may interact with via this set of interfaces may include, for example:

· Presence

· Location

· Group Management (XDM)

· Charging

· Digital Rights Management

· Device Management

· Content Filtering

· Web Services Network Identity

· Device Profile

Non-OMA interfaces may include for example:

· Subscriber profile

· Non-OMA Identity Management frameworks, e.g. 3GPP Generic Authentication Architecture[3GPP-GAA]
5.5.3.7 Interface EXT-3

EXT-3 interface is a non-specified interface via which the DCD Server interacts with a Subscription Service. This interface enables the DCD Server to be integrated with external content subscription services in an overall DCD service context. An external subscription service may provide for example a web-based interface via which content providers or service providers (e.g. content aggregators) can manage content services, and users can discover/subscribe to content services. The Subscription Service interface could then provide a means to synchronize the DCD Server with the external actions.

The definition of this interface is beyond the scope of DCD V1.0. However, the types of capabilities / actions possible via this interface may include:

· Content service subscription

· Content service definition

· Content service administration, including subscriber-specific (e.g. delivery of personalization / customization data), and global (e.g. service guide data publication)

5.5.3.8 Interface EXT-4

EXT-4 interface represents a collection of interfaces via which the DCD Client interacts with OMA enablers or other non-OMA implementations, for the “scope-limited” functions shown in Figure 1, e.g. Personalization, Customization, Content Protection, Charging.

Interaction with other OMA enablers is governed by the published interfaces of the enablers. Interaction with non-OMA enablers is governed by existing standardized interfaces, or non-specified if no standardized interface exists.
OMA enablers that the DCD Client may interact with via this set of interfaces may include, for example:

· Browsing

· Presence

· Location

· Group Management (XDM)

· Charging

· Digital Rights Management

· Device Management

· Content Screening

· Web Services Network Identity

· Device Profile

Non-OMA interfaces may include for example:

· Non-OMA Identity Management frameworks, e.g. 3GPP Generic Authentication Architecture [3GPP-GAA].
5.6 Flows

5.6.1 Example Flows for Content Delivery
The legend used in this section is as follows:
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5.6.1.1 Example Flow for Terminal Initiated Content Delivery – Server Personalization
The figure below demonstrates the example flow for Content Delivery initiated by DCD-Enabled Client Application and the content is personalized by DCD Server.
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Figure 4: Example Flow for Content Delivery – Terminal Initiated, Server Personalization
1. DCD-Enabled Client Application sends a request to DCD Client, the identifier(s) of requested content is included in the request.

2. DCD Client sends a request to DCD Server, the identifier(s) of requested content is included in the request.

3. DCD Server gets content from Content Provider(s) or retrieves the already prepared content from content storage.

4. DCD Server gets personalization information from personalization source(s). This information includes but is not limited to Presence information, Location information, etc. And these personalization sources include but are not limited to the Presence Enabler and Location Enabler defined by OMA, etc.

5. DCD Server gets personalization information from DCD Client, if not available locally.

6. Content is personalized by DCD Server.

7. DCD Server delivers the personalized content to DCD Client.

8. DCD Client saves the personalized content to the local storage.

9. DCD Client sends Content Notification to DCD-Enabled Client Application.

10. DCD-Enabled Client Application presents the content to DCD User.

5.6.1.2 Terminal Initiated Content Delivery – Client Personalization
The figure below demonstrates the example flow for Content Delivery initiated by DCD-Enabled Client Application and the content is personalized by DCD Client.
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Figure 5: Example Flow for Content Delivery – Terminal Initiated, Client Personalization
1. DCD-Enabled Client Application sends a request to DCD Client, the identifier(s) of requested content is included in the request.

2. DCD Client sends a request to DCD Server, the identifier(s) of requested content is included in the request.

3. DCD Server gets content from Content Provider(s) or retrieves the already prepared content from content storage.

4. DCD Server delivers the content to DCD Client.

5. Content is personalized by DCD Client.

6. DCD Client saves the personalized content to the local storage.

7. DCD Client sends content notification to DCD-Enabled Client Application.

8. DCD-Enabled Client Application presents the content to DCD User.
5.6.1.3 Example Flow for Server Initiated Content Delivery – Server Personalization
The figure below demonstrates the example flow for Content Delivery initiated by DCD Server and the content is personalized by DCD Server.
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Figure 6: Example Flow for Content Delivery – Server Initiated, Server Personalization
1-8 The operation of Step 1 to Step 8 is identical to that of step 3 to step 10 in 5.4.1.1.
5.6.1.4 Example Flow for Server Initiated Content Delivery – Client Personalization
The figure below demonstrates the example flow for Content Delivery initiated by DCD Server and the content is personalized by DCD Client.
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Figure 7: Example Flow for Content Delivery – Server Initiated, Client Personalization
1-6 The operation of Step 1 to Step 6 is identical to that of step 3 to step 8 in 5.4.1.2.
5.6.2 Suspend / Resume
5.6.2.1 Suspend / Resume – Client Initiated Resume
The figure below shows one example of Suspend/Resume of content delivery, in which the DCD Client initiates the resumption.
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Figure 8: Client Initiated Resume
1. Content is being delivered between the DCD Server and DCD Client, and is being presented by the DCD-Enabled Client Application.

2. For some reason, (e.g. user request), the DCD Client suspends the content delivery.

3. The DCD Client sends the suspend request to the DCD Server.

4. Upon receiving the request, the DCD Server suspends the delivery, optionally saves the undelivered content. 

4.1 Then the DCD Server returns SUSPEND OK to the DCD Client.  

4.2 If there is a relationship between the Content Provider and end user, the DCD Server sends a suspend notification to the Content Provider.

5. The DCD-Enabled Client Application sends the resume request to the DCD Client.

6. The DCD Client sends the resume request to the DCD Server.

7. The DCD Server makes some decision re resume options according to the content type , dynamic device information and the user’s personalization information.  

7.1 Then if there is a relationship between the Content Provider and end user, the DCD Server sends a resumption notification to the Content Provider.

8. The DCD Server returns RESUME OK to the DCD Client.

9. The DCD Server resumes the content delivery.

5.6.2.2 Suspend / Resume – Server Initiated Resume
The figure below shows one example of Suspend/Resume of content delivery, in which the DCD Server initiates the resumption and interacts with the DCD Client for resumption.
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Figure 9: Server Initiated Resume
1. Content is being delivered between the DCD Server and DCD Client and is being presented by the DCD-Enabled Client Application. 

1.1 At some time, the Content Provider may send a suspend request to the DCD Server.

2. The DCD Server suspends the delivery which may be caused by the CP/SP’s request or that the DCD Client becomes inaccessible.

3. The DCD Server optionally sends suspend request to the DCD Client.

4. The DCD Client suspends. This step is optional because the DCD Client may be already shut down.

5. At some time the Content Provider may send a resumption request to the DCD Server. 

5.1 Then the DCD Server returns RESUME OK to the Content Provider.

6. The DCD Server makes some decision re resume options according to the content type, dynamic device information and the user’s personalization information.  

7. The DCD Server sends resume request to the DCD Client. The request may include resume options (i.e.re-personzlization, resume with no change.)

8. The DCD Client makes decision and returns response to the DCD Server. 

9. The DCD Server resumes the content delivery. 

5.6.2.3 Suspend / Resume – Alternate Flows
The DCD Client and DCD Server may initiate service resumption of a DCD service that was previously suspended by the other entity. Whether the resumption attempt is accepted may depend upon a policy applicable to the DCD service. Example cases are:

· A user suspends a DCD service via a web-based DCD service administration portal. The service administration portal informs the DCD Server which sends a Suspend request to the DCD Client. The DCD Client accepts the Suspend request. Later, the user selects DCD service resumption via the DCD-Enabled Client Application, and the DCD Client sends a Resume request for the DCD service. The DCD Server accepts the service resumption.

· A DCD Server is configured to suspend DCD service for a user when the user is roaming. As the user begins roaming, the DCD Server is informed, and sends a Suspend request to the DCD Client. The DCD Client accepts the Suspend request. Later, while still roaming, the user decides to resume DCD service to catch up on content updates. The user selects DCD service resumption via the DCD-Enabled Client Application, and the DCD Client sends a Resume request for the DCD service. The DCD Server accepts the service resumption.

· As an alternative to this flow, the DCD service in question is one in which the DCD service provider policy is that the service is not allowed to be provided when users are roaming, e.g. because the service is a free service and the DCD service provider does not want to pay data roaming rates for free services. In this case, the DCD Client Resume request is denied by the DCD Server.

· A user wants to suspend a DCD service because their prepaid balance for the DCD service is low. The DCD-Enabled Client Application sends a Suspend service request to the DCD Client, which forwards the request to the DCD Server. The DCD Server accepts the request. Later, the user adds funds to the DCD service prepaid account via a service administration portal provided by the DCD Service Provider, and selects that the DCD service should be resumed upon confirmation of the balance increase. The service administration portal instructs the DCD Server to resume the service, and the DCD Server sends a Resume request to the DCD Client. The DCD Client accepts the resume request. 

Because there may be multiple active DCD-Enabled Client Applications active in the mobile terminal, and for each there may be multiple active channels with different service policies (e.g. the suspend on roaming case as described above), DCD service suspend/resume should be applicable on a variety of bases:

· Suspend/resume DCD service for a single channel, for a specific DCD-Enabled Client Application

· Suspend/resume DCD service for multiple channels, e.g. all channels subscribed by a DCD-Enabled Client Application

· Suspend/resume DCD service for all DCD-Enabled Client Applications served by the DCD Client

· Note: suspend/resume for all applications is different from the disable/re-enable DCD  Client (e.g. deletion of the content occurs on the “disable” case only)

Service suspension should not prevent the user from being able to make an on-demand request for content update, if allowed by DCD service policy and if such on-demand interface is available. Suspension just halts the automatic operation of the enabler.
5.6.3 Web-Based Subscription with Resulting Establishment of Content Delivery via a DCD Channel
This subsection describes an example flow for subscription via a web-based UI, with the resulting DCD enabler actions (establishment of content delivery via a DCD channel). It illustrates the case in which an application does not directly utilize the DCD enabler “Service and Subscription Administration” function for service discovery/subscription, but involves the DCD enabler via two methods:

· DCD service registration by a DCD-Enabled Client Application that has been downloaded

· Subsequently, Content Provider notification to the DCD Server (e.g. via EXT-3 interface) of user subscription to an additional content service, for which a DCD-Enabled Client Application has already been installed.
In this example, a web-based Content Provider user interface (e.g. accessed via the device browser) is used to discover and subscribe to available content services. The flow covers two phases of this experience, which are separable:

· The initial discovery and subscription to a DCD-enabled content service, and download of a DCD-Enabled Client Application, which is installed and establishes a content service via DCD. Note the application download, installation, and DCD-enabled content service setup may occur transparently to the user, who continues to browse the Content Provider’s service guide.

· The subsequent discovery and subscription of additional content services available for the same DCD-Enabled Client Application, and establishment of content service via DCD
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Figure 10: Initial discovery and subscription to a DCD-enabled content service, and download of a DCD-Enabled Client Application, which is installed and establishes a content service via DCD

1. The user browses content services available from a Content Provider, selects a content service the user is interested in, and subscribes to it. The subscription includes a downloadable client (DCD-Enabled Client Application) providing access to various content.
2. The DCD-Enabled Client Application is downloaded and installed.
3. The DCD-Enabled Client Application requests to be registered with the content service, via the DCD Client. In this example it is assumed that the DCD-Enabled Client Application is pre-configured when downloaded, with the address of a DCD Server, and the address of the DCD-enabled content service to which the user has subscribed.
4. The DCD Client registers the DCD-Enabled Client Application with the DCD Server. It is required that a security context/session has already been established between the DCD Client and DCD Server. 
5. The DCD Client requests an initial set of content for the subscribed content service address.

6. Optionally, the content is retrieved from the Content Provider, and personalized/customized for the user. Alternatively, the content is fetched from DCD Server local storage and personalized/customized by the DCD Server.

7. The response to the DCD Client includes application content and DCD metadata (enabler operation control data). The DCD metadata in this case is assumed to be pre-defined for the content service. Based upon the directives in the DCD metadata, the DCD Client establishes the DCD channel service functions for the application, e.g. update schedule, content storage requirements, local enabler integration (e.g. local personalization/customization/charging), etc. After any necessary processing, the DCD Client stores the application content locally.

8. The DCD-Enabled Client Application is optionally notified that a content update is available. The notification includes the content service address to which the content is related, and the local address of the content.
The flow can continue immediately or later, with the user discovering and subscribing to additional content services for the same application.


[image: image13]
Figure 11: Discovery and subscription to a DCD-enabled content service, with pushed Subscription Notification and establishment a content service via DCD

1. The user browses content services available from a Content Provider, selects a content service they are interested in, and subscribes to it. The Content Provider detects that the user has already installed a DCD-Enabled Client Application for the service.
2. The Content Provider sends a Subscription Notification to the DCD Server, and includes the Subscriber ID and DCD metadata (e.g. Application ID, content address) for the content service.
3. The DCD Server sends a Push Message request to the Push Server, including the Push target address, Push Application ID for DCD Client (identifier for Push message routing by the Push Client), and DCD message. The DCD message is a DCD Notification of specific type “Subscription Notification”, and includes the DCD metadata (e.g. target Application ID, and the address of the content service to which the application has been subscribed). The Push server delivers the Push message to the Push client over the air.
4. The Push Client receives the Push message, and based upon the Push Application ID, delivers the message to the DCD Client.
5. The DCD Client optionally sends a Subscription Notification event to the DCD-Enabled Client Application via the APSI. The DCD Client includes the DCD metadata, e.g. content address to which the DCD-Enabled Client Application has been subscribed.
6. Unless already registered, the DCD-Enabled Client Application accepts the subscription notification, and sends a Registration request to the DCD Client, including the DCD metadata (e.g. its Application ID, DCD Server address, and the content address to which it wishes to establish DCD service). The DCD Client detects that the DCD-Enabled Client Application is already registered with the DCD Server. The flow then continues at step 5 in “Figure 10: Initial discovery and subscription to a DCD-enabled content service, and download of a DCD-Enabled Client Application, which is installed and establishes a content service via DCD”.
6. DCD Enabler Protocol Stack
6.1 DCD Enabler Protocol Stack
The DCD Enabler architectural model describes the interactions of DCD Enabler with other Enablers, as well as the dependencies on the transport bearers in the networks. 

Based on the interaction model, the DCD Enabler is viewed as a protocol stack with three layers as follows.
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Figure 12: DCD Enabler Protocol Stack

At the bottom, there is a DCD Enabler Transport Layer that delivers the DCD Content and related control management messages from the DCD Server to the DCD Client. The transport bearers may be point-to-point bearers such as HTTP and SMS, or broadcast bearers such as cell broadcast or BCAST, or push bearers. Based upon the interface being provided, the Transport Layer may reuse elements of OMA Enablers such as W-HTTP, Push, and BCAST, across point-to-point or broadcast bearers.
Above the DCD Enabler Transport Layer is DCD Enabler Content Delivery Layer that defines two aspects of the key DCD Enabler functions. One is the semantics definition of the DCD Enabler functions including the control management message types and informational elements. Thus the DCD Client and DCD Server can interoperate in terms of control management functions. The other is the syntactic mapping of the semantics functions, e.g. the standard payload structure of the DCD Content and related control management messages. There may be several types of payload structure depending on the transport bearer limitations. For example, it may be XML for HTTP, or SMS token table for SMS, etc. However, the application-specific data is opaque to the content delivery layer, and the definitions and interpretation rules are represented in Application Profile.
At the top, there is the DCD Enabler Application Profile and AP Interaction Functions that allow the DCD Client to interpret the DCD Content for a particular DCD-Enabled Client Application. At this layer, the channel and / or user-specific functions are applied, e.g. through integration with other Enablers not directly related to content delivery.
.

6.2 DCD Enabler Protocol Stack across DCD Entities

The DCD Protocol Stack across the DCD entities is illustrated as follows.

The application specific data is aggregated and generated in the DCD server as part of implementation of specific application and service based on a specific AP.

In the DCD Client, the APIF interchanges relevant information if needed between the DCD-Enabled Client Application and the DCD Enabler Content Delivery Layer (for example, the content update notification), and passes the application specific data (i.e. DCD Content and content meta data) delivered from the DCD Server to the DCD-Enabled Client Application.

The DCD-Enabled Client Application may use the APIF to communicate with the DCD Client.
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Figure 13: DCD Enabler Protocol Stack across DCD Entities
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