Doc# OMA-MAE-2006-0313-INP_Security_Landscape_re_PSTOR.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

Doc# OMA-MAE-2006-0313-INP_Security_Landscape_re_PSTOR.doc
Input Contribution



Input Contribution

	Title:
	OMA Security Landscape re PSTOR
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	TP

	Submission Date:
	23rd August 2006

	Source:
	A J Angwin

	Attachments:
	
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	
	
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	
	
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

AI 2005-0151, from 25th August 2005, is not yet closed. The submitter has already submitted some inputs re security in the context of PSTOR but to close the AI this input is provided.
2 Summary of Contribution

This input contribution examines the OMA enablers/WIs relating to the security landscape and assesses gaps in the context of PSTOR, the context of this AI being generated.
The net is that PSTOR should be able to suffice its needs using existing enablers and techniques and that engagement with SEC is performed.
3 Detailed Proposal

The activities, enablers or existing work items in progress or existing specs, in the OMA portfolio that address the security landscape in the context of PSTOR, whether directly or indirectly are, by category,:
· Content delivery security related activities
· Authentication/Authorisation related activities
· Access to content related activities
Content delivery security related activities
PSTOR itself does not deal with delivery protocols, it uses them. 

Content obtained through use of the Browser, download, MMS etc can all be subject to being stored in PSTOR. 

Each of these enablers deals with the necessary security of content delivery, e.g. the use of WTLS transport security for the WAP 1.x protocol stack, the use of the W-TLS for the WAP 2.0 HTTP/1.1 based protocol stack, etc.

The keys and certificates required for these protocols is also defined.

DRM may be used to securely deliver content with keys used to access it regardless of the life cycle management aspects.

OMA’s SEC group is working on an update to the above mechanism in the Security Common Functions WI.

While the issue of end to end security through the WAP proxy using WTLS is know its impact is mitigated and dealt with in the WAESpec as part of Browsing, which is the main context in which it occurs though perhaps not the only one.

Therefore it seems PSTOR needs do nothing specific in this area but it may be worth working with SEC and other groups as well as in MAE regarding our Browsing etc work to ensure any security risks due to intermediate nodes, e.g. proxies, is mitigated.

Authentication/Authorisation related activities
Authentication can be achieved through a number of ways in existing OMA specifications and work in progress including:
· http authentication (ID + Password)
· certificates based authentication using WTLS or W-TLS and PKI

Authorisation may be achieved through a number of ways 
· after suitable authentication 

· having the right keys available to access it

· after being granted explicit permission (PEEM + GPM)

In the context of PSTOR it is authorisation to access the store, to place content in, to access the content, to modify the content etc that is important. Thus mechanisms such as PEEM and GPM are likely to be valuable enablers to ultilise. 

Such authorisation might need to have some proof as to who is asking to access the store and to do this the authentication mechanisms may be helpful. However they do not look sufficient, e.g. how does the store trust an application ?
It seems possible that PEEM/GPM associated with accessing the store might provide the means to provide sufficient control. Consider this example; the browser accessing domain foo.com is able to store data in the PSTOR & only the browser can access the stored content from foo.com when the current context of the browser is associated with foo.com. This example is similar to the cookie case in ESMP. It could be made more or less controlling than the ESMP cookie case.
Again the SEC groups Security Common Functions work relates to this

Access to content related activities
Access to content is based on authorization. Such authorization is a policy, e.g. transport security must be used otherwise not access to valuable content on the server, or the user must be authenticated to access this service or the combination and more.
The above comments re content deliver and authentication/authorization related activities shows the current techniques in the kit bag within OMA. PSTOR should be able to satisfy its needs though the use of suitable authorization, which in turn will in all likelihood drag with it PEEM/GPM, authentication and possibly content delivery related techniques.
Conclusion

The application of existing or in progress OMA enablers, specifications should meet the requirements though examination is needed of some deployment issues such as intermediate nodes like proxies, to ensure system integrity.

However it is recommended discussions occur with SEC to ensure the appropriate approaches are adopted.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

MAE is requested to review and use as appropriate for future reference as PSTOR’s AD and TS activity proceeds 
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