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1 Reason for Contribution

AI 2006-0119, from the Vancouver meeting in April 2006, is not yet closed. 
The action provides in put re this action with an intent lead to closure of this action and the establishment of a suitable plan to address the issue.
2 Summary of Contribution

This input contribution examines the certificate issues in security for Browsing as expressed in the input contribution OMA-MAE-2006-0017R02 for Browser Interoperability.
The net is that many of the requirements seem fulfilled already, but there are some areas for investigation and potential work (see conclusions in section 3)
3 Detailed Proposal

Background:

Document OMA-MAE-2006-0017R02 raises the following points regarding addressing browsing security via the Browser Interoperability work item (page 8/18) based on the requirements outlined in the approved RD OMA-RD-BrowserInteroperability-V1_0-20060209-C (note the requirements are shown as “[BROWSER-IOP-XX].Description”
· [BROWSER-IOP-28] A mobile web browser MUST support transport security through at least one means of connection.

· WAE spec:

· New statement and SCR.

· [BROWSER-IOP-32] A mobile web browser MUST support WTLS for a WAP 1.x (WSP) based protocol stack, and MUST support TLS for a WAP 2.x (W-HTTP) based protocol stack as the transport security protocols. The mobile web browser MAY also support SSL for a WAP 2.x protocol stack. 

· WAE spec:

· Description of section 7.2.2 covers the requirement but does not have the option to support SSL. Need to check associated test-cases.

· [BROWSER-IOP-33] A mobile web browser MUST support the OMA Certificate and CRL profile Specification [CertProf].

· [BROWSER-IOP-34] All certificates supported by a mobile web browser, and that are used with transport security protocols (TLS/SSL/WTLS) MUST be compliant to OMA Certificate and CRL Profiles specification [CertProf].

· [BROWSER-IOP-35] A mobile web browser MUST have the capacity to support a minimum number of WTLS/TLS/SSL certificates, e.g. a minimum of 20 WTLS/TLS/SSL certificates.

At the review some comments were made and the submitter was asked to look at the certificate issues in these requirements (AI 2006-0119)

Review of the proposals in OMA-MAE-2006-0017R02
i) [BROWSER-IOP-28]

The requirement is worded as follows

[BROWSER-IOP-28] A mobile web browser MUST support transport security through at least one means of connection.

The proposal is to add at this as a requirement directly into the WAE spec (or the equivalent in the release chosen for Browser Interoperability.
The motivation is well understood. 
Today, the WAESpec (V2.3) requires support for the HTTPS scheme by client and server (WAESpec-URI-C-003, WAESpec-URI-S-003) and lays down conformance when that scheme is used, e.g. for connection oriented (HTTP/1.1 over TCP/IP) (WAESpec-URI-C-004, WAESpec-URI-C-004, WAESpec-URI-S-004, WAESpec-URI-C-006, WAESpec-URI-S-006) and datagram oriented (WSP over WDP etc) (WAESpec-URI-C-005, WAESpec-URI-C-005, WAESpec-URI-S-005, WAESpec-URI-C-006, WAESpec-URI-S-006) with their respective transport security mechanisms. While the intent was to be certain that no request would be made over any transport stack when HTTPS was the scheme unless there was end to end security (recognising the WAP Proxy transition from WTLS/W-TLS to TLS/SSL) it was pointed out there might be an unintended interpretation that differs from this situation. This appears only possible if someone is reading the conformance criteria and not the normative text.
Thus it appears the basics are in place. If a device supports a connection, e.g. CS, packet etc, and supports a transport protocol to use that connection then the transport stack has to support the HTTPS scheme. Support for the HTTPS scheme has the intent to ensure  the client to server connection is secured by the transport layer security protocols. If there is an interpretation that can me made other than this it needs to be resolved.

Actions to address this requirement: Check the text in WAESpec 7.2.2 and the associated conformance criteria to ensure no ambiguity re intent.  

ii) [BROWSER-IOP-32]

The requirement is worded as follows

[BROWSER-IOP-32] A mobile web browser MUST support WTLS for a WAP 1.x (WSP) based protocol stack, and MUST support TLS for a WAP 2.x (W-HTTP) based protocol stack as the transport security protocols. The mobile web browser MAY also support SSL for a WAP 2.x protocol stack. 

The proposal is to address the lack of SSL in WAESpec section 7.2.2 which covers the basic requirement. Also to check the associated test-cases.
The presumed motivation is the significant legacy of SSL still used in the market despite TLS being available for some time.

Today the WAESpec (V2.3) states in 7.2.2:

A User Agent retrieving the resource specified by the HTTPS URI using the connection-oriented protocol stack, consisting of Wireless Profiled HTTP [W-HTTP] and Wireless profiled TCP/IP [WP-TCP], MUST use Wireless Profiled HTTP over the transport layer security protocol in accordance with “WAP TLS Profile and Tunnelling Specification”[WAPTLS] to communicate with the origin server; otherwise, an indication of lack of security MUST be given to the user and the retrieval attempt MUST be aborted. 

If a User Agent uses the connection-oriented protocol through a WAP proxy to communicate with the origin server, the WAP proxy MUST behave in accordance with [RFC2817] and tunnel the transport layer security protocol (e.g., WAPTLS) through the proxy for the duration of the secure session. The User Agent MUST use the HTTP CONNECT method[WAPTLS] to establish the secure transport protocol tunnel with the origin server. An indication MUST be given to the user and the retrieval attempt MUST be aborted if a tunnel cannot be established.”
WAPTLS is the WAP TLS Profile and Tunnelling spec says:
TLS 1.0 [RFC2246] is used as the baseline from which this specification profiles. The client and server

implementations MUST conform to TLS 1.0.

RFC2246 states in section 3

“This document and the TLS protocol itself are based on the SSL 3.0  Protocol Specification as published by Netscape. The differences  between this protocol and SSL 3.0 are not dramatic, but they are  significant enough that TLS 1.0 and SSL 3.0 do not interoperate  (although TLS 1.0 does incorporate a mechanism by which a TLS  implementation can back down to SSL 3.0).” 

and later in Appendix E
“Backward Compatibility With SSL

 For historical reasons and in order to avoid a profligate consumption  of reserved port numbers, application protocols which are secured by TLS 1.0, SSL 3.0, and SSL 2.0 all frequently share the same  connection port: for example, the https protocol (HTTP secured by SSL  or TLS) uses port 443 regardless of which security protocol it is  using. Thus, some mechanism must be determined to distinguish and  negotiate among the various protocols.

 TLS version 1.0 and SSL 3.0 are very similar; thus, supporting both  is easy. TLS clients who wish to negotiate with SSL 3.0 servers  should send client hello messages using the SSL 3.0 record format and  client hello structure, sending {3, 1} for the version field to note  that they support TLS 1.0. If the server supports only SSL 3.0, it  will respond with an SSL 3.0 server hello; if it supports TLS, with a  TLS server hello. The negotiation then proceeds as appropriate for  the negotiated protocol.

 Similarly, a TLS server which wishes to interoperate with SSL 3.0  clients should accept SSL 3.0 client hello messages and respond with  an SSL 3.0 server hello if an SSL 3.0 client hello is received which  has a version field of {3, 0}, denoting that this client does not  support TLS.

 Whenever a client already knows the highest protocol known to a  server (for example, when resuming a session), it should initiate the  connection in that native protocol.

 TLS 1.0 clients that support SSL Version 2.0 servers must send SSL Version 2.0 client hello messages [SSL2]. TLS servers should accept  either client hello format if they wish to support SSL 2.0 clients on  the same connection port. The only deviations from the Version 2.0  specification are the ability to specify a version with a value of  three and the support for more ciphering types in the CipherSpec.

 Warning: The ability to send Version 2.0 client hello messages will be  phased out with all due haste. Implementors should make every effort to move forward as quickly as possible. Version 3.0  provides better mechanisms for moving to newer versions.

 The following cipher specifications are carryovers from SSL Version  2.0. These are assumed to use RSA for key exchange and  authentication.

       V2CipherSpec TLS_RC4_128_WITH_MD5          = { 0x01,0x00,0x80 };

       V2CipherSpec TLS_RC4_128_EXPORT40_WITH_MD5 = { 0x02,0x00,0x80 };

       V2CipherSpec TLS_RC2_CBC_128_CBC_WITH_MD5  = { 0x03,0x00,0x80 };

       V2CipherSpec TLS_RC2_CBC_128_CBC_EXPORT40_WITH_MD5

                                                  = { 0x04,0x00,0x80 };

       V2CipherSpec TLS_IDEA_128_CBC_WITH_MD5     = { 0x05,0x00,0x80 };

       V2CipherSpec TLS_DES_64_CBC_WITH_MD5       = { 0x06,0x00,0x40 };

       V2CipherSpec TLS_DES_192_EDE3_CBC_WITH_MD5 = { 0x07,0x00,0xC0 };

 Cipher specifications native to TLS can be included in Version 2.0  client hello messages using the syntax below. Any V2CipherSpec element with its first byte equal to zero will be ignored by Version  2.0 servers. Clients sending any of the above V2CipherSpecs should  also include the TLS equivalent (see Appendix A.5):

       V2CipherSpec (see TLS name) = { 0x00, CipherSuite }”;

In essence this makes SSL support optional in TLS 1.0. Moreover as WAPTLS says nothing about it SSL support is purely optional. But the problem is more complex. For example which SSL is expected to be supported ? It cannot be assumed all non TLS security is handled via SSL 3.0, there is likely to be significant pre SSL 3.0 still used.
Given the above it seems the best ways to address this are either:

· is for SEC to update the WAPTLS specification to clarify the role of SSL and the versioning of SSL, e.g. state its status regarding optionality and have appropriate SCRs. If for Browsing support for one or more versions of SSL is thus required then the SSL support can be made mandatory etc if SSL remains optional in WAPTLS or its follow-on, or

· simply leave it to the relationship between device purchasers and suppliers to specify the need for SSL.
The former is the submitters preferred approach.
iii) [BROWSER-IOP-33]

The requirement is worded as follows

[BROWSER-IOP-33] A mobile web browser MUST support the OMA Certificate and CRL profile Specification [CertProf].
Note the reference in the Browsing Interop RD for [CertProf] is “Certificate and CRL Profiles”, OMA-Security-CertProf-v1_1, Open Mobile Alliance™. URL:http://www.openmobilealliance.org/
Re the reference – the document OMA-Security-CertProf-V1_1-20040615-C was published as part of the OMA Wireless PKI V1.0 enabler (see http://www.openmobilealliance.org/release_program/wpki_v10.html ).

This referenced specification seems to be a rollup of SINs 104 & 105 (SINs = approved updates separate from the base spec) to the base specification of “WAP Certificate profile Specification”  WAP-211-WAPCert-20010522-a with template changes to those of OMA. So to all intents and purposes this reference is the same as the [WAPCert] reference ("WAP Certificate and CRL Profiles," WAP-211-WAPCert , WAP Forum. URL:http://www.wapforum.org “) in [WAPTLS], [WAPTLS being referenced in WAESpec (V2.3), i.e. “WAP TLS Profile and Tunneling”, Open Mobile Alliance(. WAP-219-TLS. URL:http://www.openmobilealliance.org/
Given the genesis of the specs [CertProf] and [WAPCert] are the same the following normative reference tree accrues in Browsing:

WAESpec references 

[WAPTLS] and makes it mandatory for the connection oriented stack (HTTP/1.1 + TCP/IP.

[WTLS] “Wireless Transport Layer Security”, Open Mobile Alliance(. WAP-261-WTLS. URL:http://www.openmobilealliance.org and makes it mandatory for the datagram based stack (WAESpec-URI-C-005 + text in 7.2.2)

WAPTLS references and mandates [WAPCert} "WAP Certificate and CRL Profiles," WAP-211-WAPCert , WAP Forum. URL:http://www.wapforum.org and 
WTLS does not reference [WAPCert] but has statements in it re the necessary characteristics of the certificate.

Given this it appears 

· the current WAESpec (V2.3) meets the requirement for the connection oriented case, i.e. the HTTP/1.1 + TCP/IP stack, though if an update is made to WAPSpec a change to the [CertProf] is acceptable.

· Engagement with SEC is necessary to understand whether the current WTLS certificate characteristics are the same as [WAPCert] and 

· If they are why not plan an update to align or at least clarify the situation

· If they are not why not align moving forward or understand whether Browsing can make [WAPCert] apply when using WTLS

iv) [BROWSER-IOP-34]

The requirement is worded as follows

[BROWSER-IOP-34] All certificates supported by a mobile web browser, and that are used with transport security protocols (TLS/SSL/WTLS) MUST be compliant to OMA Certificate and CRL Profiles specification [CertProf].
The comments for [BROWSER-IOP-34] apply
Additionally the topic of SSL is raised in the above requirement. This is addressed in the comments re [BROWSER-IOP-32]

v) [BROWSER-IOP-35]

The requirement is worded as follows

[BROWSER-IOP-35] A mobile web browser MUST have the capacity to support a minimum number of WTLS/TLS/SSL certificates, e.g. a minimum of 20 WTLS/TLS/SSL certificates.

This is a pure space issue. 
Clearly there is a benefit to having the same certificates used for WTLS/WAPTLS etc since for a given space more certificates can be stored compared with having potentially more than one certificate for a domain dependent on the protocol used to access the service.
Conclusion

The current WAESpec (V2.3) appears to meet the needs for the HTTP/1.1 based stack in all regards.
The current WAESpec (V2.3) use of the WTLS secured datagram stack needs checking re certificates and whether these can be aligned with [WAPCert]/[CertProf]

The discussion point raised in the review of 17R02 re possible inappropriate interpretation of WAESpec 7.2.2 needs investigation and clarification is the intent is not clear
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

MAE is requested to review and use as appropriate for Browsing Interop TS activity. 
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