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1. Scope

The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.

The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Architecture Document (AD) in addition to any other items the TWG has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.

The scope of this document is to define test requirements for the OMA URI Schemes version 1.0 Enabler. The test requirements will provide a high level view of the OMA URI Schemes functionality that must be tested.  In most cases this will reflect the minimum functionality described in the Static Conformance Requirements.

2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.3, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_3, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[ERELD]
	 “Enabler Relese Document for URI-Schemes”, Open Mobile Alliance™,
OMA-ERELD-URI-Schemes-V1_0, URL:http://www.openmobilealliance.org/

	[URISchemes-TS]
	“URI Schemes for the Mobile Applications Environment “,Open Mobile Alliance™, OMA-TS-URI-Schemes-V1_0-20060822-D, URL:http://www.openmobilealliance.org/

	
	


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Open Mobile Alliance™,. OMA-Dictionary, URL:http://www.openmobilealliance.org/

	[URISchemes-RD]
	“URI Schemes Requirements”, Open Mobile Alliance™, OMA-RD-URI-Schemes-V1_0-20050830-C, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	TestFest
	Multi-lateral interoperability testing event

	
	

	
	


3.3 Abbreviations

	AD
	Architecture Document

	OMA
	Open Mobile Alliance

	RD
	Requirements Document

	TS
	Technical Specification

	
	


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler “URI Schemes for the Mobile Applications Environment”, version 1.0, documenting those areas where testing is most important to ensure interoperability of implementations.

The Enabler under consideration comprises the following specifications:

· OMA-URI Schemes Requirements, version 1.0: Specifying the requirements for OMA URI Schemes.
· OMA-URI Schemes for the Mobile Applications Environment Technical Specification, version 1.0: Specifying the technical details of OMA URI Schemes.
Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for OMA URI Schemes-version 1.0.

This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within Enabler OMA URI Schemes-version 1.0.
5. Test Requirements

The URI Schemes enabler defines technical requirements for a set of URI Schemes that are to be ubiquitous in the mobile environment. By ubiquitous, we mean these schemes may appear and apply anywhere within the set of applications, services and enablers that are the mobile environment. The intention with the URI Schemes enabler is to create a high level of interoperability within the mobile industry when implementing these schemes, and to insure that this set of URI schemes is available wherever useful. 

The scope of the URI Schemes enabler encompasses all user agents that operate within the OMA Mobile Applications Environment.

5.1 Enabler Test Requirements

The test requirements collected in this section are related to the Enabler OMA URI Schemes, version 1.0.

5.1.1 Mandatory Test Requirements

The mandatory test requirements are covering mandatory features/functions of the URI Schemes enabler which shall always be implemented in the client.
All test requirements that are specific to the different URI schemes are included in section 5.1.2 Optional Test Requirements. However, note that client devices MUST support all referenced URI schemes that correspond to client supported “logical user agents”. For example this means that a device that contains an MMS user agent MUST support the mmsto: URI scheme. 

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Support for OMA URI Schemes
	Required to test whether all URI schemes that correspond to client supported “logical user agents” are supported.

	
	Support for URI explicit syntax
	Required to test whether the user agent supports URI scheme processing when the the identification of a URI is explicit in the language syntax (such as the <a> anchor in XHTML).

	
	Support for context independent URI scheme processing
	Required to test whether the user agent supports consistent URI scheme processing independent of the context in which the URI is found.

	
	Support for processing of URIs constructed as URL-encoded strings
	Required to test whether the user agent supports processing of URIs constructed as URL-encoded strings.

	
	Support for processing of “safe” characters
	Required to test whether the user agent supports processing of “safe characters” (ALPHA / DIGIT / "+" / "-" / "." / "%" / "_") in URIs.

	
	Support for processing of “unsafe” octets
	Required to test whether the user agent supports processing of “unsafe” octets with hex-escape "%" (%x00-2A / %x2C / %x2F / %x3A-40 / %x5B-60 / %x7B-FF).

	ERROR FLOW
	Handling of unsupported URI Schemes
	Required to test whether URI Schemes not supported are handled in a proper way.

	
	
	

	
	
	

	
	
	

	
	
	


Table 1: Applicability Table for Enabler Specific Mandatory Test Requirements

5.1.2 Optional Test Requirements

The optional test requirements are covering optional features/functions of the URI Schemes enabler.

If an optional requirement of the URI Schemes enabler is implemented in the client, this requirement SHALL be tested.

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Support for URI not explicit, but conforming, syntax
	Required to test whether the user agent supports URI scheme processing when the the identification of a URI is not explicit in the syntax by identification of all embedded strings that conform to specified URI syntax. 

	
	Support for URI not explicit and not conforming syntax
	Required to test whether the user agent supports URI scheme processing by identifying embedded strings that not conform to a URI syntax and assigning conforming URIs to those strings. 

	
	Support for user interaction for ambiguous URIs
	Required to test whether the user agent presents all appropriate alternatives to the user for URIs which may be interpreted in multiple ways.

	
	Support for the http: URI syntax
	Required to test whether the http: URI scheme syntax according to RFC 2616 is supported.

	
	Support for the http: URI semantics
	Required to test whether the http: URI scheme semantics according to RFC 2616 is supported.

	
	Support for the https: URI syntax
	Required to test whether the https: URI scheme syntax according to RFC 2818 is supported.

	
	Support for the https: URI semantics
	Required to test whether the https: URI scheme semantics is supported.

	
	Support for the mailto: URI syntax.
	Required to test whether the mailto: URI scheme syntax according to RFC 2368 is supported.

	
	Support for mailto: mandatory hname/hvalue pairs.
	Required to test whether the mailto: hname/hvalue pairs “subject”, “body”, “to” and “cc” are supported.

	
	Support for mailto: URL encoded commas in multiple address fields
	Required to test whether the user agent handles URL encoded (“,”=%2C) commas in multiple address fields in “to” or “cc”..

	
	Display of mailto: header and value to user.
	Required to test whether mailto: header and value are displayed to the user and that they are able to be overridden or edited by the user.

	
	Ignore mailto: “from” header.
	Required to test whether mailto: “from” header, if encountered, is ignored by the logical email composition user agent and that the true sender is used instead.

	
	Support for other mailto:  headers (hnames)
	Required to test whether other headers than “to”,“subject”,”body”,”cc”and “from” are supported and if so that header and value are displayed to the user and are able to be overridden or edited by the user.

	
	Ignoring mailto: headers that represent any security concern
	Required to test that other headers than “to”,“subject”,”body”,”cc”and “from” are ignored if they represent any security concern.

	
	Support for the mailto: URI semantics
	Required to test whether the mailto: URI scheme semantics according to RFC 2368 is supported.

	
	Support for the mailto: end user interaction
	Required to test whether the user agent handling the”mailto:” URI invokes an end-user interactive action and no mail is issued without consent and viewing by the end-user.

	
	Support for mailto: “body” and “subject” whitespace treatment. 
	Required to test whether whitespaces inside “body” and “subject”, that are in URI encoded format (e.g. spaces are encoded as %20), are passed onto the logical user agent unchanged (still in URI encoded format).  

	
	Support for the tel: URI syntax.
	Required to test whether the tel: URI scheme syntax according to RFC 3966 is supported.

	
	Support for the tel: URI “call-type” parameter
	Required to test whether the tel: URI “call-type” parameter is supported and whether the terminal executes the requested operation to the requested telephony endpoint.

	
	Support for the tel: URI semantics.
	Required to test whether the tel: URI scheme semantics according to RFC 3966 is supported.

	
	Support for the sip: URI syntax
	Required to test whether the sip: URI scheme syntax according to RFC 3261 and RFC 3840 is supported.

	
	Support for the sip: URI semantics for POC
	Required to test whether the sip: URI scheme semantics for POC (feature tag is “+g.poc.talkburst” or” +g.poc.groupad”) is supported.

	
	Support for the sip: URI semantics for IM
	Required to test whether the sip: URI scheme semantics for IM (feature tag is “+g.oma.sip-im” is supported.

	
	Support for the sips: URI syntax
	Required to test whether the sips: URI scheme syntax according to RFC 3261 and RFC 3840 is supported.

	
	Support for the sips: URI semantics for POC
	Required to test whether the sips: URI scheme semantics for POC (feature tag is “+g.poc.talkburst” or” +g.poc.groupad”) is supported.

	
	Support for the sips: URI semantics for IM
	Required to test whether the sips: URI scheme semantics for IM (feature tag is “+g.oma.sip-im” is supported.

	
	Support for the sms: URI syntax.
	Required to test whether the sms: URI scheme syntax according to IETF draft “URI scheme for GSM Short Message Service” is supported.

	
	Support for the sms: URI semantics
	Required to test whether the sms: URI scheme semantics according to IETF draft “URI scheme for GSM Short Message Service” is supported.

	
	Support for the sms: end user interaction
	Required to test whether end user acceptance of SMS send action is supported. 

	
	Support for the mmsto: URI syntax.
	Required to test whether the mmsto: URI scheme syntax is supported.

	
	Support for mmsto: mandatory headers
	Required to test whether the mmsto: headers “to”, “subject”, “body” and “cc” are supported.

	
	Support for mmsto: optional headers
	Required to test whether the mmsto: headers "Message-Class", “Expiry”, “Delivery-Report”, “Priority”,  “Sender-Visibility” and “Read-reply” are supported.

	
	Support for mmsto: MMS message creation
	Required to test whether the user agent creates a message to the designated address with the various header fields set as default and that the user has the possibility to verify and modify the message.

	
	Support for the mmsto: end user acknowledge
	Required to test whether the user agent requires end-user acknowledgement to send an MMS. 

	
	Support for the mmsto: recipient address
	Required to test whether the user agent extracts the plmn-addr, rfc822-addr, or short code of each "mms-address" and whether the user agent ignores recipients with invalid syntax.

	
	Support for ordering of mmsto: headers
	Required to test whether the user agent extracts each header ("hname" and "hvalue"pair) in order.

	
	Don’t create a message if any  mmsto: header represent any security concern
(option 1 - recommended)
	Required to test that no message is created if any other header than “to”,“subject”,”body” and ”cc” represent any security concern, e.g. modifying the “from” hname. 

	
	Ignoring mmsto: headers that represent any security concern
(option 2)
	Required to test that other headers than “to”,“subject”,”body” and ”cc” are ignored if they represent any security concern, e.g. modifying the “from” hname.

	
	
	

	ERROR FLOW
	User notification of unsupported URI Schemes
	Required to test whether the end-user is notified when the device is unable to process a URI Scheme.

	
	
	

	
	
	

	
	
	

	
	
	


Table 2: Applicability Table for Enabler Specific Optional Test Requirements

5.2 Backwards Compatibility

This enabler is the first OMA released version of the URI Schemes enabler. There are no previous releases of the URI Schemes enabler that this enabler needs to be compatible with.
5.3 Enabler Dependencies

There are no relevant dependencies.
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	
	
	

	
	
	


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-ETR-URI-Schemes-V1_0
	07 Jun 2006
	All 
	First initial draft

	
	14 September 2006
	All
	Error corrections and two more mmsto: test requirements

	
	23 October 2006
	5.1.2
	Added example of mmsto: header security threat.

	Candidate Version

OMA-ETR-URI-Schemes-V1_0
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