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1 Reason for Change

The OMA Browser Interoperability RD (OMA-RD-BrowserInteroperability-V1_0-20060209-C) was approved in February 2006.

This Change Request is to the Wireless Application Environment Specification (OMA-WAP-TS-WAESpec-V2_3-20050118-C) and provides a resolution to approved Browser Interoperability requirements:

· [BROWSER-IOP-28] A mobile web browser MUST support transport security through at least one means of connection
· [BROWSER-IOP-32] A mobile web browser MUST support WTLS for a WAP 1.x (WSP) based protocol stack, and MUST support TLS for a WAP 2.x (W-HTTP) based protocol stack as the transport security protocols. The mobile web browser MAY also support SSL for a WAP 2.x protocol stack.
This CR provides clarification to exiting normative text and associated conformance statements. 

If this CR is not accepted then existing normative text may continue to be misinterpreted during implementation phase.

2 Impact on Backward Compatibility

No impact.

3 Impact on Other Specifications

No impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to agree this CR.

6 Detailed Change Proposal

Change 1:  Section 7.2.2. The HTTPS URI Scheme
7.2.2. The HTTPS URI Scheme

This section is normative.
The HTTPS URI scheme indicates that the named resource is on a secure origin server that is accessible via a secure end-to-end  Hypertext Transport Protocol connection. This conventionally implies the use of the HTTP [HTTP/1.1] over a transport layer security protocol such as TLS between the User Agent and the origin server.

See [RFC2828] for Internet Security Glossary; [RFC2818] for HTTP over TLS; [RFC2817] for Upgrading to TLS in

HTTP/1.1.
A User Agent retrieving the resource specified by the HTTPS URI scheme [[RFC 2818] section 2.4] using the connection-oriented protocol stack, consisting of Wireless Profiled HTTP [W-HTTP] and Wireless profiled TCP/IP [WP-TCP], MUST use Wireless Profiled HTTP over the transport layer security protocol in accordance with “WAP TLS Profile and Tunnelling Specification”[WAPTLS] to communicate with the origin server; otherwise, an indication of lack of security MUST be given to the user and the retrieval attempt MUST be aborted.

If a User Agent uses the connection-oriented protocol through a WAP 2.0 proxy to communicate with the origin server, the WAP 2.0 proxy MUST behave in accordance with [RFC2817] and tunnel the transport layer security protocol (e.g., WAPTLS) through the proxy for the duration of the secure session. The User Agent MUST use the HTTP CONNECT method[WAPTLS] to establish the secure transport protocol tunnel with the origin server. An indication MUST be given to the user and the retrieval attempt MUST be aborted if a tunnel cannot be established.

The establishment of a secure session using the connection-oriented protocol whether directly or through one or more proxies

SHOULD be indicated to the user.

A User Agent retrieving the resource specified by the HTTPS URI scheme using the datagram-oriented protocol stack, consisting of WDP, WTP + WSP with WTLS providing the transport layer security protocol, MUST request the resource via WSP[WSP] using a WTLS[WTLS] secured session. An indication MUST be given to the user and the retrieval attempt MUST be aborted if the WTLS session cannot be established.

If the User Agent retrieving the resource specified by the HTTPS URI scheme uses the datagram-oriented protocol through a WAP proxy to communicate to the origin server, the WAP proxy MUST use [HTTP/1.1] over WTLS to communicate with the origin server; otherwise, the WAP proxy SHOULD deny the retrieval attempt and SHOULD respond with an indication to the User Agent by a well known warning or error code. In order to indicate to the origin server that the transport layer security consists of WTLS between User Agent and WAP proxy the HTTP VIA header [[HTTP/1.1] section 14.45] SHOULD be inserted by the WAP proxy with the received-protocol for the secure WSP connection being indicated as

WSPS/[WSP version number] to indicate secure WSP.

In the event a User Agent accesses content directly from an origin server or application hosting domain, either using a secure

tunnelled request through a WAP proxy or a direct secure W-HTTP connection, and the content is only available in a format that the User Agent does not support, the origin server or application hosting domain is strongly recommended either provide a transcoded version that can be supported by the User Agent, e.g. using an available and trusted transcoding program over the network, or abort the request with an appropriate error message to the User Agent.

Conformance: A User Agent and a WAP proxy MUST support HTTPS URI scheme. (WAESpec-URI-C-003,

WAESpec-URI-S-003)

Conformance: A User Agent retrieving a resource specified by the HTTPS URI scheme using a connection oriented protocol MUST conform with the behaviour specified in Section 7.2.2. ( WAESpec-URI-C-004)

Conformance: A User Agent retrieving a resource specified by the HTTPS URI scheme using a connection oriented protocol through a WAP proxy MUST conform with the behaviour specified in Section 7.2.2. A WAP

proxy mediating a resource specified by the HTTPS URI scheme using a connection-oriented protocol MUST

conform with the behaviour specified in section 7.2.2. (WAESpec-URI-C-004, WAESpec-URI-S-004)

Conformance: A User Agent retrieving a resource specified by the HTTPS URI scheme using a datagram oriented

protocol MUST conform with the behaviour specified in section 7.2.2. (WAESpec-URI-C-005)

Conformance: A User Agent retrieving a resource specified by the HTTPS URI scheme using a datagram oriented

protocol through a WAP proxy MUST conform with the behaviour specified in section 7.2.2. A WAP proxy

mediating a resource specified by the HTTPS URI scheme using a datagram-oriented protocol MUST conform

with the behaviour specified in section 7.2.2. (WAESpec-URI-C-005, WAESpec-URI-S-005)

Conformance: A User Agent retrieving a resource specified by the HTTPS URI scheme MUST report an error to

the user, when a secure connection cannot be established. A WAP proxy mediating a resource specified by the

HTTPS URI scheme MUST report an error by using the HTTP status code 502 “Bad Gateway” [HTTP/1.1], when a

secure connection cannot be established. (WAESpec-URI-C-006, WAESpec-URI-S-006)
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