Doc# OMA-MAE-2006-0414-CR_PSTOR_Security_Reqs.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-MAE-2006-0414-CR_PSTOR_Security_Reqs.doc
Change Request



Change Request

	Title:
	CR to PSTOR 1.0 RD to update security requirements
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	MAE

	Doc to Change:
	OMA-RD-PSTOR-V1_0-20060613-D

	Submission Date:
	5th December 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	A J Angwin, IBM, +44 7703-128131
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1 Reason for Change

The PSTOR RD has been subject to a REQuirements and SECurity group review. Some comments were made via email by SEC (from Michel Mouly dated 18/10/2006 and forwarded by me to MAE on 19/10/2006) and discussed in the Athens meeting (see OMA-SEC-2006-0074-MINUTES-17Oct2006_SEC25_Athens.doc)
This email provides a suggested way forward to address these comments by proposing changes to the existing requirements, especially those re security.
2 Impact on Backward Compatibility

None – functionality is compatible
3 Impact on Other Specifications

No impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to agree this change request and have it rolled into the PSTOR 1.0 RD
6 Detailed Change Proposal

Change 1:  OMA-RD-PSTOR-V1_0-2006013-D doc 
6. Requirements
(Normative)

High-Level Functional Requirements

	Label
	Description
	Enabler Release

	FUN-PSTOR-001
	The PSTOR enabler MUST support creating, reading, writing, replacing and deleting of storage objects through the appropriate interface.
	

	FUN-PSTOR-002
	The PSTOR enabler MUST support locating storage object which is stored persistently in terminal.
	

	FUN-PSTOR-003
	The PSTOR enabler MUST support enumerating available storage object which is stored persistently in terminal.
	

	FUN-PSTOR-004
	The PSTOR enabler MUST support discovering storage objects through appropriate interface.
	

	FUN-PSTOR-005
	The PSTOR enabler MUST support filtering of enumerated list of storage objects through the appropriate interface.
	

	FUN-PSTOR-006
	The PSTOR enabler MUST support sorting of enumerated list of storage objects through the appropriate interface.
	

	FUN-PSTOR-007
	The PSTOR enabler MUST support accessing storage objects in internal and external storage media.
	

	FUN-PSTOR-008
	The PSTOR enabler MUST support the ability to access information regarding the status of the storage area and storage objects through the appropriate interface.
	

	FUN-PSTOR-009
	The PSTOR enabler MUST respect OMA DRM semantics with regard to all relevant PSTOR storage objects.
	OMA-DRM-V1_0

OMA-DRM-V2_0

	FUN-PSTOR-010
	The PSTOR enabler MUST support changing storage objects’ attributes through appropriate interface.
	

	FUN-PSTOR-011
	The PSTOR enabler SHOULD support an attribute denoting temporary status of storage object.
	

	FUN-PSTOR-012
	The PSTOR enabler SHOULD support space management of temporary storage area.
	

	FUN-PSTOR-013
	The PSTOR enabler SHOULD support an attribute which describes how long the life cycle of a temporary storage object is.
	

	FUN-PSTOR-014
	The enabler MUST support the storage of collections of storage objects in the device.
	

	FUN-PSTOR-015
	The enabler MUST support restoring of collections of storage objects in the device.
	

	FUN-PSTOR-016
	The PSTOR enabler MUST support accessing to storage medium, directory and storage objects through ECMAScript Mobile Profile.
	OMA-WAP-ESMP-V1_0

	FUN-PSTOR-017
	The PSTOR enabler MUST support the error handling scheme which is based on ECMAScript Mobile Profile.
	OMA-WAP-ESMP-V1_0

	FUN-PSTOR-018
	The PSTOR enabler MUST support various status codes which can describe the result of each PSTOR function call.
	

	
	
	


Table 1: High-Level Functional Requirements
Security
	Label
	Description
	Enabler Release

	SEC-PSTOR-001
	The PSTOR enabler MUST not allow unauthorized access to storage elements, e.g. resists attack (DOS etc.), allows access to entities with authorisation credentials, etc. . N.b the threats and counter measures will be assessed and determined as part of the AD and TS stages.
	

	SEC-PSTOR-002

	The PSTOR enabler MUST not violate security requirements specified in other enablers that the device supports.
	

	SEC-PSTOR-003
	The PSTOR enabler MUST support some form of content screening (e.g. OMA Client-side Content Screening enabler) to prohibit exposure to malicious storage objects, e.g. virus, whether intended to attack the PSTOR or otherwise.
	

	SEC-PSTOR-004
	The PSTOR enabler MUST support appropriate authentication mechanisms to authorize access to storage objects, e.g. users, user agents, applications.
	

	SEC-PSTOR-005

	The PSTOR enabler SHALL allow modification of storage object’s attributes only after authorisation.
	

	SEC-PSTOR-006

	The PSTOR enabler MUST not expose the existence of storage elements where there is no right to access those storage elements.
	

	SEC-PSTOR-007
	The PSTOR enabler MUST have a mechanism to support access policy. N.b the exact nature of the access policy will be determined as part of the AD and TS stages.
	


Table 2: High-Level Functional Requirements – Security Items
Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Charging Items

Administration and Configuration

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 4: High-Level Functional Requirements – Administration and Configuration Items

Usability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Usability Items

Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Interoperability Items

Privacy

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 7: High-Level Functional Requirements – Privacy Items

Overall System Requirements

	Label
	Description
	Enabler Release
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�Left alone though SEC happy to remove it.


�This can be considered a special case of -004


�This can be considered a special case of -001
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