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1 Reason for Contribution

The security issue for storing data locally on device is not fully explored. The current contribution present background to the problem and suggests a solution.
2 Summary of Contribution

The security for permanently storing data on the device and provide a mechanism for preventing unintended access to the data is discussed. The proposal suggests that data shall be protected by domain name identification and data that can not be connected to a server shall not be granted protection.
3 Detailed Proposal

RME applications are supposed to be able to store data both temporarily, that is data with a life time of the present execution of the application, and permanently, that is data created during one run is available at the next run of the application. 
Creating a secure data store for temporary storing is no problem. This is any scratch area created by the runtime on which the application can store data. The area is cleared as soon as the application is finished. The security is achieved by the RME enabler that either only runs one application at a time or keeps application in protected memory areas.

Creating a data store that makes data available for one application in-between runs and prevents other applications from reaching the data requires the following:

1) A mechanism that connects an application to a storage area

2) A mechanism to remove data stored in the permanent store

The security that is desired is that one RME application shall not be able to read, alter or delete data stored by another RME application. Other local applications on the device might have rights to perform read, alter and delete operations on this data.

The first mechanism is suggested to be the cookie mechanism. The basic idea behind the cookie is that the application originates from a server and the server address is the id that connects the application to the storage area. The application must in this case either be retrieved from the server each time it is started or the application must be stored on the device in an application store connecting it to the server address. This is in effect an application registration and it must be possible to remove applications from the store and remove the stored data connected to the application.

In addition to downloaded applications it shall be possible to have local applications on the device stored as regular files. These applications can be preinstalled or distributed via MMS, memory sticks etc. These applications do not have an originating server and thus no accompanying server address. Using the file name as a qualifier for the storage area is not sufficient since any application could be changed to any name. Assume for instance that an application test stores data on the device and a new application also named test replaces the first. The second test will at startup check for any stored data and will find data in the store. It can now not distinguish if this data is created by a pervious run of the current application or by some other application using the same name.

A solution is to move the applications to the application store when started the first time. It would then provide the same mechanism as for downloaded applications that are stored. This requires the RME enabler to build an application store that must be possible to manage. This adds a piece of complexity to the system making it distinctly different from the simple web mechanisms. 

I suggest the following:

· Impose the cookie mechanism for application data stored from applications retrieved from servers on the web, where a server address can be identified.
· Do not offer any security on data stored by applications stored on the file system. 
· Require an application store mechanism to be incorporated in RME enablers.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to review this contribution and decide on a mechanism to use for RME. This decision shall be used as a guideline for creating a change request to the current technical specification.
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