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1. Scope

The purpose of the Browsing v2.4 Enabler Test Requirements (ETR) document is to provide information above and beyond the Browsing 2.4specification [Browsing24], which identifies key areas for interoperability, the means to verify such interoperability, and the expected results.

This document does not define the entire breadth of validation nor the individual test cases needed to validate interoperability.

The intended audience for this document is those involved with creation, execution and evaluation of test campaigns for the Browsing 2.3 OMA enabler. [Browsing24].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

Any use of the same words other than as [RFC2119] key words SHALL be interpreted as their normal English language meaning.

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

All requirements shown in this document in the following form are intended for the target audience of test campaign developers, implementers and users.

REQUIREMENT – One  MUST do this
3.2 Definitions

	Browsing 
	The act of using a PC Browser or WAE User Agent to access content from a server using the established WWW request-response model using HTTP to establish sessions between client and server through intermediate networks and performance enhancing proxies.

	Client 
	A device (or application) that initiates a request for connection with a server

	Content 
	Synonym for data objects.

	Content Encoding 
	When used as a verb, content encoding indicates the act of converting a data object from one format to another.  Typically the resulting format requires less physical space than the original, is easier to process or store, and/or is encrypted.  When used as a noun, content encoding specifies a particular format or encoding standard or process.

	Content Format (or Format) 
	Actual representation of content.

	Deprecated 
	A deprecated feature (e.g. specification, element or attribute) is one that has been outdated by a newer feature. Deprecated features are defined in the specification and are clearly marked as deprecated. Deprecated features may become obsolete in a future version.

	Device 
	A network entity that is capable of sending and receiving packets of information and has a unique device address.  A device can act as both a client and a server within a given context or across multiple contexts.  For example, a device can service a number of clients (as a server) while being a client to another server.

	ECMAScript
	A scripting language produced and managed by the European Computer Manufacturers Association (ECMA) which provides a common scripting language for the computer industry.  

	Enabler Release 
	A collection of specifications that combined together forms an enabler for a service area, e.g. a download enabler, a browsing enabler, a messaging enabler, a location enabler, etc. The specifications that are forming an enabler should combined fulfill a number of related market requirements.

	Gateway (or WAP Gateway) 
	A server, which acts as an intermediary for some other server. A gateway performs protocol transformation as well as encoding/decoding content. 

	Host Object 
	ECMAScript objects provided by the user agent for the purpose of interaction with the loaded document.

	Hypermedia Transfer 
	The hypermedia transfer services provides for the transfer of self-describing hypermedia resources. The combination of WSP (Wireless Session Protocol) [WSP] and WTP (Wireless Transaction Protocol) [WTP] provide the hypermedia transfer service over secure and non-secure datagram transports over datagram-based protocol stack. The W-HTTP (Wireless Profiled Hypertext Transfer Protocol) [W-HTTP], a profile of HTTP/1.1 [RFC2616] provides the hypermedia transfer service over secure and non-secure connection-oriented transports over connection-oriented protocol stack.

	Origin Server 
	The server on which a given resource resides or is to be created.  Often referred to as a web server or an HTTP server.

	Media type 
	A MIME media type or an identifier for a given data type.

	Minimum Functionality Description 
	Of the guaranteed features and functionality that will be enabled by implementing the minimum mandatory part of the Enabler Release.

	PC Browser
	An existing Web browser that supports text/html

	Resource
	A network data object or service that can be identified by a URL.  Resources may be available in multiple representations (e.g., multiple languages, data formats, size, and resolutions) or vary in other ways.

	Server
	A device (or application) that passively waits for connection requests from one or more clients.  A server may accept or reject a connection request from a client. Also Origin Server

	Terminal
	A device typically used by a user to request and receive information.  Also called a mobile terminal or mobile station.

	User
	A user is a person who interacts with a User Agent to access a resource.

	WAE User Agent (or User Agent)
	A User Agent is any software or device that interprets markup and scripting languages or other content.  This may include textual browsers, voice browsers, search engines, etc. 

	WAE version
	The version of the WAE User Agent. The version of the WAE User Agent may be uniquely identifiable by the WAP version, e.g. WAP version 1.1 contains WAE version 1.1, or it may be a feature of the WAP version in which case the WAE versioning mechanisms are used to determine the WAE User Agent version.

	WAP1
	WAP Version 1, nominally the latest point release, e.g. WAP V1.2.1, unless otherwise noted.

	WAP2
	WAP Version 2. When used as a prefix, it indicates that something is compliant to the WAP Version 2 conformance requirements, e.g., a WAP2 client is a client that fulfils all the requirements for a user agent of WAP Version 2. WAP2 content is content with a media type specified in WAP Version 2.

	WAP Proxy
	An intermediary program, which acts as both a server and a client for the purpose of making requests on behalf of other clients. Requests are serviced internally or by passing them on, with possible translation, to other servers. It may provide functions of protocol enhancement, transcoding or any number of other optimisation or transformation functions and may be associated with any gateways, proxies or servers being used in the deployment architecture. WAP gateway is one of the optional functionalities of WAP proxy.

	WML
	The Wireless Markup Language is a hypertext markup language used to represent information for delivery to a narrowband device, e.g., a phone. 

	WMLScript
	A scripting language used to program the mobile device.  WMLScript is modelled on the ECMAScript scripting language.

	XHTML
	The W3Cs codification of HTML version 4.01 in an XML.

	XML
	The Extensible Markup Language is a World Wide Web Consortium (W3C) standard for Internet markup languages, of which WML is one such language.  XML is a restricted subset of SGML.

	vCalendar
	Internet Mail Consortium (IMC) electronic calendar record.

	vCard
	Internet Mail Consortium (IMC) electronic business card.


3.3 Abbreviations

	CSS
	Cascading Style Sheets

	DRM
	Digital Rights Management

	ECMA
	European Computer Manufacturer Association

	EFI
	External Functionality Interface

	ERDEF
	Enabler Requirement Definition

	ERELD
	Enabler Release Definition

	ESMP
	ECMAScript Mobile Profile see [ESMP]

	ETR
	Enabler Test Requirements, see [IOPProc]

	HTML
	HyperText Markup Language 

	HTTP
	HyperText Transfer Protocol [RFC2616]

	HTTPSM
	HypeText Transfer Protocol State Management, see [HTTPSM]

	OMA
	Open Mobile Alliance

	RTT
	Round Trip Time

	TOD
	Time Of Day

	WAESpec
	Wireless Application Environment Specification, see [WAESpec]

	WAP
	Wireless Application Protocol

	WCSS
	Wireless Cascading Style Sheet, see  [WCSS]

	UAProf
	User Agent Profile

	W3C
	World Wide Web Consortium

	W-HTTP
	Wireless Profiled HTTP

	WML
	Wireless Markup Language (WML1 or WML2)

	WML1
	Wireless Markup Language Version 1.3

	WML2
	Wireless Markup Language Version 2.0

	WWW
	World Wide Web

	WSP
	Wireless Session Protocol

	WAP
	Wireless Application Protocol

	WAE
	Wireless Application Environment. Unless otherwise stated it refers to this version.

	WAE20
	Wireless Application Environment version 2.0 [WAE20]

	WTA
	Wireless Telephony Application

	WTAI
	Wireless Telephony Application Interface

	WBMP
	Wireless BitMaP

	XHTML
	Extensible HyperText Markup Language

	XHTMLMP
	Extensible HyperText Markup Language Mobile Profile, see [XHTMLMP]


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Browsing 2.４ Enabler, documenting those areas where testing is most important, to ensure interoperability of implementations.

The difference between the ETR for Browsing v2.3 and v2.4 is the Browsing Enhancements Phase 1 work, which is comprised of four areas:

· XHTML MP for converged release
· WCSS 1.3 for converged release
· ESMP 1.1 for converged release
· MAEspec24 for restructuring WAEspec23
4.1 Browsing V2.4
4.1.1 XHTML MP 1.3
XHTMLMP 1.3 is a converged version of W3C XHTML Basic 1.1. It adds target module, however, there is no mandatory requirement for target element other than gracefully ignoring it when not supported.

The DTD is owned by W3C.

There is no other difference on conformance part of XHTMLMP 1.3 compared to XHTMLMP 1.2.

4.1.2 WCSS 1.2

WCSS 1.2 is a converged version of W3C CSS Mobile Profile 2.0. There is no difference on the mandatory part. The only difference is 

Editor’s Note: Difference should be clearly stated here (Yam 071002)

4.1.3 ESMP 1.1
ESMP is a converged version of ESMP 1.0 with XMLhttpRequest object.

The differences to ESMP 1.0 include
Editor’s Note: Differences should be clearly stated here (Yam 071002)
4.1.4 MAESpec 2.4

MAEspec 2.4 is a restructured version of WAEspec 2.3.

Some of the features are deprecated (WTA), but don’t impact the conformance testing.

All the mandatory features to XHTML MP 1.3, WCSS 1.2, and ESMP 1.1 are upgraded to the latest version, however, these issues are resolved in the above sections.

New MIME types for SMIL, SVG, and RME are added, However, the RME handling will be tested with RME enabler. SMIL and SVG testing will be done not in OMA but in W3C.

There are no other conformance testing changes in MAEspec 24, because it is a restructured version of WAEspec 2.3 to clean up legacy assumptions and frameworks.
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4.2 General Guidelines to Interpret ETRs

These are the guidelines to interpret these requirements.

· The components being tested are assumed to have reached to a certain level of maturity through implementer’s internal conformance methodologies. The internal conformance methodologies are out of scope of these ETRs.

· The test suites derived from these requirements are targeted to test the interoperability between the component implementations.

· The requirements specified below do not force any new behaviours that are not explicitly stated in the detailed specifications.
For testing requirements for legacy and obsolete technology components inherited from early versions, especially, those for a) proxies and gateways,  and b)WAP-related protocol handling, see [BrowsingETR23].
The legacy and obsolete technology components include WML1, WML2, WMLScript, WBXML, WMLScript Crypto Library, WBMP, WTA, Persistent Storage, and EFI.
5. Browsing ETR Methodology

5.1 Methodology Framework

The focus for the browsing ETRs is to define the means to verify interoperability.

It is accepted that the browsing specifications SHALL be definitive for all aspects of the specifications and that the enabler test requirements and any results obtained SHALL NOT take precedence over the specifications. The anticipated reconciliation of discrepancies or problems no matter when found SHALL be through the problem and change processes established for the drafting and evolution, validation and post approval phases for specifications.

In order to define the ETRs for browsing several factors SHALL be considered, namely deployment, optionality and behaviour, especially device behaviour, the details of these being described below. The ensuing definition of ETRs for all the core and optional specifications and enablers within [エラー! 参照元が見つかりません。] SHALL consider all these factors.

Deployment Dimension

In Browsing the MAESpec [MAEspec24] is the core component addressing deployment. 

· Defines deployment entities and how they can be deployed. 

· Address use of and issues associated with use of the protocols. 

· The media types that must be accepted

· Certain behavioural and functional characteristics of the entities not covered elsewhere

The main entities in the validation are

· The device/user agent

This is considered a user agent that has implemented and claims conformance to the OMA Browsing enabler. Such a user agent may be a mobile device or it may be an emulator or it may be some other software realisation. ETRs SHALL be produced to quantify the important features to be verified. 

· The origin or content server

Generally the content server has few requirements placed on it from OMA browsing. However where such a server claims conformance criteria exist to prove it, e.g. support for OMA specified media types, and ETRs SHALL be produced where this is deemed sufficiently important.

· Any intermediate performance enhancing proxy service(s)

The Browsing enabler does place requirements on any performance enhancing proxy’s elements in the end-to-end delivery chain. ETRs SHALL be produced to ensure important features of the proxies are interoperable when conformant to OMA Browsing.

· Content author / tools

The source of content for the Browsing enabler, delivered from content or origin servers, is produced by content authors/tools. The verification of such content produced is in scope for OMA. However, only the validity of the content of test suites will be tested in advance. . 
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Optionality Dimension

Optionality in the Browsing enabler is expressed using the SCRs as defined in [IOPProc],

Addressing the validation and testing of options should be solvable through the SCRs in the specs being used to drive whether required test campaigns are executed or not. The mechanics for this may be complex at a micro level but that is out of scope for this document. This document SHALL focus with optionality at the macro level but where micro level issues re optionality are identifiable this document SHALL call out foreseeable problems.

Device to device behaviour

Interoperability is most noticeably demonstrable and perceivable in the users devices/user agents.

The motivation for OMA Browsing is not to deliver pixel to pixel level consistency between different devices/user agents, but rather to ensure the user experience is consistent between different devices bearing in consideration the user interface differences (screen size, definition, colour vs. monochrome, key navigation vs. pointing device etc.). Thus the ETRs SHALL determine device interoperability based on behaviour and general presentation conformant with the specifications. 
5.2 Priorities in Methodology Framework

	Summary Requirement
	Priority

	User Agent
	High

	
	

	Content Server
	High

	Content/Author
	Low


6. Browsing V2.4 ETRs – core specifications

6.1 ETRs for Browsing V2.4 as a whole.

Browsing V2.3 comprises the [WAE] and [HTTPSM] as the two top-level specifications. 

The [WAE] provides the umbrella specification defining the core browsing paradigm, i.e. the markup languages, script languages, supported media types, use of HTTP/1.1, user agent behaviour etc.. The majority of the detail is handled in the individual specification comprising Browsing V2.3, e.g., [XHTMLMP], [ REF WML1 \h 
], [ REF WML2 \h 
], [ESMP], [ REF WMLScript \h 
], [CacheMod], [WAEMedia], etc.  The test requirements for these specifications form the bulk of this ETR.

Moreover the [WAE] umbrella also defines a set of additional specifications and enablers that enhance the browser or leverage aspects of the [WAE], e.g. [PICT], [ REF EFI \h 
] etc. and where necessary any impact on the core Browsers ETR from these specifications is called out in this ETR but are only applicable if the additional specifications and enablers are supported. In many cases it is only the media type support functions of the implicitly defined dispatcher in Browsing V2.3 that is impacted.

The [HTTPSM] specification profiles  [upon which it is based, and adds the ability for a proxy to act in a client’s behalf. The [HTTPSM] feature requires both the user agent either the Proxy/Gateway/PEP or application/content server to be [HTTPSM] aware. The fallback is to standard HTTP/1.1 state management but the minimum memory limits of [HTTPSM] may be impacting to direct HTTP/1.1 state management use. The test requirements in this document SHALL address both cases.

6.1.1 User Agent ETR

6.1.1.1 Deployment

Requirements are addressed by those of MAESpec in section 6.2 and HTTPSM in section 6.8.

6.1.1.2 Interoperability

Requirements are addressed by those of MAESpec in section 6.2 and HTTPSM in section 6.8.

6.1.1.3 Optionality

Requirements are addressed by those of MAESpec in section 6.2 and HTTPSM in section 6.8.

6.1.2 
6.1.2.1 

6.1.2.2 

6.1.2.3 

6.1.3 Content Server ETR

6.1.3.1 Deployment

Requirements are addressed by those of MAESpec in section 6.2 and HTTPSM in section 6.8.

6.1.3.2 Interoperability

Requirements are addressed by those of MAESpec in section 6.2 and HTTPSM in section 6.8.

6.1.3.3 Optionality

Requirements are addressed by those of MAESpec in section 6.2 and HTTPSM in section 6.8.

6.1.4 Content Generator ETR

6.1.4.1 Deployment

Requirements are addressed by those of WAESpec in section 6.2 and HTTPSM in section 6.8.

6.1.4.2 Interoperability

Requirements are addressed by those of WAESpec in section 6.2 and HTTPSM in section 6.8.

6.1.4.3 Optionality

Requirements are addressed by those of WAESpec in section 6.2 and HTTPSM in section 6.8.

6.2 ETRs for MAESpec.

6.2.1 User Agent ETR

6.2.1.1 Deployment

REQUIREMENT – The test campaign MUST verify that the User Agent supports deployment through a Proxy/Gateway/PEP or directly to a content server. 

This requirement comes from the WAP Architecture specification and is supported by the [WAE].

The WAP V2.0 architecture [WAPArch] defines the elements of the content path, i.e. User Agent (UA), content server and any proxy/gateway/PEP functions in between. For Browsing V2.3 there is no requirement for a proxy/gateway/PEP function for most features. 

REQUIREMENT – The test campaign needs to provide the means to test both with and without any proxy/gateway/PEP elements claiming to be conformant to Browsing V2.1. Optionally the test campaign needs to consider the use of pure HTTP proxies in the path between user agent/device and content server.

REQUIREMENT – The test campaign MUST verify that the User Agent support all Media requirements defined in [WAE] section 6.1.

NOTE: As described in [WAE] Table 6-1: “Mime Media Types Supported by WAE” a user agent that does not conform to [RFC4329] should advertise text/ecmascript instead of application/ecmascript.

Section 6.1 of [WAE] defines the minimum set of media types a UA needs to support for the features supported. 

REQUIREMENT – The test campaign needs to ensure the content types required to be supported are verified.

REQUIREMENT – The test campaign MUST verify that User Agent(s) support the markup languages as defined in [WAE] section 6.2.

The test campaign needs to verify support for the mandated markup language [XHTMLMP] and any optional markup languages, i.e. [ REF WML1 \h 
] and [ REF WML2 \h 
].

Where [ REF WML1 \h 
] and/or [ REF WML2 \h 
] are supported in addition to [XHTMLMP] the test campaign needs to verify maintenance of context between content defined using  [ REF WML1 \h 
] and/or [ REF WML2 \h 
] and content defined using [エラー! 参照元が見つかりません。]

The ETRs for [XHTMLMP], [WML1] and [WML2] are in sections 6.4, 1.1.1, and 1.1.1 respectively

REQUIREMENT – The test campaign is strongly encouraged to verify that the User Agent support [ REF WCSS \h 
].

[ REF WCSS \h 
] is strongly encouraged to be supported. 

The ETRs for [ REF WCSS \h 
] are outlined in section 6.6
REQUIREMENT – The test campaign needs to verify [ESMP] in conjunction with [XHTMLMP]. 
The ETRs for [ESMP] are outlined in section 6.5. 

Because a compliant [XHTMLMP] document is also a compliant [ REF WML2 \h 
] document the test campaign MAY verify support for [ESMP] within a [ REF WML2 \h 
] document context.

REQUIREMENT –  Where a user agent supports [ REF WMLScript \h  \* MERGEFORMAT 
] and [ REF WMLStdLib \h  \* MERGEFORMAT 
] the test campaign needs to test this in conjunction with [ REF WML1 \h  \* MERGEFORMAT 
] and/or [ REF WML2 \h  \* MERGEFORMAT 
] documents depending on the supported features. 
The ETRs for [ REF WMLScript \h 
] and [ REF WMLStdLib \h 
] are outlined in section 1.1.

REQUIREMENT – The test campaign must verify the User Agent support images when it supports the images. Support for graphical images is optional but where a UA supports graphical images the UA needs to support WBMP. 

WBMP is defined in the [WAEMedia] specification and the ETRs for [WAEMedia] are outlines in section 6.3.

Where a UA claims support for additional graphical image types through the use of the accept-header these should also be tested [see ETRs for UA accept headers below].

REQUIREMENT – The test campaign must verify exchange via the supported session protocol(s) and/or WDP and that the minimum properties of “Name” and “Telephone Number” are supported for display and, where supported, transmission when claimed to be supported.

Support for vCard [VCARD] is optional. A UA MAY supports vCard via the supported session protocol(s), WSP and/or W-HTTP, and/or WDP exchange.

REQUIREMENT – The test campaign must verify that the User Agent verify exchange via the supported session protocol(s) and /or WDP and the requirement to display the vCalendar object when claimed to be supported.

Support for vCalendar [VCAL] is optional. A UA MAY support vCalendar via the supported session protocol(s), WSP and/or W-HTTP, and/or WDP exchange.

REQUIREMENT – The test campaign needs to verify the UA supported multipart message encoding formats

Multipart/mixed and multipart/related and multipart/alternative are all optional though multipart/mixed and multipart/related are more strongly recommended. 

Multipart/form-data is required and needs to be tested

REQUIREMENT – The test campaign must verify support for the supported hypermedia transfer service.

The test campaign should be able to verify the hypermedia transfer service through the execution of tests defined in this ETR between the UA and content server with and/or without the proxy/gateway/PEP in between depending on the device and content server features. UAs are required to support the hypermedia transfer service, i.e. [WSP] and/or [W-HTTP]. 

REQUIREMENT – The test campaign needs to verify operation of the caching model to support for HTTP Caching [CacheMod].The ETRs for [CacheMod] are outlined in section 6.7.

REQUIREMENT – The test campaign needs to verify the minimum URI length.

REQUIREMENT – The test campaign needs to verify retrieving a resource specified by a HTTP URI scheme is communicated to the proxy/gateway/PEP or content server, depending on deployment topology being tested, using either [W-HTTP] or [WSP].

REQUIREMENT - The test campaign needs to verify UAs support the HTTPS URI scheme and that when retrieving a resource using the HTTPS URI scheme the behaviour is consistent with that specified in [WAE] section 7.2.2, i.e. the establishment of a secure connection across all links between UA and content server.

The use of https: implies that there is a secure linkage end-to-end. [WAE] specifies that if https: is used between a client and a gateway that the system must insure that similar security constraints are applied between the gateway and the server.

REQUIREMENT – The test campaign needs to verify the UA reporting an error to the user when the secure connection cannot be established.

REQUIREMENT - The test campaign needs to verify UAs support the HTTPS URI scheme and that when the establishment of a secure connection across all links between UA and content server fails the retrieval attempt is aborted.

REQUIREMENT – The test campaign need to verify that the User Agent support other schemes.

The URI schemes defined in [WAE] section 7.2.3 are all dependent on additional features, see [WTA][PICT][EFI][PSTOR]

The ETRs for these URI schemes are defined in sections 1.1, 7.1, 1.1 and 1.1.

REQUIREMENT - The test campaign needs to verify UA support for the character sets defined in [WAE] section 7.6.1, i.e. text encoded in UTF-8 and UTF-16.

The test campaign needs to verify the treatment of character encoding and the reporting of errors to the user when the document includes unknown characters.

REQUIREMENT - The test campaign needs to verify the UA supporting the advertising of its characteristics does so using HTTP accept headers together with HTTP media range */* and associated “q” value regardless of any [UAPROF] support.

REQUIREMENT - The test campaign needs to verify the UA supporting the advertising of its characteristics using [UAPROF].

REQUIREMENT – The test campaign should verify the UA supports for the advertised characteristics and needs to verify support for all advertised characteristics specified by OMA.

REQUIREMENT – The test campaign needs to verify the navigation history model as defined in [WAE] section 7.13.11

REQUIREMENT –The test campaign needs to verify the availability of the BACK key at all times as defined in [WAE7.13.2].

REQUIREMENT –　The test campaign needs to verify the resulting behaviour from the activation of the BACK key as defined in [WAE] 7.13.2.

REQUIREMENT – The test campaign needs to verify the UE minimum processing capability for number of bytes in a text box as defined in [WAE] 7.13.3

6.2.1.2 Interoperability

User Agent interoperability is primarily addressed through the detailed specifications, e.g. [エラー! 参照元が見つかりません。], [ESMP], etc. and the User Agent ETRs above. The available test suites should be used to test both user agent-to-user agent and end-to-end interoperability among components under the test. The user agent-to-user agent interoperability is defined as consistent behavioural responses to input content. The end-to-end interoperability is defined as correct handling and delivery of the content from one of the delivery chain to the other.

Table 1 User Agent ETR Priorities for IOP Test

	Summary Requirement
	Priority

	Test via proxy/Gateway/PEP and directly to content server
	High

	Verify UA declares acceptance of all supported content types (those from [WAE] section 6.1 plus common media types, with priority on the following content types):

For presentation in the browser:

WML textual form

WML1 binary form

XHTML Basic

XHTML Mobile Profile

WCSS

WBMP

BMP

GIF

JPEG

PNG

For download:

AMR

MIDI

MP3

WAV

H.263 Video (3GPP)
	High

	Verify UA support (via in-line/direct presentation or other supported handling) for all declared content types
	High

	Verify UA declares all supported connection-oriented WAP1 Push methods as WAP1 protocol options.
	High

	Verify session establishment via supported WAP1 protocols, including secure and non-secure session protocols
	High

	Verify data exchange via all supported protocols, including non-secure and secure transport protocols of WAP1 and WAP2
	High

	Verify supported hypermedia transfer services, including the GET, HEAD and POST methods, status code 200, and 3xx Redirection status codes including 301 - 303
	High

	If supported, verify support for the HTTP Refresh header.
	High

	Verify minimum URI length support in all hypermedia transfer and markup language features that use URI’s, with priority on:

Anchor tags

Embedded object references

HTTP 302 redirect (Location header)
XHTML-specific features (e.g. Form)

WML-specific features

Push Service Indication and Service Loading URI’s
	High

	Verify supported URI schemes, including “http”, “https”, “mailto”, and “wtai”
	High

	Verify operation of softkeys when defined in applications[WML]
	High

	Verify the back key at all times.
	High


6.2.1.3 Optionality

The [WAE] has three types of optionality:

· Individual optional requirements within the [WAE], e.g. multipart/related.

· Optional core Browser features, e.g. [ REF WML1 \h 
], [ REF WML2 \h 
], etc

· Optional features that enhance the browser, e.g. [PICT], [ REF EFI \h 
] etc., or provide other UAs that leverage aspects of MAESpec, typically the dispatcher, e.g. Download and DRM.

The test campaign for the Browsing V2.3 User Agent needs to be able to verify any impacted aspects of WAESpec from these options. The detailed ETRs for these features is contained within the respective sections of this document or referred to ETRs.
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6.2.3 Content Server ETR

6.2.3.1 Deployment

The Content Server has two sets of ETRs placed upon it:

· As an HTTP content server servicing requests via a Proxy/Gateway/PEP or integrated support for direct access from the device using [WSP] or [W-HTTP].

· As an HTTP/1.1/WSP server directly communicating with and servicing the requests from devices using either[WSP] or [W-HTTP].
The ETRs for the former are presented first, the ETRs for the latter are in essence those of the Proxy/Gateway/PEP but are replicated here for clarity.

There is one general ETR.

REQUIREMENT – The test campaign needs to provide the means to test both with and without any proxy/gateway/PEP elements claiming conformance to Browsing V2.1 by [WAESpec]. Optionally the test campaign needs to consider the use of pure HTTP proxies in the path between user agent/device and content server. 
The WAP V2.0 architecture [WAPArch] defines the elements of the content path, i.e. User Agent (UA), content server and any proxy/gateway/PEP functions in between. For Browsing V2.2 there is no requirement for a proxy/gateway/PEP function for most features. 

6.2.3.1.1 HTTP Server – with or without Proxy/Gateway/PEP 

This section covers the ETRs for the HTTP server providing support for Browsing V2.2 devices via an intermediate Proxy/Gateway/PEP or direct access from devices using [WSP] or [W-HTTP].

REQUIREMENT – The test campaign needs to ensure all the content type required to be supported for the Browsing V2.2 feature support are verified as supported by the Content Server, for the Media requirements defined in [WAE] section 6.1.

Section 6.1 defines the minimum set of media types a UA needs to support for the features supported. 

NOTE – No specific requirement on support for script, i.e. [ REF WMLScript \h  \* MERGEFORMAT 
], [ REF WMLStdLib \h  \* MERGEFORMAT 
] and [CryptoLib].

REQUIREMENT – The test campaign needs to verify the ETRs defined in 6.11 for support for WBXML.

NOTE – No specific ETRs beyond support for media requirements above for support for images.

REQUIREMENT - The test campaign needs to verify support as defined in [WAE] section 6.7 when vCard is supported.

REQUIREMENT - The test campaign needs to verify support as defined in [WAE] section 6.8 when vCalendar is supported.

REQUIREMENT - The test campaign needs to verify claimed support for multipart as defined in [WAE] section 6.9.

REQUIREMENT - The test campaign needs to verify the support of HTTP/1.1 for the request and response of resources specified by URLs on the content server.

REQUIREMENT – The test campaign needs to verify the 
Support for the Client Header Handling should be catered for via the “support for HTTP/1.1 and WSP” section above or the support for Client Header Handling for Proxy/Gateway/PEP (section 6.2.2) or the HTTP/1.1/WSP Server ETRs in section 6.2.3.1.2. 

REQUIREMENT – support for HTTP Caching [CacheMod].

Any ETRs for [CacheMod] are specified in section 6.7.

REQUIREMENT – The test campaign needs to verify support for the minimum URI length. While this requirement in [WAE] specifically calls out UAs and Proxies it is equally applicable to Servers since the URIs would be sent by the UA directly or via Proxy to the content server.

REQUIREMENT – The test campaign needs to verify retrieving a resource specified by a HTTP URI scheme. The request and response may be made using [WSP] or [W-HTTP] if via a proxy/gateway/PEP or direct to the content server, or via HTTP if via a proxy/gateway/PEP.

REQUIREMENT - The test campaign needs to verify support for the HTTPS URI scheme and that when retrieving a resource using the HTTPS URI scheme the behaviour is consistent with that specified in [WAE] section 7.2.2, i.e. the establishment of a secure connection across all links between UA and content server.

REQUIREMENT – The test campaign needs to verify support for other schemes.

The URI schemes defined in [WAE] section 7.2.3 are all dependent on additional features.

\The ETRs for these URI schemes are defined in sections 1.1, 7.1, 1.1 and 1.1.

REQUIREMENT - The test campaign needs to verify support for the character sets defined in [WAE] section 7.6.1, i.e. text encoded in UTF-8 and UTF-16.

REQUIREMENT – support for HTTP/WSP accept headers.

REQUIREMENT – 　The test campaign needs to verify behaviour when the proxy content server sends a response acceptable to the UA.

REQUIREMENT – The test campaign needs to verify any claimed honouring of device preferences as defined in [WAE] section 7.7.1

REQUIREMENT – No specific ETRs for the Back Key for the content server for support for the Back key.

6.2.3.1.2 HTTP/1.1/WSP Server – no Proxy/Gateway/PEP

This section covers the ETRs for the HTTP/1.1 or WSP connected server providing direct support for Browsing V2.2 devices without any intermediate Proxy/Gateway/PEP. It addresses the protocol or proxy ETRs rather than the content serving function whose ETRs are described in 6.2.3.1.1.

REQUIREMENT – The test campaign needs to ensure all the content type required to be supported by UAs are verified as supported by the Proxy/Gateway/PEP functionality within the content server for support the Media requirements defined in [WAE] section 6.1.

Section 6.1 defines the minimum set of media types a UA needs to support for the features supported. 

REQUIREMENT – The test campaign needs to ensure any server accessed directly has support for script, i.e. [ REF WMLScript \h 
], [ REF WMLStdLib \h 
] and [CryptoLib].

REQUIREMENT – The test campaign needs to verify the transformation (compilation) from WMLScript into WMLScript bytecodes directly by the server when the UA prefers the binary format.

REQUIREMENT – The test campaign needs to verify function of the content server informing the UA of an error in compilation using HTTP status code 502 “Bad Gateway”.

REQUIREMENT – The test campaign needs to follow the ETRS are defined in 6.11 for support for WBXML.

REQUIREMENT – The test campaign should verify transparency for support for images.

No specific ETRs other than transparency (section 6.1). The content server support for images is defined in section 6.2.3.1.1.

REQUIREMENT – The test campaign needs to verify support as defined in [WAE] section 6.7 when vCard is supported.

REQUIREMENT – The test campaign needs to verify support as defined in [WAE] section 6.8 when vCalendar is supported.

REQUIREMENT – The test campaign needs to verify the use of the WAP specific multipart where [WSP] is used standard multipart where [W-HTTP] is used. It is immaterial if the content server translates the multipart or creates the variants directly in this deployment.

REQUIREMENT – The test campaign needs to verify direct support for HTTP/1.1 and WSP by servers that are access with a proxy/gateway or PEP.

The test campaign needs to verify the support of HTTP/1.1 and/or WSP as the Hypermedia Transfer Service.
REQUIREMENT – The test campaign needs to verify proxy/gateway/PEPs support for WSP cached request headers for support for Client Header Handling.
REQUIREMENT – The test campaign needs to verify any ETRs specified in section 6.7 for support for HTTP Caching [CacheMod].

REQUIREMENT – The test campaign needs to verify support for the minimum URI length.

REQUIREMENT – The test campaign needs to verify retrieving a resource specified by a HTTP URI scheme is communicated to the content server using either [W-HTTP] or [WSP].

REQUIREMENT – The test campaign needs to verify support for the HTTPS URI scheme and that when retrieving a resource using the HTTPS URI scheme the behaviour is consistent with that specified in [WAE] section 7.2.2, i.e. the establishment of a secure connection across all links between UA and content server.

REQUIREMENT – The test campaign needs to verify the content server reports an error to the user when the secure connection cannot be established.

REQUIREMENT – support for other schemes.

The URI schemes defined in [WAE] section 7.2.3 are all dependent on additional features.

REQUIREMENT – The test campaign needs to verify the ETRs for these URI schemes are defined in sections 1.1, 7.1, 1.1 and 1.1.

REQUIREMENT – The test campaign needs to verify transformation of character encoding when the UA does not support the original character encoding for Internationalisation.

REQUIREMENT – The test campaign needs to verify support for the character sets defined in [WAESpec] section 7.6.1, i.e. text encoded in UTF-8 and UTF-16.

REQUIREMENT – The test campaign needs to verify treatment of character encoding and reporting of errors to the user when the document includes unknown characters.

REQUIREMENT – support for HTTP/WSP accept headers.

REQUIREMENT – The test campaign needs to verify the assumed values of HTTP/1.1 headers as defined in [WAE] section 7.7.1.

REQUIREMENT – The test campaign needs to verify behaviour when the content server cannot send a response acceptable to the UA.

REQUIREMENT – The test campaign needs to verify any claimed honouring of device preferences as defined in [WAESpec] section 7.7.1

NOTE– There are no specific ETRs for the Back Key for the proxy/gateway/PEP.

6.2.3.2 Interoperability

Content Server interoperability is primarily addressed through the detailed specifications, e.g. [XHTMLMP], [ESMP], etc. and the Proxy/Gateway/PEP ETRs above.

Table 3 Content Server ETR Priorities for IOP Test

	Summary Requirement
	Priority

	Verify supported hypermedia transfer services, including the GET, HEAD, and POST methods, and status codes 200, 302
	High

	Verify delivery of UA-declared content types supported by the content server (those from [WAE] section 6.1 plus common media types, with priority on the following content types:

WML textual form

WML1 binary form

XHTML Basic

XHTML Mobile Profile

WAP CSS

WAP BMP

BMP

GIF

JPEG

PNG

AMR

MIDI

MP3

WAV

H.263 Video (3GPP)
	High

	Verify non-secure and secure delivery of content types as above via proxy/Gateway/PEP and directly to content server
(Note: for the sake of clarity, the specification assumes WSP server to logically be combination of Proxy and content server)
	High


6.2.3.3 Optionality

The [WAE] has three types of optionality:

· Individual optional requirements within the [WAE], e.g. multipart/related.

· Optional features, e.g. [WSP], [W-HTTP], etc

· Optional features that enhance the UA support, e.g. [PICT], [ REF EFI \h 
] etc., or provide other UAs that leverage aspects of WAESpec, typically the dispatcher, e.g. Download and DRM.

REQUIREMENT – The test campaign for the Browsing V2.2 Content Server needs to be able to verify any impacted aspects of WAESpec from these options. The detailed ETRs for these features is contained within the respective sections of this document or referred to ETRs.

6.2.4 Content Generator ETR

6.2.4.1 Deployment

There are no specific ETRs for the content generator as it is not impacted by the various deployments. The content is delivered from the content server via either the proxy/gateway/PEP or direct
Interoperability

Content Generator interoperability is primarily addressed through the detailed specifications and any ETRs stated above.

6.2.4.2 Optionality

The [WAE] has three types of optionality:

· Individual optional requirements within the [WAE], e.g. multipart/related.

· Optional features, e.g. [WSP], [W-HTTP], etc

· Optional features that enhance the UA support, e.g. [PICT], [ REF EFI \h 
] etc., or provide other UAs that leverage aspects of WAESpec, typically the dispatcher, e.g. Download and DRM.

REQUIREMENT – The test campaign for the Browsing V2.2 Content Generator needs to be able to verify any impacted aspects of WAESpec from these options.
The detailed ETRs for these features is contained within the respective sections of this document or referred to ETRs.

6.3 ETRs for WAE Media Types


6.3.1 User Agent ETR

6.3.1.1 Deployment


REQUIREMENT – The test campaign needs to verify that when a device claims to support images it accepts and renders them according to the definition in [WAEMedia].

6.3.1.2 Interoperability

There are no specific ETRs for the interoperability beyond those defined above for WBMP support.

6.3.1.3 Optionality

No requirements.

6.3.2 
6.3.2.1 

6.3.2.2 

6.3.2.3 

6.3.3 Content Server ETR

6.3.3.1 Deployment



6.3.3.2 Interoperability


6.3.3.3 Optionality

There are no specific ETRs for the content server WBMP support beyond the deployment support.

6.3.4 Content Generator ETR

6.3.4.1 Deployment

REQUIREMENT – The test campaign should verify and content generator produces conformant WBMP.

6.3.4.2 Interoperability

There are no specific ETRs for the content generator beyond the deployment and optionality support.

6.3.4.3 Optionality

REQUIREMENT – The test campaign should verify the content generator produces conformant animated WBMP where the content generator claims support for this.

6.4 ETRs for XHTMLMP

6.4.1 ETRs specific to XHTML MP V1.2

6.4.1.1 User Agent ETR
6.4.1.1.1 Deployment
REQUIREMENT - The test campaign needs to verify User Agent support for deployment directly to the content server.

REQUIREMENT－The test campaign needs to verify the User Agent support of the Object element as specified in chapter 11 of [XHTMLMP]

REQUIREMENT - Test campaign needs to verify support of the inputmode attribute as specified in chapter 13 of [XHTMLMP]

REQUIREMENT - Test campaign needs to verify support of ESMP event cancellation as specified in chapter 10.5 of [XHTMLMP]

REQUIREMENT - Test campaign needs to verify support of navigation optimisations as specified in chapter 12 of [XHTMLMP]

REQUIREMENT - Test campaign needs to verify support of XHTML Forms module as specified in [XHTMLMP]

REQUIREMENT－The test campaign needs to verify the minimum processing capacity of the User Agent for support of the option elements per select element, input elements, textarea elements, and anchor elements as specified in chapter 14 of [XHTMLMP].

REQUIREMENT－The test campaign needs to verify the processing rules for the generalized use of XHTML Forms as specified in chapter 15 of [XHTMLMP].

6.4.1.1.2 Interoperability

REQUIREMENT – The test campaign needs to verify that all User Interface Widget implementations are consistent with the semantic intent of [XHTMLMP], and with a representative sample of other client implementations.

Interoperability is measured by the consistency of presentation and usability of a set of XHTML documents presented to a representative set of client devices.  Specific issues to focus on include the implementation of user interface widgets such as menus, lists, choice-lists etc. While it is not important that these widgets look alike, it is important that they function in such a way as to be consistent with the intent of XHTML, and that so functioning allow for a consistent functional flow as viewed across multiple client devices under test.

Table 4 User Agent ETR for XHTML MP V1.3 Priorities for IOP Test

	Summary Requirement
	Priority

	Support object inclusion via the ‘object’ element.
	High

	Support for XHTML “Forms” module
	High

	Support for event cancellation in ESMP implementation
	High

	Support for input modes
	High

	Support for title attribute in link element
	Med

	Support for rel attribute in link element
	Med

	Presentational hints for accesskeys
	Low

	Minimum support of Option, Input, Textarea, and Anchor elements
	High

	Support of processing rules for the generalized use of Forms
	High


6.4.1.1.3 Optionality

6.4.1.1.4 

6.4.1.1.5 

6.4.1.1.6 

6.4.1.2 Content Server ETR
6.4.1.2.1 Deployment
REQUIREMENT - The test campaign needs to verify the User Agent to support deployment directly to the user agent.

6.4.1.2.2 Interoperability

6.4.1.2.3 Optionality
6.4.1.3 Content Generator ETR
6.4.1.3.1 Deployment
Document should be XHTML-MP 1.2 Conformant.

6.4.1.3.2 Interoperability

6.4.1.3.3 Optionality
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6.7 ETRs for ESMP.

ECMAScript-Mobile Profile is deployed as a client scripting interpreter, which runs as an integral part of the browsing context. All of the deployment elements of the OMA E2E browsing enabler have elements that could be tested. The majority of testing is concentrated in the client.

The following sections will break down each of the deployment elements into the previously defined dimensions (deployment, device-to-device interoperability, and optionality) [see Section  5].

6.7.1 User Agent (Client) ETR

6.7.1.1 Deployment 

REQUIREMENT – The test campaign needs to verify the User Agent is able handle XHTML content type documents with embedded ECMAScript.

The device must be able to receive script content and deliver it to the browser user agent. The user agent MUST understand that this is script content and handle it as such. Both positive and negative tests should be attempted. These tests should be insensitive to the existence of any intermediate proxies.

The testing of the <script> and <noscript> elements are key here.

REQUIREMENT – The test campaign needs to verify the User Agent will respect the domain security of the ESMP specification 

Tests should be written that attempt to access network content that is not within the browsers accepted domain. This will involve using the location object.

REQUIREMENT – The test campaign needs to verify the User Agent will respect the history constraints of the ESMP specification

Tests should be written that attempt to breach the history stack constraints, as defined by the [ESMP] specification. This will involve using the ‘history’ object.

REQUIREMENT – The test campaign needs to verify the User Agent  can handle ECMAScript Language syntax definition as defined in ESMP

A general conformance testing for language syntax should be carried out. This should consist of touch testing each of the ECMA-262 objects as well as the context objects. Many ECMAScript and Javascript test suites exist. A survey should be done to determine where to best obtain this type of testing material. As a conformance test, this work should be conducted prior to any interoperability testing, and may be a good candidate for so-called self certification.

6.7.1.2 Interoperability

6.7.1.2.1 Semantic Interoperability

REQUIREMENT – The test campaign needs to verify the User Agent correctly supports the language semantics of ESMP. 

All devices supporting [ESMP[] should respond consistently when presented the same scripts. A series of scripts that generate documented outcomes should be assembled and applied to devices. The  results and side-effects of the test scripts should be compared to other devices to guarantee consistency. Script content should broadly touch all ESMP defined objects, and should be built in an extensible manner, so that discovered areas of inconsistency can be added to the suite of tests.

REQUIREMENT – The test campaign needs to verify the User Agent correctly handles object semantics defined in [ESMP]

All ESMP language objects and host object should be touch tested. These tests may be combined with the above listed language semantic tests.

6.7.1.2.2 Processing model Interoperability

REQUIREMENT – The test campaign needs to verify the User Agent correctly handles all of the invocation mechanisms as defined in ESMP

All of the invocation modes and exits for script must be tested. 

REQUIREMENT – The test campaign needs to verify the User Agent responds to error conditions in an interoperable way.

Runtime errors must be tested to insure that both fatal and non-fatal errors are handled in a consistent, and interoperable way. Of special note are tests that should cover infinite loops and tests that should cover memory exhaustion.[

6.7.1.2.3 Priorities in Interoperability

Table 7 User Agent ETR for ESMP Priorities for IOP Test

	Summary Requirement
	Priority

	ECMAScript Type Support
	High

	Semicolon support at end of statements
	High

	Support for EvalError Exception
	High

	Native Object Support – String Object
	High

	Native Object Support – Error Object
	High

	Support for DOM2 compliant event binding
	High

	Host Object Support – parent global Object
	High

	Host Object Support – navigator Object
	High

	Host Object Support –  history Object
	High

	Host Object Support – location Object
	High


6.7.1.3 Optionality

REQUIREMENT – The test campaign needs to verify the User Agent to support the mandatory subset of ESMP, allowing any optionally defined additions. (optionality)

The major optional chunk is W3C DOM. Any testing associated with this should be separable from other testing material.
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6.7.3 Content Server ETR

REQUIREMENT – The test campaign needs to verify the content server will respond correctly to URL requests

While not explicitly an ESMP requirement, the content server must respond correctly to URL requests for script content.

REQUIREMENT – The test campaign needs to verify the content server will serve appropriate content type if available.

Content, if not available must generate the appropriate HTTP errors.

REQUIREMENT – The test campaign needs to verify the content server will react identically to all other content servers in error situations.

Posting of errors to the client must occur using standard HTTP error codes and the codes used must be consistent from content server to content server.

6.7.4 Content Generation ETR

The following testing requirements on content generation tools are most likely out of scope for OMA testing, but are included here for completeness.

REQUIREMENT – The test campaign needs to verify the tools used to generate test content should be able to generate content that is restricted to the allowed language constructs and objects defined in ESMP.

REQUIREMENT – The test campaign needs to verify the tools should be able to validate script content based on the definition of ESMP
6.8 ETRs for WCSS

6.8.1 User agent

User agents MUST conform to the WCSS 1.1 [ REF WCSS \h 
] specification, i.e. support at least all mandatory features. This is tested in conformance testing. A conformance test suite for CSS Mobile profile, which to a large part is identical to WCSS, is available from W3C at <http://www.w3.org/Style/CSS/Test/Mobile/1.0/current/>. For OMA specific CSS extension, such as all the '-wap-xxxx' properties, additional conformance tests are required.
Of all mandatory WCSS features, the following are key to interoperability with a high priority:



· Section 6.1[ REF WCSS \h  \* MERGEFORMAT 
]: Syntax and parsing. In particular it MUST be tested that the UA ignores properties it does not support, and invalid syntax. 
· Section 7[ REF WCSS \h  \* MERGEFORMAT 
]: Assigning property values, cascading, and inheritance. 

REQUIREMENT – The test campaign MUST test that the UA is able to cascade style rules from external style sheets, the "style" attribute, and the <style> element. 

REQUIREMENT – The test campaign MUST test with XHTML mobile profile documents. Also, it MUST be tested that style sheets can be inside the XHTML <style> element and the "style" attribute. 

Style can be included either directly in XHTML attributes, as a direct inclusion in the <head> of a document, or as an external include. No matter which way, or in which combination, the style cascade MUST be maintained.
REQUIREMENT – For external style sheets the test campaign MUST test that the documents with the "text/css" MIME media types are handled as WCSS style sheets. 

Table 8 User Agent ETR for WCSS V1.1 Priorities for IOP Test

	Summary Requirement
	Priority

	Verify WCSS V1.1 mandatory features, with priority on:

external stylesheets

internal stylesheets

style attribute

extensions: input

Pseudo-classes
	High

	Verify WCSS V1.1 optional features with priority on:

extensions: -wap-accesskey
	High

	Box model properties (e.g. margin, border)
	High

	Lists
	High

	Text indentation
	High

	White space
	High

	Float Positioning
	High

	CSS Extension: Marquee
	High


6.8.2 Content server

REQUIREMENT – A content server MUST be able to serve content of the type “text/css” when requested by a client or its proxy.

6.8.3 
No requirements. 
6.9 ETRs for UA Caching Model.

The User Agent Caching Model [CacheMod] specification is primarily aimed at the UA but there are requirements places on any WAP proxy/gateway/PEP and supporting infrastructure. 

6.9.1 User Agent ETR

REQUIREMENT –  The test campaign needs to verify support for the caching model including the cache-control headers and directives defined in [CacheMod] which in turn references [RFC2616] for the detail of the caching model.

REQUIREMENT –  The test campaign needs to verify support for cache freshness lifetime calculation defined in [CacheMod] which in turn references [RFC2616] for further detail.

REQUIREMENT- When a reliable internal clock is available the test campaign needs to verify that aall time-based caching are be based on this reliable internal clock, which is independent of the local timezone either configured manually or through a network based time source.

REQUIREMENT - When a network based time source, e.g. 3GPP Network Identity and Timezone (NITZ), is available and synchronization is supported by the User Agent the test campaign needs to verify that the User Agent's internal time-of-day clock is synchronized with this network based time source.  

REQUIREMENT- The test campaign needs to verify that private information in the User Agent cache is protected from unintended or malicious access.

The following test requirements only apply to User Agents that support WML:

REQUIREMENT – The test campaign needs to verify the use of the must-revalidate cache control for stale data when going “back” in history.

The following 3 test requirements only apply to User Agents that support WSP:

REQUIREMENT – The test campaign needs to verify the UA TOD clock operation regardless of whether a real TOD clock or derived from WAP Gateway requests. 

REQUIREMENT – The test campaign needs to verify use of the TOD request when the UA uses this to synchronise its TOD clock. 

REQUIREMENT – The test campaign should verify support for the RTT compensation if the device supports it.

.

6.9.1.1 Deployment

.

REQUIREMENT – The test campaign should verify support for the caching model when the UA connects to a content server directly and via a proxy.

6.9.1.2 Interoperability

There are no specific ETRs for Interoperability beyond those for the UA and deployment above.
Table 9 User Agent ETR for UA Caching Model Priorities for IOP Test

	Summary Requirement
	Priority

	Verify support of HTTP caching, including the Cache-Control headers and directives.
	High

	Verify support for cache freshness lifetime calculation
	High

	Verify that all time-based caching are based on a reliable internal clock
	High

	Verify that the User Agent's internal time-of-day clock is synchronized with a network based time source
	Med

	Verify that private information in the User Agent cache is protected from unintended or malicious access
	High

	For User Agents supporting WML and/or WSP verify specific WML/WSP features management
	High


6.9.1.3 Optionality

There are no specific ETRs for Optionality beyond those for the UA and deployment above.
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6.9.3 Content Server ETR

6.9.3.1 Deployment

The following test requirement only applies to Content Servers supporting WAP Gateway functionality.

REQUIREMENT – The test campaign needs to verify the support for X-WAP-TOD requests when the Content Server supports direct access from the user agent.

6.9.3.2 Interoperability

There are no specific ETRs for Interoperability beyond those for deployment and optionality.

6.9.3.3 Optionality

The following test requirement only apply to Content Servers supporting WAP Gateway functionality:

REQUIREMENT – The test campaign needs to verify the content server implements a reliable TOD clock where supported.

REQUIREMENT – The test campaign needs to verify the content server maintains reliable real-time TOD using NTP or an equivalent where supported.

6.9.4 Content Generator ETR

6.9.4.1 Deployment

There are no ETRs for the content generator.

6.9.4.2 Interoperability

There are no ETRs for the content generator.

6.9.4.3 Optionality

There are no ETRs for the content generator.

6.10 ETRs for HTTPSM.
6.10.1 User Agent ETR

REQUIREMENT – The test campaign needs to verify the User Agent is able to support minimum local cookie management as specified in section 9 [HTTPSM].

REQUIREMENT – The test campaign needs to verify the support for cookie persistence.

Cookies defined as persistent must be able to persist across user agent device power down/power up cycles. All cookies must respect their “time-to-live”.
6.10.1.1 Interoperability

Table 10 User Agent ETR for HTTPSM Priorities for IOP Test

	Summary Requirement
	Priority

	1. Verify support of HTTP state management when supported, with priority on:Set-Cookie: name, domain, path, max-age, value

2. Set-Cookie response header: Max-Age and Expires attributes

3. HTTP Date header for cookie freshness lifetime.
	High


6.10.1.2 Optionality

REQUIREMENT –  - If supported, the test campaign must test the cookie delegation mechanism against a proxy that supports this functionality.

Cookie delegation seems to be a low priority activity, as there has been much emphasis lately on client cookie support.

If a user agent claims to support delegation of cookie management to a proxy, the delegation protocol should be tested.

6.10.2 


Table 11 Proxy/Gateway/PEP ETR for HTTPSM Priorities for IOP Test

	Summary Requirement
	Priority

	Verify support of HTTP state management delegation when supported, with priority on:

Set-Cookie: name, domain, path, max-age, value
	High

	Verify synchronization of TOD clock with UTC and use in cookie management  when supported
	High


6.10.3 Content Server ETR

REQUIREMENT - Cookies must conform to [RFC2109]

NOTE: RFC2965 obsoletes RFC2109. However, for the definition of the Cookie headers reference should be made to RFC 2109

6.10.4 Content Generation ETR

No special requirements
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6.13 ETRs for Session, security and transport protocols.

The [WAE] normatively references and places requirements on the use of the session protocols, i.e. [HTTP], [W-HTTP] and [WSP], and thereafter on the transport protocols, either [WTP] and [WDP] or [[W-TCP]the use of security, i.e. [WAPTLS] or [[WTLS]. Such requirements are addressed through the ETRs for the [WAE] and assume conformance to the associates specifications. The ETRs for the session

7. Browsing V2.4 ETRs – optional specifications or enablers

[エラー! 参照元が見つかりません。] enables a number of optional specifications and enablers to be used in conjunction with and to leverage the capabilities of [エラー! 参照元が見つかりません。] features.

However it is not necessarily the role of [エラー! 参照元が見つかりません。] to determine the ETRs of these optional specifications or features unless either a) the specifications of features do not currently have any ETRs, or b) [エラー! 参照元が見つかりません。] places particular interoperabilityh criteria upon those specifications or enablers that cannot reasonably be specified within the ETRs for those specifications or enablers in which case they should be specified through the ETRs for [エラー! 参照元が見つかりません。].

The remainder of this section defines the status of and any ETRs for the optional specifications or enablers relating to [エラー! 参照元が見つかりません。].
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7.6 WAP Pictogram

The ETRs for Pictogram [PICT] are set out below:
7.6.1.1 Deployment

REQUIREMENT – The test campaign needs to verify the installation of the core pictogram set.

REQUIREMENT – The test campaign needs to verify the download, installation and use of pictograms when there are not in the installed pictogram set. See [PICT] section 5.2

REQUIREMENT – The test campaign needs to verify the local naming definitions are met.

REQUIREMENT – The test campaign needs to verify the use of pictogram in <img> when the document is of type WML.

REQUIREMENT – The test campaign needs to verify the use of pictogram in <object> when the document is of type XHTML

REQUIREMENT – The test campaign needs to verify the pictogram processing model
7.6.1.2 Interoperability

The ETRs for deployment and optionality cover the interoperability requirements.

7.6.1.3 Optionality

REQUIREMENT – The test campaign should verify any claimed installation of additional pictogram set(s) where supported.

REQUIREMENT – The test campaign may verify the ability for end-users to install, update or remove pictograms for management of pictograms by users
See [PICT] section 5.2

REQUIREMENT – The test campaign should verify any claimed support for alternative presentation of pictograms.

See [PICT] section 5.4

REQUIREMENT – The test campaign needs to verify any claimed capability negotiation

See [PICT] section 5.5.
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7.6.3 Content Server ETR

7.6.3.1 Deployment

There are no ETRs for the Proxy/Gateway/PEP other than those of transparency etc covered elsewhere in the WAESpec ETRs.

7.6.3.2 Interoperability

The ETRs for deployment and optionality cover the interoperability requirements.

7.6.3.3 Optionality

REQUIREMENT – The test campaign needs to verify any claimed capability negotiation
See [PICT] section 5.5.

7.6.4 Content Generator ETR

7.6.4.1 Deployment


REQUIREMENT – The test campaign needs to verify the use of pictogram in <object> when the document is of type XHTML

7.6.4.2 Interoperability

The ETRs for deployment and optionality cover the interoperability requirements.

7.6.4.3 Optionality

There are no ETRs for content generator optionality in [PICT]

7.7 Crypto Object for ECMAScript Mobile Profile

The ETRs for Crypto Object [ESMPCrypto] for ECMAScript Mobile Profile are out of scope for this document and should be dealt with by a separate ETR covering the requirements for validation and interoperability for that enabler.
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