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1. Scope
(Informative)

There are many types of contents that can be stored in various mobile devices to meet the needs of users. But there is no consistent interface to access them and to use contents which are stored in the device a specific application must be implemented for each type of content. To overcome this problem it is desirable to provide the functionality which provides access to storage areas in the device with [XHTMLMP] and [ESMP].
This document defines requirements for persistent storage which provides the consistent interface to access resources stored in the device. Security issues are also mentioned in this document.
2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc21 not just with other contents, but the whole device19.txt

	[XHTMLMP]
	“XHTML Mobile Profile”, Open Mobile Alliance™, 
http://www.openmobilealliance.org/documents.html

	[WMLS]
	“WMLScript Language Specification”, WAP Forum(, WAP-193-WMLScript, http://www.openmobilealliance.org/

	[DRM]
	“Digital Rights Management version 1.0”, Open Mobile Alliance™, OMA-DRM-v1_0, http://www.openmobilealliance.org/documents.html

	[OTA]
	“Generic Content Download Over The Air Specification Version 1.0”, Open Mobile AllianceTM, OMA-Download-OTA-v1_0, http://www.openmobilealliance.org/release_program/download_v10.html [OMA Download v1.0 Enabler Release]

	[ESMP]
	“ECMAScript Mobile Profile A Wireless Markup Scripting Language Version 1.0”, Open Mobile Alliance™, OMA-WAP-ESMP-V1_0-20050614-C, http://www.openmobilealliance.org/release_program/browsing_v23.html [OMA Browsing v2.3 Enabler Release]


2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Attribute
	Attributes are used to describe the characteristics of a storage element.

	Directory
	Directories are the storage elements used to group together and hierarchically organise storage objects and other directories.

	Storage Device
	A storage device is a physical unit that offers the capability to store data in an organised manner that can be subsequently retrieved. A storage device may be either removable or permanently attached.

	Storage Element
	A storage element is the basic storage primitive that can be individually selected and manipulated.

	Storage Medium
	The storage medium is the storage element that represents the physical storage device that is capable of storing persistent data.

	Storage Object
	A storage object is the storage element used to store persistent data.

	
	

	
	


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	PSTOR
	Persistent Storage

	
	


4. Introduction
(Informative)

The existing persistent storage [PSTOR] is a specification standardized by WAP Forum in 2001 and is optional requirements of Browsing 2.1 specification. Persistent storage provides a standard set of storage service that are coupled with a secure and well-defined interface, used for organising, accessing, storing and retrieving data that is stored persistently without compromising privacy. This document describes requirements of updating [PSTOR] according to current browsing specification.

The propsed new functionality in this PSTOR enabler is

· ECMAScript MP interface

The intention is translating existing WMLScript interface into an ECMAScript MP interface and providing a persistent interface to various storage areas. Because [PSTOR] was in development when ECMAScript MP was not adopted as a standard, it does not provide an ECMAScript MP interface. It will help content authors to develop more dynamic and user friendly contents.

· Markup interface

The intention is defining grammar and semantics to use persistent storage naming with markup elements. For example, <img>, <object> elements can be used to show locally stored objects. Using with file uploading is also demanding functionality.

· Filtering functionality, discorvering directories functionality

The intention is providing functionality to filtering certain types of file when enumerating files. Mime types and file extension is candidate to classify type. The intention is also to provide functionality to discover directory which is used by certain application. For example, photo uploading contents should discover the directory which is used by photo application to store photos taken by user.

· Using with OMA Download
The intention is using persistent storage naming with OMA Download to specify where to download files. It will help users who do not know much about underlying file system structure. And in the case of multiple download, user can download multiple files while preserving hierarchical structure.
5. Use Cases
(Informative)

5.1 Use Case 1 - User Interface for local file selection 
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



5.1.1  ASK  \* MERGEFORMAT Short Description

This use case describes providing file selection user interface customized for specific content. File selection user interface is used to select locally stored files by contents. Every contents has different characteristic when selecting files. For example, photo uploading content requires selecting only image files, and movie uploading content requires selecting only video clips. Certain content even require selecting only files in specific directory. And it is useful to sort files by date, file names, mime types, and other properties and it is up to contents what is suitable.
5.1.2 Actors

· User : a person who is using browser to view contents

· Content Author : a person that is creating the content.
5.1.2.1 Actor Specific Issues

· User : User wants intuitive and pleasing user experience when it is required to select a file/files. Selecting a file/files from a excessively long list which includes all files in terminal and many files which are not related to content will distract user experience. File list which is not sorted also distract user experience.

· Content Author : A Content Author wants to provide the best user experience when a user is required to select a file/files. And a Content Author also wishes to provide uniform look and feel with other contents in their web pages.

5.1.2.2 Actor Specific Benefits

· User : Better user experience when selecting files due to file previewing and sorting functionanlity by format, size, type, date, etc. This sorting standard can be adjusted according to the type of each content.
· Content Author : Can provide user interface to select files customized to the content.

5.1.3 Pre-conditions

The User is browsing the Web, i.e. is connected to the Internet and a web server hosting the content. 

5.1.4 Post-conditions

The User selected one or multiple files demanded by the content.

5.1.5 Normal Flow
	Steps and behaviours
	Author
	End-user

	Author creates the contents which includes file selection functionality.
	X
	

	User browses the content for file selection.
	
	X

	User navigates to the content and selects local files.
	
	X

	User may change filtering and sorting behaviour if it is supported by the application.
	
	X


5.1.6 Alternative Flow
5.1.7 Operational and Quality of Experience Requirements

5.2 Use Case 2 - Download of multiple objects
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



5.2.1  ASK  \* MERGEFORMAT Short Description

This use cases decribes download of multiple objects. Main functionality will be defined by [OTA], but [PSTOR] can help to enhance user experience. Persistent storage naming can be used to specify location to install downloaded objects. Without this functionality, user has to specify location to store objects individually or all in one directory and it will distract user experience. With this functionality, it is possible to download multiple files while preserving hierarchical structure without user interaction. For example, in the case of photo album application, user can download multiple photos while preserving their classification (e.g. family, friend, car and so on). There is an attribute called ‘installparam’ in download descriptor and the user agent can utilize it to specify location to install downloaded objects.
5.2.2 Actors

· User : Interacts with the Download Agent during the OTA transaction
· Content Portal : Server component that acts as front end for other download services for the OTA transaction.
5.2.2.1 Actor Specific Issues

· User : User wishes to download multiple objects and install them without much interaction.

· Content Portal : Content Portal wishes user to download their objects and install them easily.
5.2.2.2 Actor Specific Benefits

· User : better user experience

· Content Potal : Increased downloads.
5.2.3 Pre-conditions

- The User is browsing the Web, i.e. is connected to the Internet and a web server hosting the content.
- The user agent must support ‘installparam’ attribute in the download descriptor to specify location to install downloaded objects.
- The browser must provide a way for user to specify location to install downloaded objects if it is not specified in download descriptor.
5.2.4 Post-conditions

Downloaded objects are installed at specified location.

5.2.5 Normal Flow
	Steps and behaviours
	End-user
	Content Portal

	User selects multiple objects to be downloaded.
	X
	

	User initiates the download process.
	X
	

	Content Portal creates download descriptor that enables download of multiple objects (all the objects that the user has chosen). Location where downloaded files will be installed is specified in ‘installparam’ in the download descriptor. The Download Agent downloads all the objects and installs them at the specified location.
	
	X


5.2.6 Alternative Flow
	Steps and behaviours
	End-user
	Content Portal

	User selects multiple objects to be downloaded.
	X
	

	User initiates the download process.
	X
	

	Content Portal creates download descriptor that enables download of multiple objects (all the objects that the user has chosen).
	
	X

	When the download process is over, user specifies location where downloaded files will be installed is specified and installs them.
	X
	


5.2.7 Operational and Quality of Experience Requirements
5.3 Use Case 3 – Storing temporary objects
5.3.1  ASK  \* MERGEFORMAT Short Description

This use case describes a scenario where a Content Author provides the blog service which is capable of storing temporary objects including texts, images, videos, etc. when an end user wants to save a new message without uploading it to a blog page or a bulletin board system.
5.3.2 Actors

End-user:
· The end-user browses a blog/BBS page and writes a new message. But he/she is interrupted and wants to save it temporarily.
Content Author:

· The content author develops a blog page or a BBS that is capable of storing temporary objects in the device.
5.3.2.1 Actor Specific Issues

End-user issues:

· The end user wants to save objects he/she was trying to upload in the device without uploading them. Then the end user wants to load the stored objects and finish composing/uploading them.
Content Author

· The content author wants to provide functionality in their blog service or BBS for saving/loading temporary objects in the device.
5.3.2.2 Actor Specific Benefits

End user

· When interrupted during posting a new object, the end user can save it he/she was writing in the device with ease. They don’t have to remember the text or the location of the object for later use.
· They can finish writing/uploading the object with ease.
Content Author
· The content author can provide the blog/BBS service capable of storing/restoring temporary objects. They can expect more users using their service because of convenience.
· The content author doesn’t have to provide storage space for temporary objects. Using a client-side temporary storage area, they can save storage space on the server and network bandwidth.
5.3.3 Pre-conditions

· The end user must have a mobile device with a browser which supports PSTOR functionality.
· The Content Author must provide the blog/BBS service capable of storing/restoring temporary objects in the device.
· The device must have the storage area for storing temporary objects.
· The PSTOR enabler should support an attribute that specifies if a storage object is temporary or not and another attribute describing the life cycle of a temporary storage object.
5.3.4 Post-conditions

· The end user saves the object temporarily in the device when composing a new message in a blog/BBS.
· Later he/she browses the same blog/BBS page, loads the stored object and finish composing/uploading it.
5.3.5 Normal Flow
	Steps and behaviours
	Content Author
	End user

	Content Author creates a blog page/BBS that is capable of storing temporary objects in the device.
	X
	

	End user browses the blog page.
	
	X

	End user tries to post a new message in the blog.
	
	X

	End user is interrupted and saves the message in the temporary storage area in the device.
	
	X

	Later, end user browses the same blog page.
	
	X

	End user finishes posting a new message, using the stored temporary message. It is much easier to find it because it is stored in the separate temporary storage area. The temporary object may be deleted manually/automatically afterward.
	
	X


5.3.6 Alternative Flow
	Steps and behaviours
	Content Author
	End user

	Content Author creates a blog page/BBS that is capable of storing temporary objects in the device.
	X
	

	End user browses the blog page.
	
	X

	End user tries to post a new image in the blog.
	
	X

	End user is interrupted and saves the image in the temporary storage area in the device.
	
	X

	Later, end user browses the same blog page.
	
	X

	End user finishes posting the image. It is much easier to find its location because it is stored in the separate temporary storage area. The temporary object may be deleted manually/automatically afterward.
	
	X


5.3.7 Operational and Quality of Experience Requirements
5.4 Use Case 4 - Storing location-specific user data
5.4.1  ASK  \* MERGEFORMAT Short Description

This use case describes a scenario where a Content Author provides the location-based service which is capable of storing user-specific data that are made by a user in the storage area of the device. It is useful for users who visit a certain place for the first time and try to remember the location to revisit. Since PSTOR MUST support accessing the storage area in the device via [XHTML MP] and [ESMP], Content Authors will be able to provide this functionality with ease. And users will not have to search the way every time when they go to a specific place.
5.4.2 Actors

End-user:
· The end-user browses a service page that is capable of saving user-specific location data in the storage area of the device.
Content Author:

· The Content Author develops a service page that supports storing user-specific data for it.
5.4.2.1 Actor Specific Issues

End-user issues:

· The end user wants to search options and preferences for his/her specific place/location with less input.
· The end user MUST have a mobile device with a browser which supports PSTOR functionality.
Content Author

· The Content Author MUST provide the location service capable of storing user-specific location data.
5.4.2.2 Actor Specific Benefits

End user

· The end user can save various location data he/she wants. In that case, the data could include position, address, telephone number, photos, etc.  So the end user can save his/her efforts to select/input the same location repeatedly each time he/she browses a service page with the functionality of storing user-specific location data.
Content Author
· The Content Author can provide the location service capable of storing user-specific data for their service.
· The Content Author can expect more users accessing to its pages because users’ effort to select location-specific options within a page can be greatly reduced.
· With this functionality, the Content Author doesn’t have to store large-sized user data (i.e. lots of location data) in the server since those files don’t need to be downloaded every time the page is being loaded. They can be stored in the device and accessed with PSTOR. This will also help saving network bandwidth a little because of the client-based nature of this operation. HTTP cookie supports similar functions but it has several restrictions in total number and size of cookies, and number of cookies per domain. Cache can be used too but the end user and Content Author can’t control the timing when it expires.
5.4.3 Pre-conditions

· The end user MUST have a mobile device with a browser which supports PSTOR functionality.
· The Content Author MUST provide the content capable of storing user-specific location data for the page.
5.4.4 Post-conditions
· User-specific location data that the end user selected are stored in the device.
· User-specific location data are applied automatically when the end user browses the page again.
5.4.5 Normal Flow - PSTOR
	Steps and behaviours
	Content Author
	End user

	Content Author creates a service page which supports storing user-specific location data in the device.
	X
	

	End user browses the service page which supports storing user-specific location data in the device.
	
	X

	User navigates the service page and selects locations stored in the device.
	
	X

	End user browses the service page which he/she has saved its data in the device.
	
	X

	User selects a location in the service page easily without having to input the same data.
	
	X


5.4.6 Alternative Flow #1 - Cookie
	Steps and behaviours
	Content Author
	End user

	Content Author creates a service page which stores user-specific location data with cookie.
	X
	

	End user browses the service page.
	
	X

	The user navigates the service page and selects locations. Chosen locations are stored as a cookie in the device.
	
	X

	End user browses the service page.
	
	X

	User selects a location in the service page.
	
	X


5.4.7 Operational and Quality of Experience Requirements
6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	FUN-PSTOR-001
	The PSTOR enabler MUST support creating, reading, writing, replacing and deleting of storage objects through the appropriate interface.
	

	FUN-PSTOR-002
	The PSTOR enabler MUST support locating storage object which is stored persistently in terminal.
	

	FUN-PSTOR-003
	The PSTOR enabler MUST support enumerating available storage object which is stored persistently in terminal.
	

	FUN-PSTOR-004
	The PSTOR enabler MUST support discovering storage objects through appropriate interface.
	

	FUN-PSTOR-005
	The PSTOR enabler MUST support filtering of enumerated list of storage objects through the appropriate interface.
	

	FUN-PSTOR-006
	The PSTOR enabler MUST support sorting of enumerated list of storage objects through the appropriate interface.
	

	FUN-PSTOR-007
	The PSTOR enabler MUST support accessing storage objects in internal and external storage media.
	

	FUN-PSTOR-008
	The PSTOR enabler MUST support the ability to access information regarding the status of the storage area and storage objects through the appropriate interface.
	

	FUN-PSTOR-009
	The PSTOR enabler MUST respect OMA DRM semantics with regard to all relevant PSTOR storage objects.
	OMA-DRM-V1_0
OMA-DRM-V2_0

	FUN-PSTORSTO-001
	The PSTOR enabler MUST support changing storage objects’ attributes through appropriate interface.
	

	FUN-PSTORSTO-002
	The PSTOR enabler SHOULD support an attribute denoting temporary status of storage object.
	

	FUN-PSTORSTO-003
	The PSTOR enabler SHOULD support space management of temporary storage area.
	

	FUN-PSTORSTO-004
	The PSTOR enabler SHOULD support an attribute which describes how long the life cycle of a temporary storage object is.
	

	FUN-PSTORSPS-001
	The enabler MUST support the storage of collections of storage objects in the device.
	

	FUN-PSTORSPS-002
	The enabler MUST support restoring of collections of storage objects in the device.
	


Table 1: High-Level Functional Requirements
6.1.1 Security
	Label
	Description
	Enabler Release

	SEC-PSTOR-001
	The PSTOR enabler MUST not allow unauthorized access to storage objects.
	

	SEC-PSTOR-002
	The PSTOR enabler MUST not violate security requirements specified in other enablers that the device supports.
	

	SEC-PSTOR-003
	The enabler MUST support some form of content screening (e.g. OMA Client-side Content Screening enabler) to prohibit exposure to malicious storage objects.
	

	SEC-PSTOR-004
	The enabler MUST support appropriate authentication mechanisms to authorize access to storage objects.
	

	SEC-PSTORSTO-001
	The PSTOR enabler SHALL authorize modification of storage object’s attributes.
	

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – Security Items
6.1.2 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 4: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 7: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 8: High-Level System Requirements
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