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1. Scope
This specification defines technical details of interfaces and interaction mechanism necessary for implementing the OMA Client Side Content Screening Framework to screen malicious content at the mobile terminal.  The specification addresses specific requirements enumerated in [CSCSF-RD-v1] and adheres to the architecture described in [CSCSF-AD-v1].  Internal mechanism of the content scanning entity (such as the scan engine, scanning rules, and updating of such engine and rules) are out of the scope of the work. 
2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[PRIVACY]
	“OMA Privacy Requirements for Mobile Services”, Version 1.0.0., Open Mobile Alliance™, 
URL:http://www.openmobilealliance.org/

	[CSCSF-RD-v1]
	“OMA Client Side Content Screening Framework Requirements”, Version 1.0, Open Mobile Alliance™, 
URL:http://www.openmobilealliance.org/

	[CSCSF-AD-v1]
	“OMA Client Side Content Screening Framework Architecture”, Version 1.0, Open Mobile Alliance™, 
URL:http://www.openmobilealliance.org/


2.2 Informative References

	[OMA-DICT]
	“Dictionary for OMA Specifications”, Version 2.0.0, Open Mobile Alliance™, 
URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions
For the purposes of this document, the terms and definitions given in [OMA-DICT] apply and the following also apply:
	
	


3.3 Abbreviations
	OMA
	Open Mobile Alliance


4. Introduction

There is an urgent market demand for an effective countermeasure to the growing amount of malicious content delivered to mobile terminals before more lethal variants, such as self-spreading viruses and worms create havoc on networks and users as richer content become available.  The goal of the OMA Client Side Content Screening Framework is to facilitate adaptation of existing, or the development of, client-side content screening technologies to the mobile environment, providing a timely solution for an effective countermeasure to these threats.
This specification defines the framework interfaces for use by OMA and non-OMA enablers residing in mobile terminals for utilizing content scanning functionality to detect and screen malicious content.  Details on how such enablers interact with the content scanning functionality through these interfaces are also defined.  Recommended interface invocation time, screening actions, and use of interfaces in particular execution environments are described as informative purpose.
5. Framework Interfaces
5.1 Scan Content
5.1.1 Name
CSF-1
5.1.2 Description
Client Side Content Screening Framework Interface for Requesting Scanning of Content

5.1.3 Responsibility

This interface allows enabler related to end-user content delivery and/or processing to forward content to the scan engine to determine whether it is malicious or not.  The scan engine analyzes the forwarded content and returns the result to the calling enabler.  The calling enabler screens the content based on the result from the scan engine.
<<Sections for the normative specification text.  Fill in as needed.  The following validates the styles used for the headers.  DELETE THIS COMMENT >>

6. Interface Invocation Time
(Informative)

7. Screening Actions
(Informative)

Appendix A. Change History
(Informative)

<< The following is a model of a revision table.  DELETE THIS COMMENT >>

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-TS_Client_Side_CS_FW-V1_0
	13 Apr 2005
	All
	1st Draft as per OMA-MAE-2005-0058-TS_Client_Side_CS_FW.


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF
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