Doc# OMA-BT-MC-2008-0017-CR_To_7[image: image3.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BT-MC-2008-0017-CR_To_7
Change Request



Change Request

	Title:
	Changes to White Paper Section 7
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BT-MC-AHG

	Doc to Change:
	OMA-WP-MobileCodes-20080215-D

	Submission Date:
	15 Feb 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Tim Kindberg, HP Labs. timothy@hpl.hp.com

	Replaces:
	N/A


1 Reason for Change

Changes to wording requested during London f/f meeting 12-13 December 2007
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the proposed text is incorporated in the White Paper draft.

6 Detailed Change Proposal

7. Client behaviours

Now that mobile codes themselves have been dealt with, we describe factors concerning the behaviour of the ‘code reader’ client on the handset.

7.1 

7.2 Support for Direct and Indirect architectures



One of the most important factors affecting the way in which the code reader behaves with respect to a given mobile code is whether the code is Direct or Indirect (see Section 6.1.1).  This section describes in more detail the steps taken according to the method used, and lists some of their advantages and disadvantages.
7.2.1 Direct method

The Direct method is described in Section 6.1.1 above.  Figure 5 describes the logical process of the Direct method, including related steps.
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Figure 5. Direct method

Step 1: a software client on a mobile handset acquires, recognizes and decodes a mobile code.
Step 2: the decoding is completely performed by the client on the mobile handset. In some cases, the decoded data is content that is provided for direct consumption on the handset, such as personal contact details.
Step 3 (optional): the result of the decoding (as performed in step 2) is a URI to a 3rd party service.

Step 4 (optional): if step 3 occurs, the 3rd party provides the required services.
Note that clients reading a URI from a mobile code in Step 3 will process it in accordance with [OMAURI].
7.2.2 Indirect method


The Indirect method is described in Section 6.1.1 above.  Figure 6 describes the logical process of the Indirect method, including related steps. 
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Figure 6. The Indirect method.

Step 1: a software client on a mobile handset acquires, recognizes and decodes a mobile code. 

Step 2: the processing of the data in the mobile code is not fully performed by the client on the mobile handset; the client reads the identifier embedded in the mobile code and then it connects to a redirection platform.
Step 3: the redirection platform resolves the identifier from the mobile code. The redirection platform may apply rules governing access restrictions and the type of service provided to mobile users.
Step 4: the redirection platform sends either content or a service URI to the mobile handset.
Step 5 (optional): the data returned to the client in step 3 is a URI to a 3rd party service.
Step 6 (optional): if step 5 occurs, the 3rd party will provide the required services.
Note that clients receiving a URI from a redirection platform in Step 5 will process it in accordance with [OMAURI].

7.2.3 Comparison of Direct and Indirect methods
One advantage of the Direct method over the Indirect method is that it requires no new infrastructure.  Another advantage is that Direct mobile codes, unlike Indirect mobile codes, do not incur a delay before complete information about the service access is available to the client and can be fed back to the user, such as details of an SMS message to be sent or a number to be dialled.  With the Indirect method, a round-trip to the redirection platform is required before that information is available.
On the other hand, the Indirect method addresses two shortcomings of the Direct method.  First, the Indirect method enables use of symbologies whose capacity is too small to encode a URI, such as UPC/EAN.  Second, the Indirect model’s redirection platform may provide a higher-level guarantee for the user’s experience compared to the Direct method.  In particular, it can guarantee that the user will not be taken to content that has not been sanctioned via the redirection platform.  

7.2.4 Achieving interoperability with the Indirect method

For commercial applications designed to reach a wide consumer base, a key requirement for the Indirect infrastructure is interoperability: the guarantee that a given mobile code will lead to consistent service provision across makes and models of handsets, across operators, and across redirection platforms.  We now discuss some of the challenges involved in creating an interoperable Indirect infrastructure. This discussion is intended only to introduce some of the issues and to point out some existing standards that may prove relevant to the solution. 
There are two main problems to solve in order to achieve interoperability: managing the identifier namespace and resolving the identifiers.
1. Managing the identifier namespace

The identifier obtained from an indirect code should be unique; otherwise, the effect of reading a code may be ambiguous.  From a technical infrastructure standpoint, it may be best to achieve uniqueness in a decentralised way and thus avoid the overheads of centralised identifier allocation.  We first describe two options to that end, and then consider the merits of centralised allocation.
Option U1: There is an existing standard for the decentralised creation of globally unique identifiers: ‘tag’ URIs [TAGURI], e.g.:

tag:example.com,2007:832481364312894

Users may place such URIs in NDEF URI records or in the free text of an NTT DoCoMo code.
Option U2: In the special case of EAN/UPC codes, where the symbology is strongly tied to a managed namespace of identifiers, the identifier extracted from the code is prefixed by a symbology-specific unique string, such as:

tag:openmobilealliance.org,2008:bt:mc:sym:<symbology identifier>:
In this option, the client is pre-configured with the unique names of the UPC/EAN symbologies. It automatically constructs the resulting globally unique identifier for the mobile code, by appending the identifier it has read from the code to the symbology’s identifier.
An alternative to decentralised namespace management (as in options U1 and U2) is to create a centralised authority for managing the allocation of identifiers. In principle, a centralised authority could allocate shorter identifiers, and thus facilitate smaller mobile codes. Moreover, the scope of uniqueness maintained by such an authority could be, say, national rather than global, enabling the identifiers to be shorter still.  But then a factor to be considered is that conflicts might arise for those travelling into or out of the country or region concerned.  
2. Resolving the identifier.
A system architecture is required for resolving the identifiers extracted from mobile codes into data that the client can consume directly or use to access third-party services, such as a URI.  We consider two options that differ markedly in the degree of interoperability they achieve.
Option R1: Centralised resolution. This option follows the architecture shown in Figure 2.  In this option, every handset is configured with the domain name of a centralised resolution (redirection) service. To access this service, the client may construct a query URL according to the standard for URN resolution [URNRES], using the ‘N2L’ option.  That service then performs the redirection.
Option R2: Code reader applications. In this option, consumers are free to download and install applications that utilise their code readers by processing the identifiers read from codes, and which respond to identifiers beginning with specific tag prefixes. For example, an application for product information could take all URIs beginning tag:openmobilealliance.org,2008:bt:mc:sym:EAN-13: read from the code reader, and send them to an application-specific service for resolution. In the case of an enterprise application used by staff in the Example corporation, their clients incorporate an application that sends all tags beginning tag:example.com for in-house resolution. 
Centralised resolution (as in option, R1), achieves complete interoperability. However, it does so at the expense of a centralised redirection platform which would impact performance and may create administrative issues.  There are alternatives in which the client is handed off to one of many resolution services operating in parallel, on the basis of factors such as the handset’s operator or the identifier’s prefix.
Code reader applications (as in option, R2), fail to achieve any interoperability. Its merit is that it could be used in the near future to implement specialised applications, albeit on an ad hoc basis.  

7.2.5 Security

Mobile codes raise security issues, since they may lead the user to a malicious service or to one with an undesirable side-effect such as a hidden charge. Such codes may be presented in apparently benign situations, and they may even be placed so as to cover bona fide codes.  Solving this problem of ‘code phishing’ completely would require a digital signature in the code.  Mobile codes containing these relatively bulky digital signatures would be challenging for today’s camera phones, with their limited optics and resolution.

Section 7.1.2 pointed out an advantage of Indirect codes, which is that the redirection platform can place constraints on the possible results when a given user reads a mobile code.  Firstly, only codes containing an identifier sanctioned via that platform will produce any result at al.  Secondly, trusted information about the charge that will be billed to the user can be generated and sent to the user before completion of the transaction. Thirdly, if the user is registered with the platform, then the platform can apply policies concerning the types of content that the user can access – based, for example, on the user’s age.
Whether the mobile code is Direct or Indirect, user feedback is an important issue in helping the user avoid inadvertent accesses.  Most existing implementations display the details of the third-party service address (for example, its URI) and require confirmation from the user before accessing the service.  For general consumer use, this is considered by many to be good practice
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