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1 Reason for Change

This contribution introduces the initial security-related requirements for mobile codes support. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This document recommends that the proposed security requirements are included into section 6.2.1. Security of the RD.

6 Detailed Change Proposal
	Label
	Description
	Enabler Release
	Functional module

	SEC_0001
	The Mobile Code ClientSHALL be securely updateable or reconfigurable from a trusted server (e.g. Code Management Platform)
	V1_0
	Security

	SEC_0002
	When resolving an Indirect Code, the trusted server (e.g. Code Management Platform) and the Mobile Code Client SHALL be able to provide security measures to protect users (e.g. from phishing, spam, viruses etc.)
	V1_0
	Security

	
	
	
	

	SEC_0003
	The Code Management Platform SHALL be a trusted Server
	V1_0
	Security

	SEC_0004
	The trusted server (e.g. Code Management Platform) SHALL be able to check the validity of the Indirect Code, the nature of the Indirect Code and provide details to the End User prior to the resolved content being delivered
[Editor’s note: to be updated following inut from Inaki]
	V1_0
	Security

	SEC_0005
	When resolving an Indirect Code, the MC enabler SHALL provide security measures to protect network entities from attacks (e.g. Denial of Service, man-in-the-middle etc.)
	V1_0
	Network Security

	SEC_0006
	The MC enabler SHALL provide security measures to prevent exposure of network sensitive information (e.g. network entity addresses, network topology etc.)
	V1_0
	Network Security

	SEC_0007
	The trusted server (e.g. Code Management Platform) and the Mobile Code Client MAY support a security mechanism (e.g. digital signature) to validate Direct Codes
	V1_0
	Security mechanism

	SEC_0008
	The trusted server (e.g. Code Management Platform) and the Mobile Code Client MAY support a security mechanism (e.g. digital signature) to validate Indirect Codes
	V2_0
	Security mechanism

	
	
	
	

	SEC_0009
	The security mechanism, if present, in Direct Codes MAY be validated by the Mobile Code Client. 
	V1_0
	Security Mechanism

	SEC_0010
	The security mechanism, if present, in Indirect Codes MAY be validated by the Mobile Code Client trusted server (e.g. Code Management Platform)
	V2_0
	Security Mechanism

	
	
	
	

	SEC_0011
	The Mobile Code Client SHALL be able to communicate in a secure manner with a trusted server (e.g. Code Management Platform) to resolve Indirect Codes
	V1_0
	Secure Communications

	SEC_0012
	The MC enabler SHALL provide a secured communication between the network entities (e.g. Code Management Platforms and Registry)
	V1_0
	Secure Communications
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