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1 Reason for Change

This contribution extends and fulfil the security-related requirement of OMA-MC-2008-0104R1-INP_Security_requirements document.

Note: These requirements have been derived from the OMA-MC-2008-0125-INP_security_items document where several use cases have been described

Background: 

It is important to introduce into the Mobile Code Data some security information to be able to permit checks and use of its content assuring a trusted interaction between user and all the MC ecosystem. These security features are important not only for today's but, in general, also for new upcoming applications and model.

General
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

.
This document recommends:

· that the proposed definitions are included into section 3.2 Definition of the RD

· that the proposed requirements are included into section 6.2.1. Security of the RD.

6 Detailed Change Proposal
Definitions

Non-repudiation: In reference to digital security, nonrepudiation means to ensure that a transferred message has been sent and received by the parties claiming to have sent and received the message. In this context represents a way to guarantee that the creator of a Mobile Code Data cannot later deny having create it and that the user terminal and/or MC enabled cannot deny having read it and performed the required operations and/or activities
Digital Signature: A digital signature guarantee that information has not been modified, as if it were protected by a tamper-proof seal that is broken if the content were altered.
Mobile Code Data: The payload of Mobile Code in any format it is used and in all application method. 

Requirements

	Label
	Description
	Enabler Release
	Functional module

	SEC -000x
	The Mobile Code Data SHALL be able to support 
· Authentication
· Integrity
· Confidentiality
security mechanisms in order to be able to permit checks and use of its content by the MC enabler to assure a trusted interaction between  the user and MC ecosystem
	V1_0
	Security

	SEC-000x+1
	The MC Enabler SHALL support for Indirect Mode and MAY support for Direct Mode a non-repudiation mechanism of the created Mobile Codes.
	V1_0
	Security

	SEC-000x+2
	The MC enabler SHALL support for Indirect Mode and MAY support for Direct Mode the verification, if present, of digital signatures of Mobile Codes.
	V1_0
	Security

	SEC-000x+3
	The MC enabler SHALL support for Indirect Mode and MAY support for Direct Mode the verification, if present, of the authenticity of the Mobile Codes.
	V1_0
	Security

	SEC-000x+4
	The MC enabler SHALL support for Indirect Mode and MAY support for Direct Mode the verification, if present, of the integrity of the Mobile Codes.
	V1_0
	Security

	SEC-000x+5
	The MC enabler SHALL support for Indirect Mode and MAY support for Direct Mode the encrypted, if present, Mobile Codes. 

	V1_0
	Security
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