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1 Reason for Change

This CR proposes text for the MC-1 and MC-3 interfaces.

2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Request for MC AHG to review and agree to the proposed changes.
6 Detailed Change Proposal

Change 1:  Add Text explaining general routing procedures for Indirect Mobile Codes

8.3   General Routing Procedures

In order to resolve an Indirect Code, the MCC SHALL send the MC-1-RESOLVE_INDIRECT_CODE_REQUEST http request to its home CMP (or the CCH where applicable) over the MC-1 interface:

· It SHALL send the barcode type (Symbology) of the barcode that was decoded as the value of the “btype” parameter

· It SHALL send the ICI of the barcode that was decoded as the value of the “barcode” parameter.

In order to support interoperable resolution of codes, the home CMP(or the CCH where applicable) SHALL maintain a local cache of all Routing Prefixes of Codes hosted by CMPs (or CRSs where applicable) that it has business agreements with covering the commercial  aspects as well as adherence to the home CMP’s (or the CCH’s where applicable) content guidelines, terms and conditions of use, privacy policy, etc:

· The home CMP (or the CCH where applicable) SHALL manually maintain this cache based on bilateral agreements with emerging ecosystems, consulting the master list of OMA-compliant regional ecosystems maintained by OMNA.

The home CMP (or the CCH where applicable) SHALL process the MC-1-RESOLVE_INDIRECT_CODE_REQUEST http request as follows:

· The home CMP (or the CCH where applicable) SHALL determine the Indirect Code Identifier, and its Routing Prefix, based on the values of the parameters “btype” and “barcode” in the http request.

· Based on the Routing Prefix, the home CMP (or the CCH where applicable) SHALL determine if the Indirect Code Identifier with its associated content is locally hosted (SA-ON-007).  If true, then the CMP  SHALL send the MC-1-RESOLVE_INDIRECT_CODE_RESULT message to the MCC: 
· The MC-1-RESOLVE_INDIRECT_CODE_RESULT message SHALL consist of the “codeset” element as described in x.x (FFS).
· If the Indirect Code Identifier is not locally hosted, the home CMP (or the CCH where applicable) SHALL check if the Routing Prefix matches the locally cached information on the mapping between the CMP (or the CCH where applicable) Routing Prefixes and associated network addresses for all CMPs (or CCHs where applicable) it has business agreements with.  If true, the CMP (or the CCH where applicable) SHALL send the MC-3-RESOLVE_INDIRECT_CODE_REQUEST message to that remote CMP (or the CCH where applicable). 

· The MC-3-RESOLVE_INDIRECT_CODE_REQUEST message is similar to the MC-1-RESOLVE_INDIRECT_CODE_REQUEST http request. 
· The remote CMP (or the CCH where applicable) SHALL send the MC-3-RESOLVE_INDIRECT_CODE_RESULT message to the home CMP (or the CCH where applicable). 
· The MC-3-RESOLVE_INDIRECT_CODE_RESULT message (similar to the MC-1-RESOLVE_INDIRECT_CODE_RESULT message) SHALL consist of the “codeset” element as described in x.x (FFS).

· The home CMP (or the CCH where applicable) SHALL respond back to the MCC with the content of the  MC-3-RESOLVE_INDIRECT_CODE_RESULT message structured as a MC-1-RESOLVE_INDIRECT_CODE_RESULT message.

End Change 1.

Change 2:  Add Text explaining how MCC may be updated with new versions/symbologies

9.1  MCC Updating

9.1.1    Option 1

The MCC SHALL support the ability to download a new application version or other parameters (e.g. support for an additional symbology) as follows:

· The home CMP (or the CCH where applicable) SHALL send the MC-1-UPDATE_MCC message to the MCC.

· The MC-1-UPDATE_MCC message SHALL consist of the “system” element with the attribute “type” having the value “update”.  The “system” element SHALL contain the following “property” elements:

· A “property” element with the attribute “url” that contains a URL.

· A “property” element with the attribute “force” that contains a BOOLEAN value, TURE or FALSE.

· If the “property” element “force” is FALSE, a “property” element with the attribute “message” that contains a text message.

· If the “property” element “force” is FALSE, the MCC SHALL prompt the user with the “property” element “message”.  If the user agrees, the MCC SHALL launch the browser with the URL specified in the “property” element “url”.

· If the “property” element “force” is TRUE, the MCC SHALL launch the browser with the URL specified in the “property” element “url”

Example:

<system type="update">

    <property name="url">http://getscanlife.com/update/</property>

    <property name="force">FALSE</property>

    <property name="message">

Do you want to update application?

    </property>

 </system>

9.1.2   Option 2

If the MCC supports an integrated decoder that supports decoding an additional symbology, the MCC SHALL be reconfigured to turn on the additional symbology as follows:

· The home CMP (or the CCH where applicable) SHALL send the MC-1-CONFIG_SYMB message to the MCC.

· The MC-1-CONFIG_SYMB message SHALL consist of the “system” element with the attribute “type” having the value “config”.

· The “system” element SHALL contain the “property” element with the attribute “allowedcodeencodings” that SHALL be a numeric OR'd value. QR=1, Datamatrix=2, EZcode=4.

· Based on the value of the “property” element “allowedcodeencodings”, the MCC SHALL turn ON the specified symbology.

Example:

<system type="config">

    <property name="allowedcodeencodings">6</property>  <!-- Turn on both Datamatrix and EZcode --!>

</system>

End Change 2.

Change 3:  Add Text explaining how authentication may be done on Direct Codes

9.2  Authentication

In markets with high liability costs for inadvertent exposure/access to inappropriate content, Direct codes, even when supported by the symbologies supported by the MCC, may be digitally signed by a CMP  to indicate that the content adheres to the CMP’s content guidelines, terms and conditions of use, privacy policy, etc.

A digitally signed Direct Code SHALL have the following appended to the standard Direct Code payload in the specified order:

· The ‘|’ (pipe) delimiter symbol.

· The digital signature.

· The ‘|’ (pipe) delimiter symbol.

· The Routing Prefix of the CMP where the Direct Code was signed. 
If the MCC supports Direct Codes, the MCC SHALL be able to validate the digital signatures of all Direct Codes signed by its home CMP (or the CCH/CRS where applicable).  If the MCC is unable to do so, it SHALL ask the user how to proceed:

a) Ignore that Direct Code.

b) See the content anyway

c) (Optional) Send to the home CMP (or the CCH where applicable) to validate the signature, checking with remote CMPs (or CCHs where applicable) it has business agreements with.

If option c) is available and selected by the user, then the MCC SHALL send the MC-1-VALIDATE_SIGNATURE_REQUEST http request to its home CMP over the MC-1 interface:

· It SHALL send the digital signature to be validated as the value of the “digital_signature” parameter

· It SHALL send the Routing Prefix of the CMP (or CCH where applicable) where the Direct Code was signed as the value of the “cmpid” parameter.

The home CMP (or the CCH where applicable) SHALL process the MC-1-VALIDATE_SIGNATURE_REQUEST http request as follows:

· The home CMP (or the CCH where applicable) SHALL determine the target CMP (or the CCH where applicable) using the “cmpid” parameter in the MC-1-VALIDATE_SIGNATURE_REQUEST.

· If the home CMP (or the CCH where applicable) has the appropriate business agreement with the target CMP (or CCH where applicable), the home CMP SHALL send the MC-3-MCC_VALIDATE_SIGNATURE_REQUEST message to the target CMP:

· The MC-3-MCC_VALIDATE_SIGNATURE_REQUEST message SHALL consist of the “system” element of type “validate”.

· The MC-3-MCC_VALIDATE_SIGNATURE_REQUEST message SHALL define the property “digital_signature” and set its value using the “digital_signature” parameter in the MC-1-VALIDATE_SIGNATURE_REQUEST

· The target CMP (or CCH where applicable) SHALL respond back with the MC-3-VALIDATE_SIGNATURE_RESULT message.

· The home CMP SHALL send the MC-3-VALIDATE_SIGNATURE_RESULT message to the MCC:

· The MC-3-VALIDATE_SIGNATURE_RESULT message SHALL consist of the “system” element of type “result”.

· The MC-3-VALIDATE_SIGNATURE_RESULT message SHALL define the property “valid_signature”.

· The property “valid_signature” SHALL be a Boolean value – TRUE or FALSE.

Example:

HTTP POST resolver.scanlife.com/?appid=1234&userid=5678&digital_signature=ABCD&cmpid=9999

<system type="validate">

    <property name="digital_signature">ABCD</property>

</system>

<system type="result">

    <property name="valid_signature">FALSE</property>

</system>

End Change 3.

Change 4:  Add Text defining messages and procedures for MC-1 interface

10.2  MC-1 Interface
The MCC SHALL support the parsing of XML 1.0 documents:

· All communication on the MC-1 interface from the MCC to the home CMP (or the CCH where applicable) SHALL be in the form of http requests.

· All communication on the MC-1 interface from the home CMP (or the CCH where applicable) to the MCC SHALL be in the form of XML 1.0 documents using the http protocol.
The CMP (also the CCH and the CRS where applicable) SHALL support the parsing and generation of XML 1.0 documents:

· All latency critical communication on the MC-2, MC-3, MC-4 interfaces SHALL be in the form of XML 1.0 documents using the SOAP protocol. 
The http requests from the MCC to its home CMP (or the CCH where applicable) SHALL adhere to the following requirements:

· It SHALL be a HTTP POST connection type request.
· It SHALL always connect to the HOME_CMP_URL that is currently configured in the MCC:
· The HOME_CMP_URL SHALL specify the network address of the home CMP (or the CCH where applicable).

· It SHALL always include the following parameters: “appid”, “userid”:
· The “appid” SHALL uniquely identify the application version of the MCC across all handsets communicating with this home CMP (or the CCH where applicable) on the MC-1 interface.
· The “userid” SHALL uniquely identify the handset user across all handsets communicating with this home CMP (or the CCH where applicable) on the MC-1 interface.
Example:

HTTP POST resolver.scanlife.com/?appid=1234&userid=5678
The XML 1.0 documents SHALL adhere to the following requirements:

· The encoding of all these XML documents SHALL be “UTF-8”.

· The root element of all these XML documents SHALL be “envelope”.

Example:

<? xml version="1.0" encoding="UTF-8" ?>

<envelope>

...

</envelope>
End Change 4.
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