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1 Reason for Change

This CR provides clarification about security consideration
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Request for MC AHG to review and agree to the proposed changes.
6 Detailed Change Proposal

Change 1:  The proposed changes allow to clarify and generalize the security considerations 
5.4
Security Considerations

5.4.1
Security for Direct Codes
The security architecture for Direct Codes covers the MCC. A direct code may be encrypted and/or contain digital signature produced by standardised algorithm , MCC could be able to decrypt and verify his authenticity. however these functions are not supported by the current MC Enabler and would rely on existing standards.

5.4.2
Security for Indirect Codes
The security architecture for the Indirect Codes covers ICI content and both the client and server sides. In this documentation release the client security is not covered. 

The MCC is responsable only to forwarding the ICI data to a network entity to be able to perform security checks on received data using standard and well-know security algorithms. The ICI data may have been encrypted and/or signed, in both cases, network entity using standard algorithms perform data decryption and signature validity check always send the result to MCC. It might be possible to perform the security procedures directly on MCC on scanned Indirect ICI data.

The interface between the MCC and the Home CMP/CCH may be secured e.g. using HTTPs

The MC network entities are considered trusted servers and hence will communicate using secure protocols e.g. HTTPs,TLS,VPN and will be bidirectionally authenticated. Within the MC network architecture one entity will likely be responsible for key management and certificate verification.

End Change 1.
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