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1 Reason for Change

Introduce the solution for the security in the indirect method. The solution is totally based on the input contribution “OMA-MC-2009-0040-INP_Security_Data_Sign Proposal MC Data sign and encryption”
2 Impact on Backward Compatibility

Nothing identify 
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and accept this CR.
6 Detailed Change Proposal
Change 1:  Proposed texts for paragraph 9.3  “Security” 
9.3.1 Basic Requirements for Indirect Method 
The following paragraph describes the basic requirements for indirect method.

· The Authentication should be verifiable by network block entity (CMP/CCH or GMCR) using a standardized function to authenticate the Code Publisher of the MC.

· The MC authentication process may be adopted by preserving the existing MC architecture and operation within a trusted network architecture (Certification Authorities).

· The MC authentication process may also support the Mobile Code Portability (Code Transfer), which refers to the ability to transfer MC ranges between different CMPs.
9.3.2 Covered scenarios for indirect security methods

The following paragraph describes the covered scenarios for indirect security methods, briefly:

· 1° scenario: MC Based signature

· Signature based on Standard  ITU-T X509 certificate

· All the signatures are generated and verified by network entity (CMP and Local or Global MC Registry)

· 2° scenario : MC Data encryption and signature

· MC Data (ICI, Payload, ICI+Payload) encryption uses public/private Key of Standard  ITU-T X509 certificate with encryption based on Elliptic Curve Cryptography (ECC)

· MC Data Signature is based on Standard  ITU-T X509 certificate

· The MC Data is encrypted by CP with ECC algorithm using CMP Public key

· Final CMP with own private key decrypts and verifies the MC data 
· 3° scenario : Mobile Code Portability 
· Applicable for scenario 1.

· Applicable with minor changes to scenario 2.
9.3.2.1 MC Based signature: CMP Enrolment and CP range assignment.
The following figures describes the full network based scenario including CMP Enrolment and CP MC Range assignment,  MC ICI registration at home CMP, Signed MC with CMP Home Resolution, Signed MC with Final CMP Resolution using GMCR support, .

Enrolment phase.

1.  New CMP, during  the enrolment phase, ask a Certification Authorities (CA) for a site Certificate. The Certificate is composed of two type of keys, one private and one public

2.  New CMP asks GMCR for a CMP identifier providing his public certificate and his IP Address

3.  GMCR is to be able to verify the validity certificate owner against a CA

4.  GMCR create and provide the CMP identifier to a CMP 

5.  CMP send to a GMCR the signature, signed with his private key, of a string containing the CMP identifier plus IP Address. The received signature is stored in GMCR DB

Code Publisher MC range assignment

6. CP Request of a range of MC with signature to a trusted CMP

7. CMP propagates the CP campaign identifier and the associated code range & type to the GMCR
8. GMCR responses with transaction confirmation or transaction error (ex. MC code range duplication)

9. CMP communicates the assigned MC range and type (not signed/signed) to CP provider with a unique CP or CP campaign identifier
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Figure 1 - Full network based signature – CMP Enrolment and CP range assignment

9.3.2.2 MC based signature: MC ICI registration at home CMP
1. CP provides the list of ICI (MC_ICI) with Final Address Service and Expiration Date to a trusted CMP. CMP creates a digital signature, using his private key, of ICI plus Final Address Service and store all data on own Data Base

2. CMP may propagate the information CP_ID, ICI, Final Address Service, Signature, Expiration date to GMCR. If not needed skip to step 4

3. GMCR may verify the signature provided using CMP public key and is able also to verify the public key validity asking that to a CA, GMCR provide a confirmation response

4. CMP responses to CP with a confirmation or deny message 
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Figure 2 - Full network based signature – MC ICI registration at home CMP

9.3.2.3 MC based signature: Signed MC with CMP Home Resolution
CMP, after receiving a request of resolution for a signet ICI, must be able to perform the following operation

1. Identification of a ICI Range_Type .

2. If range type requires MC data verification, CMP verifies the signature of a provided ICI via CP_ID+MC_ICI Signature using CMP private key
3. Verifies the resolution Time validity via Expiration Date
4. Provides the appropriate response to the customer via MC Client 

[image: image3.png]CMP 0001

1 Txt=Adv2,001962—>

_
3 Response/

Mol Service A

: obile (e esponse

TN Verification

Mobile
Screen

Redirect to

www.trust.xx

[ existing DB fields
[ NewDBfields

CMP CP Data Base

2 Verify CP_Range
and CP_ID validity

4 Verify Signature,

time vali

provide Service result
based on MC_ICI

| At

CPID |CP_Range | Range Type
1- 1000 STD
Adv2 1001-2000 Signed

ity and

CP_ID | McICI Service CP_ID+Tag_ID_Signature | Expiration
Advi | 000875:999 | www.yyyzzz | 3e9f1e35f7c6abbe3edf12af3sbe [yyyy/mm/dd]

Adv2

CMP 00001
Certificate




Figure 3 - Full network based signature – Signed MC with CMP Home Resolution

9.3.2.4 MC based signature: Signed MC with Final CMP Resolution using GMCR support

CMP, after receiving a request of resolution for a signed ICI, is unable to identify a correct Final CMP, so it requires GMCR collaboration.
1. CMP recognizes that the received ICI is not owned by itself

2. CMP asks a GMCR service to identify the CMP final destination IP Address
CMP provide CMP_ID, CP_ID, ICI. GMCR performs the following operations
a. CMP identification (CMP_ID,  CMP_IP) via CMP_ID_Signature using CMP public key, 

b. CP ICI range type identification

3. GMCR responds with CMP Final Destination IP Address and CP range type (signed/not signed)

4. CMP display a message to the user terminal

5. CMP ask to CMP Final Destination for resolution sending all MC data received

6. CMP Final Destination performs the actions described in the previews paragraph “Signed MC with CMP Home Resolution”.
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Figure 4 - Full network based signature – Signed MC with Final CMP Resolution using GMCR support
9.3.2.5 MC Data encryption and signature: CMP Enrolment and CP range assignment .

CMP Enrolment as described in the paragraph 9.3.3
Code Publisher MC range assignment

6. Code Publisher MC range assignment

7. CP Requests a range of MCs; the range will be encrypted to a trusted CMP

8. CMP propagates only the CP campaign identifier
 to the GMCR.
9. CMP communicates the encrypted MC range to CP provider with a unique CP or CP campaign identifier

10. CMP sends his public key and the encryption parameter required for ECC encryption algorithm to CP
[image: image5.png]Local / Global Registry Data base

CMP_ID CP_ID CP_Range
00001 Advl 1- 1000
Certification B Rt EEEEEEEEE
k Authority 00001 [ SecAdv2 Null
T 3 Certificate verification oSty liriyrate Hatt NI,
R 1asktor " -
= Certificate
CMP Public Key l
cmp
—2 Ask for CMP_ID & send Public Cert.-"
———6 Request of a range for encrypted Mc————> <4 CMP_ID=00001" s GMCR
<+——9 Assigned MCs to Code Publisher + CP_ID—— —5 CM_sign=2af38bc3eoft—— b |
- o
<4———10 CMP Send to CP its Public certificate: —7 Assigned CP_ID Propogation—— |
NG
+ Encryption Parameter <=8 Insertion confim
Code Publisher

CMP CP Data Base

Local / Global Registry Data base
CP_ID [CP_Range Range_Type |Encrypt_Param CVP_ID | cMP_IP | CMP_ID_Signature |CMP_Pub Crt
- STD Nl
] existing DB fields advi | 1-1000 u 00001 |10.10xy | 2af38beseof =3
] NewDBfields secadvt | 10001-20000 | Encrypted | datat, dataz, 00009 [10.15xy | Bcofif3sblac =





Figure 5 - MC Data encryption and signature: CMP Enrolment and CP range assignment

9.3.2.6 MC Data encryption and signature: Secure MC ICI storage at home CMP

1. CP provides the list of ICI (MC_ICI) with Final Address Service and Expiration Date to a trusted CMP
CMP create a digital signature, using his private key, of MC_Tag_ID plus Final Address Service and stores all data on Data Base

2. CMP may propagate the information CP_ID, ICI, Final Address Service, Signature, Expiration date to GMCR. If not needed skip to step 4

3. GMCR may verify the signature provided using CMP public key and is able also to verify the public key validity asking that to a CA
 GMCR provides a confirmation response

4. CMP responses to CP with a confirmation or deny message 

[image: image6.png]CMP CP Data Base

D | MCcI Service CP_ID+Tag_ID_Signature | Expiration Certification
Authority
SecAdvi | 10100Lhelp | www.yyy.zz | 3eSfie35f7c6azbbe3edfizafsbe |yyyy/mm/dd T
Sechdv2 20201 [www.securexx | be3eof12af3sbe3edf1e357c6ab [yyyy/mm/dd Certificate
veri
CMP 00001

-1 Send MC Sec_TagID and Final Address Service —— \\\ 2 Tag_ID Propogation———»
. . o | «————3 Insertion confirm
<«———————4 Insertion confim S
NS
Code Publisher
Local / Global Registry Data base
CP_ID MC_ICT Service CP_ID+Tag_ID_Signature | Expiration
SecAdvi | 10100Lhelp | www.yyy.zz | 3eSfie35F7c6azbbe3edfizafshe |yyyy/mm/dd
[ 1 exstingoBfieas (b ]
Sechdv2 20201 www .securexx | be3e9f12af38bc3edf1e35f7ca2b [yyyy/mm/dd]
[ — T





Figure 6 - MC Data encryption and signature: Secure MC Tag_ID storage at home CMP

9.3.2.7 MC Data encryption and signature: Secure MC with CMP Home Resolution 
Code Publisher need to use the provided CMP public key to encrypt the MC Data

1. CMP receives MC data from terminal

2. CMP using CP_ID verify if is the owner for a resolution

3. If answer of point 2 is true (CP_ID was find in the DB) CMP use his private key to decrypt MC Data

4. Identification of a ICI Range_Type .

5. If range type requires MC data verification, CMP verifies the signature of a provided ICI via CP_ID+MC_ICI Signature using CMP private key
6. Verifies the resolution Time validity via Expiration Date
7. Provides the appropriate response to the customer via MC Client 
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Figure 7 - MC Data encryption and signature: Secure MC with CMP Home Resolution

9.3.2.8 MC Data encryption and signature: Secure MC with Final CMP Resolution using GMCR support
Code Publisher need to use the provided CMP public key to encrypt the MC Data

1. CMP recognizes that the received ICI is not owned by itself

2. CMP asks a GMCR service to identify the CMP final destination IP Address
CMP provide CMP ID, CP_ID. GMCR is perform the following operation

a. CMP identification (CMP_ID,  CMP_IP) via CMP_ID_Signature using CMP public key

b. CMP Final destination IP Address via CP_ID and ICI_ID 

3. GMCR responds with CMP Final Destination IP Address

4. CMP ask to CMP Final Destination for resolution sending all MC data (encrypted) received

5. CMP display a message to the user terminal

6. CMP Final Destination performs the actions described in the previews paragraph “Signed MC with CMP Home Resolution”.
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Figure 8 – MC Data encryption and signature: Secure MC with Final CMP Resolution using GMCR support
9.3.3 Create Encrypted MC Data with Elliptic Curve Cryptography
The main attraction of ECC is that at present there are no algorithms fast enough to resolve the mathematical problem on which it is based. This means that ECC offers the same level of safety of traditional systems (RSA, DSA, Diffie-Hellman) using keys of smaller size, thus requiring faster processing, energy content and save bandwidth usage. These characteristics, therefore, make the ECC particularly suitable for use in environments with limited availability of resources: PDAs, mobile phones, smart cards.
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Figure 9 – Create Encrypted MC Data
Best for us

· Less key dimension for strong protection compared with RSA

· Fast algorithm for resource limited device

· Reduced dimension Base64 encoding need to fit the binary data on the MC Data

· Transparent for Datamatrix and QRCode TAG format

Reference for Elliptic Curves Cryptography (ECC)
· Standards for Efficient Cryptography Group (SECG), SEC 1: Elliptic Curve Cryptography, Version 1.0, September 20, 2000.

· The Case for Elliptic Curve Cryptography, National Security Agency (NSA)
· Anoop MS, Elliptic Curve Cryptography – An Implementation Tutorial, Tata Elxsi, India, January 5, 2007.
· Implementing an efficient elliptic curve cryptosystem over GF(p) on a smart card, Yvonne Hitchcock, Edward Dawson, Andrew Clark, Paul Montague, October 2002.

· THE ELLIPTIC CURVE CRYPTOSYSTEM FOR SMART CARDS, A Certicom White Paper, Published: May 1998
· SECG SEC 2: Recommended Elliptic Curve Domain Parameters Standards for Efficient Cryptography Group, 1999.
· University of Bristol - DEPARTMENT OF COMPUTER SCIENCE, A comparison of different finite fields for use in elliptic curve cryptosystems, 2000  (N. P. Smart) http://cr.yp.to/bib/2000/smart-comparison-draft.pdf
· The Application of Elliptic Curves Cryptography in Embedded Systems (Wang Qingxian School of Computer Science and Engineering, University of Electronic Science and Technology of China, Chengdu, 610054, P. R. China) 
9.3.4 Recommendation

The MC Data authentication introduction on current MC architecture require some changes
· Change or create new Data Base structure on CMP and GMCR to manage signature data, CP range type, TAG_ID expiration date

· Define qualification minimum data to be signed and / or encrypted

· Adoption of the Elliptic Curve Cryptography algorithm

· Adoption of the process to manage ITU-T X509 certificate and CA interaction
· Adoption of CP_ID on MC Data

· CMP or / and GMCR should be able to cache MC Data verification result to speed up routing process

· Define new or change current data interface and flow between network block entity

9.3.5 Consideration on Mobile Code Portability in this scenario
· Mobile Code Portability on signed scenario is possible and not intrusive both for CP that change CMP or CMP failure.

· CMP that transfers his own MC to new CMP, may act the role of Code Provider only for resolution data.

· We need to define new business procedure for 

· Old CMP: transfer and de-register TAG resolution

· New CMP: register and sign TAG resolution

· GMCR: Update or re-register CMP Final destination IP Address, signature, ecc.

� Only the legitimated CMP has the private key be able to decrypts the MC data, GMCR is OUT! GMCR response with confirmation transaction or error (ex. CP Duplicated ID)
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