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10 Reason for Change

This CR proposes the changes to the TS section 9.3 to describe the security mechanisms in general and 10.5.1 to specify the digital signature security mechanism for the MC-3 interface.
R04 version reflects group discussion and online edits at the Las Vegas MC meeting.
11 Impact on Backward Compatibility

No impact.
12 Impact on Other Specifications

No impact.
13 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

14 Recommendation

Request for MC SWG to review and agree to the proposed changes.
15 Detailed Change Proposal

Change 1:  Proposed changes to section 10.5.1.1 – add the following 2 rows (parameters) to 
Table 19 - MC-3-RESOLVE_ICI_Request Message;
Table 17 – MC-2-ROUTE_ICI_RequestMessage; 
Table 20 – MC-5-Code_Transfer_RequestMessage; 
Table 22 – MC-5-Transfer_ConfirmationRequest; 
Table 24 – MC-6-Code_Transfer_RequestMessage; and 
Table 26 – MC-6-Transfer_Confirmation_RequestMessage
	Parameter
	Requirement
	Occurrences
	Type
	Description

	tid
	Mandatory
	1
	String
	The “tid” allows the communicating CMPs to reconcile resolution transactions at a later date, if needed.

	ici
	Mandatory
	1
	String
	The “ici” contains the value of the ICI to be resolved by the Home CMP

	user
	Mandatory
	1
	String
	The “user” uniquely identifies the handset user across all handsets communicating with the Home CMP (or the Split-CMP-Parent where applicable) on the MC-1 interface.

	apikeyid
	Optional
	0..1
	String
	The “apikeyid” is used by the recipient CMP to retrieve security information associated with the requestor CMP (the stored “apikey”) and MUST be present when using digital signatures for authentication. 

	signature
	Optional
	0..1
	String
	When using digital signatures for authentication, the “signature” field MUST be present and contain the signature calculated by the requestor CMP as described in section 9.3.2.

	language
	Optional
	0..1
	String
	The “language” identifies the alpha-2 language code [ISO639-1] in the MC Client to allow the Resolving CMP to tailor the response appropriately.

	cc
	Optional
	0..1
	String
	The “cc” identifies the alpha-2 country code [ISO3166-1] that is associated with the “post”.

	post
	Optional
	0..1
	String
	The “post” identifies the postal code or zip code.

	age
	Optional
	0..1
	String
	The “age” provides the age information.

 It SHALL contain a numeric value for an exact age (e.g., 35), two values separated by a dash indicating a range (e.g., 22-55) or a free text phrase (e.g., “young” or “retired”) in the language associated with “cc” up to 20 octets long.

	income
	Optional
	0..1
	String
	The “in” provides the household income information.  A value, when provided, is tied to the currency associated with the “cc”.   It SHALL contain a numeric value for an exact income (e.g., 50,000), two values separated by a dash indicating a range (e.g., 35,000-75,000), a value with “<” or “>” (e.g., <30,000 or >100,000) or a free text phrase (e.g., “middle-class” or “rich”) in the language associated with “cc” up to 20 octets long. 

	gender
	Optional
	0..1
	String
	The “gender” provides gender setting in the MC Client. It can be “female” or “male”.

	count
	Optional
	0..1
	String
	The “count” specifies the number of CMPs that have been involved in routing the code resolution request for resolving a transferred ICI.

	addr
	Optional
	0..1
	String
	The “addr” specifies the network address of the resolving CMP (or the Split-CMP-Parent where applicable) thatis a fully qualified hostname.  May be present for a transferred ICI and when the MC-3-RESOLVE_ICI_REQUEST message is not sent directly to the resolving CMP (or the Split-CMP-Parent where applicable) associated with the “addr”.

	
	
	
	
	


Table 19 - MC-3-RESOLVE_ICI Request Message  (an example only; identical changes are applicable to the other Tables as mentioned in the heading of Change 1, subject to the Editor’s Note)
Editor’s Note:  Use appropriate reference to ‘network element’ in each table.
End Change 1

Change 2:  Add the following to section 9.3

The security requirements of the Mobile Codes Enabler are addressed by two separate sets of procedures:

· Between the MCC and its Home CMP, the network element the MCC communicates with.
· Between any two MC Enabler network elements (i.e., between two CMPs and between a CMP and the MCR when applicable).

9.3.1 Security between the MCC and its Home CMP

See Section 9.2 – Authentication.
9.3.2 Security between two MC Enabler network elements
To meet the security requirements as applicable to communications between any two MC Enabler network elements (i.e., MC-2, MC-3, MC-5 and MC-6 interfaces) SHALL adhere to the following:
1. 
2. Secure, dedicated & managed physical or logical transport connections (i.e. ranging from Layer 1 TDM to Layer 2/3 VPNs) between the requestor and responder network elements (i.e. CMPs or MCR) MAY be used.  
a. When this solution is used, secure http (https) is optional.  
b. MC application level digital signature including that in Step 3 below MAY additionally be used, subject to implementation.  
3. When insecure or shared transport connections are used (e.g. public Internet connection) between the requestor and responder network elements, the following security measures SHALL be used :
a. All communications between requestor and responder network elements SHALL use https.
b. As part of the initial registration process, an “apikeyid” and an “apikey” are generated and provided by the responder network element (e.g. CMP, or MCR where applicable) to the requestor network element (e.g. CMP).  The “apikey” is typically a shared secret key between two network elements for faster symmetric cryptography.
c. The requestor network element SHALL calculate the digital signature as follows:
i. Concatenate the “tid”, “ici” values – making it unique for each request/response and, thus, safe from spoofing.
ii. Use the concatenated value to generate a HMAC hash using the “apikey” provided by the responder network element.

d. The requestor network element SHALL include the “apikeyid” and the above signature as part of every request to the responder network element.

e. The responder network element uses the “apikeyid” to retrieve the security information associated with the requestor network element (the stored “apikey”) and SHALL validate the signature before proceeding to execute the request.
f. If authentication in step (e) fails, the responder network element SHALL not execute the request and SHALL return an appropriate error status.


End Change 2
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