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1 Reason for Change

Section 9.3.1 aims to address the  security requirements of the Mobile Codes Enabler by the procedures between the MCC and its Home CMP. This CR proposes some text to address it in an appropriate way for MC v1.0.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

MC SWG is kindly asked to review and agree changes in this CR.
6 Detailed Change Proposal

Change 1:  Proposed changes for Section 8.1.3.1.2 
Editor’s Note: To add the 3rd bullet.

8.1.3.1.2 Registry-ID

This field contains a Registry ID assigned by OMNA.  Its length is 3-hex digits long.

· “%x000” SHALL NOT be used.

· “%x001” SHALL be used by OMNA as the default MCR .

· “%x002” SHALL be used to identify a “Secure ICI”.

Change 2:  Proposed changes for Section 9.3.1
Editor’s Note: To add the following text in section 9.3.1
9.3.1 Indirect Code Protection and Authentication
The main threads for Indirect Code are due to the fact that Indirect Code architecture and ICI Data Format are public and well known. In this scenario where the MCC only forwards the ICI data to a network entity it is possible to make some ICI alteration using some malware installed on the device able to spoof and modify without user knowledge or acceptance of the ICI Resolution request. Another potential issue is that the Resolving CMP that receives the ICI Resolution request is unable to verify the authenticity between the received ICI and the Mobile Code Publisher. For all this reasons it is appropriate to create a Secure ICI that is protected against changes and that is verifiable too. 

To create a Secure ICI it is needed to protect the Resolution Identifier (RI) because it is used in conjunction with a mapped action at the Resolution CMP level. The methodology create a “Secure Resolution-Identifier” full compatible with the current standard and preserving the Indirect Code Identifier format using his max length
The RI encryption and signature methodology is able to effectively protects the RI from its alteration and is able to provide Mobile Code Publisher authentication at the Resolving CMP level, by using standard encryption and signature algorithm.

The splitting strategy is able to guarantee more security, because the attacker does not own sufficient cryptographic material to gain an attack changing data inside the barcode; besides the Barcode graphic size can be guaranteed and adjusted, because the RI encryption operation increases the size of standard RI, to build the barcode graphic indistinguishable from a standard type.


[image: image1]
9.3.1 Procedure to create a Secure ICI

General procedure to create a Secure ICI encrypting the Resolution Identifier is described below. 
This procedure is general and it does not want to define any type of encryption and hashing algorithm.

1. Encrypt the “Resolution-Identifier” and obtain a (binary) ERI

2. Calculate the ERI Hash and obtain ERIH

3. Encode ERI in Base 64 format and obtain ERI_B64

4. Create a ERI part index, used to correlate the ERI parts, and obtain ERX

5. Split the ERI_B64 in two parts, the ERI_B64_Part_One and ERI_B64_Part_Two

6. Create the Secure ICI by assembling the Routing Prefix (Length-Indicator + Registry-ID + Remaining-Part-Routing-Prefix) and the new calculate values of ERX and ERI_B64_Part_One

7. The Secure ICI now is ready to be inserted into the “Indirect Code Data Format” used to produce a barcode graphics

8. The ERX and ERI_B64_Part_Two and ERIH will be appended at the standard “Registration Data” and sent to the resolving CMP.

9.3.2 Procedure to verify and use the Secure ICI

General procedure to verify and use a received Secure ICI at Resolving CMP level is described below. 
This procedure is general and it does not want to define any type of encryption and hashing algorithm.

1. Receive an ICI and verify if it is owned by the contacted CMP

a. If No, use the MC-3 / MC-2 interface to find or to send the received ICI to the correct Resolving CMP

b. If Yes, go to next step

2. Verify if the received ICI is a secure type

a. If No, go to the standard resolution feature

b. If Yes, go to the next step

3. Extract from the received ICI the RI part

4. Extract from the RI part the ERX and the ERI_B64_Part_One

5. Find, using ERX index, the ERI_B64_Part_Two and related ERIH (previously recorded when ICI was registered by Mobile Code Publisher). 

a. If Part two at the CMP is not found, an error will be produced.

b. If Part two was found, go to the next step

6. Join the ERI_B64_Part_One and the ERI_B64_Part_Two to obtain Full_ERI_B64

7. Decode Full_ERI_B64 to obtain the encrypted (binary) Resolution Identifier (ERI)

8. Calculate the ERI Hash (CERIH)

9. Compare the CERIH with ERIH

a. If the compare result is Fail (Not equal), an error will be produced.

b. If the compare result is Pass (Equal), go to the next step

10. Decrypt ERI to obtain the Calculate Resolution Identifier (CRI)

11. Now it  is possible to use two type of procedures  

a. Use directly the calculate ICI to start the standard resolution process using ERX mapped action (in this case the stored ICI is unused and may be not provided by MCP)

b. Compare the calculate ICI with the stored one, using the ERX index to find it

i. If the compare results is Fail (the ICI are different, altered), an error will be produced
ii. If the compare result is Pass (the ICI are equal), to start the standard resolution using the stored ICI and mapped action
9.3.3 Secure Resolution Identifier Format
The Secure resolution Identifier is composed by two parts, the Encrypted Resolution Identifier Part One transported by the barcode and the Encrypted Resolution Identifier Part Two recorded at resolving CMP. To identify each part it is needed a Encrypted Resolution Identifier Part Index. All this three elements must be Printable-ASCII-character.

The Encrypted Resolution Identifier Part One and Encrypted Resolution Identifier Part Two are the result of the splitting of the Base64 encoding of the binary data encryption of the octets of the standard Resolution Identifier. 
The Encrypted Resolution Identifier Part Index is used to correlate both the Encrypted Resolution Identifier (Part One and Part Two) and it is used to reconstruct the original Base64 Encrypted Resolution Identifier. The Encrypted Resolution Identifier Part Index is a Printable-ASCII-character representation of the 5 hex digit zero left padded of 5 octets. All 5 octets (40 bits) are used as integer representation of a number able to address 1.048.575 parts.

	Field
	Secure Resolution-Identifier 

	
	Encrypted Resolution-Identifier part index
	Encrypted Resolution-Identifier part one

	Length
	5 char
	Variable length

(18 to 33 char)

	Description
	Represent the index to correlate the Encrypted Resolution Identifier Part One with the related Part Two
	Contains the first base64 part of of the Encrypted Resolution Identifier


Editor’s Note: 
The following text shows an example and a test of the methodology described in chapter 9.3.1 on the MC TS. This text can be added on the Informative Appendix as additional information. 

Sample methodology application using Public-key cryptography

In this sample of application of this methodology was used the “Public-key cryptography”, “Hash-based Message Authentication Code” [Ref: RFC 2104] and for “Splitting Feature” the recent RFC 4868 (2007) has been used that specifies as truncation value nnn/2 bits of result hash bits, where nnn corresponds to the output bit length of the algorithm (e.g., HMAC-SHA-nnn).

The advantages of using the RSA digital signature methodology to encrypt with Mobile Code Publisher Private Key the Resolution Identifier portion of the ICI and sign it using the HMAC signature algorithm with Code Publisher Public Key, are the following:
· The Mobile Code Publisher (MCP) can protect the ICI authenticity in two way, by encrypting the Resolution Identifier with its Private Key and by signing the resulting crypto material using HMAC and his Public Key;
· The Resolving CMP can verify the authenticity of a received Resolution Identifier using only the MCP Public Key, both to verify the signature of crypto material and to decrypt it. (Note that MCP Public Key may be managed by the Resolving CMP on behalf of the MCP, subject to business agreement.)
· Holding only the Public Key does not allow anyone to:
· deduce the full Resolution Identifier

· encrypt any valid Resolution Identifier to produce a valid ICI

Next paragraph shows a test example produced in roder verify the suitability of this methodology. Note: in the sample, the length of a original Barcode data and the secure type are the same to prove that the methodology doesn’t alter both the ICI and the Indirect Code Identifier format.
Test the ICI data encryption splitting & signature
Test 1 – 1024 RSA key size with Remaining-Part-of-Routing-Prefix length equal to 1 octet (1 hex)

                   ---- OMA Indirect Code Data Format ----

a) Code-Marker(CM) + Version-Number(VN)= 034F4D412010 (6 hex )

                   ---- START ICI DATA ----

b) Length-Indicator(LI) + Registry-ID (ReID)= 3435 (4 hex digit or 2 hex)

c) Remaining-Part-of-Routing-Prefix (RPRP)= 31 (1 hex )

d) Resolution-Identifier (compatible with RPRP length)= 303030303030303030303030303030303030303030303030303030303030303031 (33 hex )

                   ---- END ICI DATA ----

e) ICI terminator (Te)= 04 (1 hex )

f) Displayed-Text (DT)= 53 (1 hex )

Barcode Data = ♥OMA ►451000000000000000000000000000000001♦S (44 chars)

                   ---- START ENCRYPTION PROCEDURE ----

01. Encryption with RSA Private key of 1024 bit length.

02. HMAC created with RSA Public key of 1024 bit length.

03. Routing Prefix(RP): 451 and Resolution Identifier(RI): 000000000000000000000000000000001

04. Encrypted Resolution Identifier in Base64 (ERI_B64): 57odlqKUB6qVdiSl1W/woSFqqsk2A/P2KGP/V6OcHjwv5Y3ScZ2qBhKTuhAyRp80pJBHaNti0wf1FFpN0/lidUdmz7r2TOnFVOFqmHWMR+u9WuC4eQEGwCEalsxFJ4xWoIkYH952HOyJ0ob/+ANN4nQiUVWul1vkrQAxFq7IYjc= (Length=173 chars)

05. HMAC (SHA256) of ERI using Public_Key : 353956ecdb0ce0c9608fbbebeb3fac3576e7361443c97cbaefbe4f5243f853b7 (Length=64 Chars)

06. Cut of HMAC SHA256/2 (ERIH): 353956ecdb0ce0c9608fbbebeb3fac35 (Length=32 Chars)

07. ERI Part Index (ERX): cf8c0 (Length=5 Chars) equal to 850112 decimal value

08. Create Secure ICI (RP+ERX+ERI): 451cf8c057odlqKUB6qVdiSl1W/woSFqqsk2A/P2KGP/V6OcHjwv5Y3ScZ2qBhKTuhAyRp80pJBHaNti0wf1FFpN0/lidUdmz7r2TOnFVOFqmHWMR+u9WuC4eQEGwCEalsxFJ4xWoIkYH952HOyJ0ob/+ANN4nQiUVWul1vkrQAxFq7IYjc= (Length=181 Chars)

09. Secure ICI split part one (RP+ERX+ERI_B64_Part_One): 451cf8c057odlqKUB6qVdiSl1W/woSFqqsk2 (Length=36 Chars)

10. Secure ICI split part two (ERI_B64_Part_Two): A/P2KGP/V6OcHjwv5Y3ScZ2qBhKTuhAyRp80pJBHaNti0wf1FFpN0/lidUdmz7r2TOnFVOFqmHWMR+u9WuC4eQEGwCEalsxFJ4xWoIkYH952HOyJ0ob/+ANN4nQiUVWul1vkrQAxFq7IYjc= (Length=145 Chars)

11. Crypto material on Barcode: 28 chars of 173 equal to 16.2%

-------------------

Secure Barcode Data: ♥OMA ►451cf8c057odlqKUB6qVdiSl1W/woSFqqsk2♦S (Length=44 chars)

Registration Data : A/P2KGP/V6OcHjwv5Y3ScZ2qBhKTuhAyRp80pJBHaNti0wf1FFpN0/lidUdmz7r2TOnFVOFqmHWMR+u9WuC4eQEGwCEalsxFJ4xWoIkYH952HOyJ0ob/+ANN4nQiUVWul1vkrQAxFq7IYjc=|cf8c0|353956ecdb0ce0c9608fbbebeb3fac35|451000000000000000000000000000000001|http://my_site/index.asp (Length=246 chars)

Test 2 – 1024 RSA key size with Remaining-Part-of-Routing-Prefix length equal to 16 octet (16 hex)

                   ---- OMA Indirect Code Data Format ----

a) Code-Marker(CM) + Version-Number(VN)= 034F4D412010 (6 hex )

                   ---- START ICI DATA ----

b) Length-Indicator(LI) + Registry-ID (ReID)= 3435 (4 hex digit or 2 hex)

c) Remaining-Part-of-Routing-Prefix (RPRP)= 30303030303030303030303030303031 (16 hex )

d) Resolution-Identifier (compatible with RPRP length)= 303030303030303030303030303030303031 (18 hex )

                   ---- END ICI DATA ----

e) ICI terminator (Te)= 04 (1 hex )

f) Displayed-Text (DT)= 53 (1 hex )

Barcode Data = ♥OMA ►450000000000000001000000000000000001♦S (44 chars)

                   ---- START ENCRYPTION PROCEDURE ----

01. Encryption with RSA Private key of 1024 bit length.

02. HMAC created with RSA Public key of 1024 bit length.

03. Routing Prefix(RP): 450000000000000001 and Resolution Identifier(RI): 000000000000000001

04. Encrypted Resolution Identifier in Base64 (ERI_B64): sIHu0438uuHmiQE7Mr/vZ9UYwFvtThHviYStg9CLvCmCpzv+7MRWZx5FF/xqPaog9GoBCdY3OmDczFJ/Vn1w4ufTfG05Tdw1VFibAKIrABAfvJIAXkL6GEObuYtPFJ+ucIvV2VP0Sd78hExyyw0dj7lFVa5xnwJCxPcOMrok910= (Length=173 chars)

05. HMAC (SHA256) of ERI using Public_Key : 65ef54a75aebfb8b390295e77c563d63e59b9436df3032c14f08c5f7ed62ce7e (Length=64 Chars)

06. Cut of HMAC SHA256/2 : 65ef54a75aebfb8b390295e77c563d63 (Length=32 Chars)

07. ERI Part Index (ERX): 92820 (Length=5 Chars) equal to 600096 decimal value

08. Create Secure ICI (RP+ERX+ERI): 45000000000000000192820sIHu0438uuHmiQE7Mr/vZ9UYwFvtThHviYStg9CLvCmCpzv+7MRWZx5FF/xqPaog9GoBCdY3OmDczFJ/Vn1w4ufTfG05Tdw1VFibAKIrABAfvJIAXkL6GEObuYtPFJ+ucIvV2VP0Sd78hExyyw0dj7lFVa5xnwJCxPcOMrok910= (Length=196 Chars)

09. Secure ICI split part one (RP+ERX+ERI_B64_Part_One): 45000000000000000192820sIHu0438uuHmi (Length=36 Chars)

10. Secure ICI split part two (ERI_B64_Part_Two): QE7Mr/vZ9UYwFvtThHviYStg9CLvCmCpzv+7MRWZx5FF/xqPaog9GoBCdY3OmDczFJ/Vn1w4ufTfG05Tdw1VFibAKIrABAfvJIAXkL6GEObuYtPFJ+ucIvV2VP0Sd78hExyyw0dj7lFVa5xnwJCxPcOMrok910= (Length=160 Chars)

11. Crypto material on Barcode: 13 chars of 173 equal to 7.5%

-------------------

Secure Barcode Data: ♥OMA ►45000000000000000192820sIHu0438uuHmi♦S (Length=44 chars)

Registration Data  : QE7Mr/vZ9UYwFvtThHviYStg9CLvCmCpzv+7MRWZx5FF/xqPaog9GoBCdY3OmDczFJ/Vn1w4ufTfG05Tdw1VFibAKIrABAfvJIAXkL6GEObuYtPFJ+ucIvV2VP0Sd78hExyyw0dj7lFVa5xnwJCxPcOMrok910=|92820|65ef54a75aebfb8b390295e77c563d63|450000000000000001000000000000000001|http://my_site/index.asp (Length=261 chars)
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