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1 Reason for Change

R01 proposes simplified text intended for the TS Section 9.3 – Security to support secure ICI as an option by the Resolving CMP. This CR is against OMA-TS-MC-V1_0-20100802-D.
Additional explanations of the methodology of Secure ICI were previously discussed in:

 OMA-MC-2010-0135-INP_MC_Data_encryption____signature_.zip
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

MC SWG is kindly asked to review and agree changes in this CR.
6 Detailed Change Proposal

Change 1:  Proposed changes for Section 9. 3
9.3    Security
The security requirements of the Mobile Codes Enabler are addressed by three separate sets of procedures:

· Between the MCC and its Home CMP, the network element the MCC communicates with.

· Between any two MC Enabler network elements (i.e., between two CMPs, or between a CMP and the MCR when applicable).
· On the resolving CMP (or the Split-CMP-Child when applicable).
Change 2:         Proposed changes for a new section, Section 9.3.3
9.3.3 Security on the Resolving CMP (or the Split-CMP-Child When Applicable)
To ensure that the ICI in the Indirect Code is not altered and is verifiable, the resolving CMP (or the Split-CMP-Child when applicable) may add a signature to an ICI for integrity check or encrypt portion of the ICI while allowing the resolving CMP (or the Split-CMP-Child when applicable) to retrieve the original ICI, when needed, and verify the ICI integrity.  This type of ICIs that contain security information is called “Secure ICI” in this document.  When the resolving CMP (or the Split-CMP-Child when applicable) receives the code resolution request that contains a Secure ICI, it retrieves the original ICI, when needed, verifies the ICI integrity and only resolve the original ICI when all checks are successful.
Since only the resolving CMP (or the Split-CMP-Child when applicable) is involved in choosing the scheme to be used for an ICI and to create, process and verify the Secure ICI, the MCC and other non-resolving CMPs are not impacted by the scheme chosen by any resolving CMP (or the Split-CMP-Child when applicable) that decides to use Secure ICI.  

Because a Secure ICI appears in the Indirect Code and a complete ICI (e.g., a transferred ICI) or portion of an ICI (e.g., non-transferred ICI where Routing Prefix can be used for routing) is used by the involved CMP(s) to route the code resolution request to the resolving CMP (or the Split-CMP-Child when applicable), some guidelines are recommended below for the CMPs that plan to support Secure ICIs.
1. A secure ICI MUST have the same Routing-Prefix field as that of the original ICI (e.g., none of the octets in the Routing-Prefix can be changed and the Routing Prefix must be sent in clear).

2. The routing of a Secure ICI MUST NOT be changed if any portion of the Resolution-Identifier field of the original ICI is changed.  This particular recommendation only applies to transferred ICIs because non-transferred ICI can be routed on the Routing Prefix of the ICI.  A Secure ICI for an ICI in a transferred ICI block would need to keep the block level information unchanged so that this Secure ICI can be routed to its resolving CMP (or the Split-CMP-Child when applicable).  For an individual ICI (e.g., not in any ICI block) that has been transferred, none of the octets in the RI can be changed, and only a signature can be appended after the ICI for integrity check.
3. The maximum length of any Secure ICI MUST NOT exceed 36 octets, the maximum length of the ICI field.
4. Any octet after the Routing-Prefix part of any Secure ICI MUST NOT contain the value “%x04”, the ICI-DT-Separator.

5. When a Secure ICI scheme is used, it SHOULD be used for all the non-transferred ICIs under a particular Routing Prefix or for all the transferred ICIs under the same ICI block.  This would allow the resolving CMP to quickly identify if the ICI in the received code resolution request is a Secure ICI and which Secure ICI scheme is used for that ICI.

Two examples are described in Appendix K to show how Secure ICIs can be created, processed and verified by its resolving CMP (or the Split-CMP-Child when applicable) using the same Secure ICI scheme for two ICIs with different Routing Prefix lengths.

Change 3:         Added a new bullet about Secure ICI authentication failure in Section 10.1 and a new “status” value, MC_FRAUDULENT_ICI, in Table 14 in Section 10.2

10.1   General Interface Considerations

This section specifies the interfaces exposed by the various components of the MC Enabler as applicable to Indirect Codes:

· All MC Enabler interfaces, MC-1 thru MC-6, SHALL be web services that expose REST APIs [ REF - To be filled in later]:

· Each REST API SHALL be invoked using either an http POST or an http GET connection request.

· The URL used SHALL always point to one of the MC Enabler network components: the CMP (or Split-CMP-Parent or Split-CMP-Child where applicable) or the MCR.

· All string parameters containing special characters or spaces MUST be UTF-8 URL encoded.  Please refer to http://www.w3schools.com/TAGS/ref_urlencode.asp for more information.

· The USER_AGENT text string in the HTTP header SHALL be transmitted unchanged in the requests.

· There are cases of code resolution routing (e.g. chained HTTP sessions) whereby worst-case scenarios might time out at the MCC application level (see Appendix G).  Under such conditions, timers at the HTTP layer, MC application layer, or both affecting the MCC or CMP(s) will need to be considered.  
For example, code resolution response time-out conditions should be set to a value long enough to accommodate lower layer system propagation issues (e.g. data rate over radio interfaces, mobility management and international roaming). 
Management of timers for this purpose is considered out-of-scope from this specification.
· Some CMPs (or Split-CMP-Children when applicable), as the resolving CMP (or Split-CMP-Child when applicable), may support the Secure ICI discussed in Section 9.3.3.   When the resolving CMP (or Split-CMP-Child when applicable) receives a code resolution request containing a Secure ICI that fails the authentication, it SHALL send the MC-ERROR message with the “status” set to “MC_FRAUDULENT_ICI” and the corresponding “description” if to be included towards the MCC.   The procedures to receive a Secure ICI, regenerate the original ICI and verify it with the original ICI are out-of-scope from this specification.   Upon receiving such an error, the MCC MAY inform the mobile user about the Mobile Code authentication failure and instruct the mobile user not to scan that same Mobile Code again.
· Each REST API response SHALL be in the form of a XML 1.0 document delivered using the http protocol:

· The encoding of all these XML documents SHALL be “UTF-8”.
· The http header information SHALL contain the 200 OK HTTP status code for all requests that were completed even if the request was not successfully executed, e.g., the ICI was not resolved by the CMP.

· All other HTTP status codes are expected to be handled by underlying web server platform and are outside the scope of this specification. 
· The root element of all these XML documents SHALL be “envelope”.
· In case of an unsuccessful execution of the requested MC web service, the  response SHALL contain an “error” element as specified below in the root “envelope” element:
<error>
   < tid>{transaction id}</tid>
   <status>{error status code}</status>
   <description>{descriptive message}</description>
</error>
· A complete list of MC error status codes and descriptions along with the mapping of the error status codes to specific MC web services is available in Table Y
· Each MC web service SHALL have a distinct URL for the request based on the type of web service.

· The MC Enabler components (the MC Client, the CMP and the MCR) SHALL support the parsing of XML 1.0 documents. 


10.2   Error Handling

	Parameter
	Requirement
	Occurrences
	Type
	Description

	tid
	Optional
	0..1
	String
	The “tid” allows the responding entity and the requesting entity to reconcile the transactions at a later date, if needed.  It is optional on the MC-1 and MC-4 interface responses but MUST be present for all other interfaces.

	status
	Mandatory
	1
	String
	The “status” specifies the type of failure in a brief but descriptive textual form.  The value of the MC status code is structured as follows:  MC_<text> - where <text>  is a brief descriptive text string, e.g., MC_MISSING_PARAMS, MC_INVALID_ICI, etc.  

	description
	Optional
	0..1
	String
	The “description” provides a more detailed description of the failure, providing a finer granularity of the error  “status”.


Table 1: MC Error Response
	Status
	
	
	Applies to
	Description

	
	MC-1_RESOLVE_ICI
	MC-2_ROUTE_ICI
	MC-3_RESOLVE_ICI
	MC-4_TRACKING_REPORT
	MC-5_CODE_TRANSFER
	MC-5_TRANSFER_CONFIRMATION
	MC-6_TRACKING_REPORT
	MC-6 _CODE_TRANSFER
	MC-6_TRANSFER_CONFIRMATION
	

	MC_UNAUTHORISED
	X
	X
	X
	X
	X
	X
	X
	X
	X
	The request could not be authenticated or some other security violation occurred.

	MC_SERVICE_UNAVAILBLE
	X
	X
	X
	X
	X
	X
	X
	X
	X
	The requested service is currently unavailable (due to maintenance or other server downtime or for old unsupported requests).

	MC_MISSING_PARAMS
	X
	X
	X
	X
	X
	X
	X
	X
	X
	The request is missing required parameters.

	MC_INVALID_ICI
	X
	X
	X
	X
	X
	X
	X
	X
	X
	The specified ICI (or ICI Block) is unknown or invalid and cannot be resolved.

	MC_ INACTIVE_ICI
	X
	X
	X
	
	X
	
	
	X
	
	The specified ICI (or ICI Block) is inactive (blocked for inappropriate content, part of an expired campaign or transferred out).

	MC_FRAUDULENT_ICI
	X
	
	X
	
	
	
	
	
	
	The specified ICI fails the authentication check and cannot be used.

	MC_ CANNOT_RESOLVE_ICI
	X
	
	X
	
	
	
	
	
	
	The specified ICI (or ICI Block) cannot be resolved because of a network level failure or because the ICI has been transferred.

	MC_TOO_MANY_HOPS
	
	
	X
	
	
	
	
	
	
	The specified ICI cannot be resolved – resolution attempt stopped due to too many hops

	MC_ CT_TOKEN_MISMATCH
	
	
	
	
	X
	
	
	X
	
	The tokens in the Code Transfer request do not match.

	MC_ CT_NOT_SUPPORTED
	
	
	
	
	X
	
	
	X
	
	Code Transfer is not supported for the specified ICI (or ICI Block).

	MC_ CT_ NOT_AVAILABLE
	
	
	
	
	X
	
	
	X
	
	Code Transfer is not available at this time for the specified ICI (or ICI Block).

	MC_ CT_ NOT_REQUESTED
	
	
	
	
	
	X
	
	
	X
	Code Transfer has not been requested for the specified ICI (or ICI Block).


Table 2: Mapping between status codes and MC interface messages

Change 4:         Added two new references to Section 2.2 and make “URL:” consistent in the section.
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Change 5:         Proposed changes for a new Annex, Annex K

Appendix K.   Secure ICI Scheme Example

This section describes a specific scheme to create, process and verify the Secure ICI for two non-transferred ICIs.  This scheme applies standardized encryption and signature algorithms to the Resolution Identifer (RI) part of the ICI to effectively protect the RI from being altered.   The encrypted RI is further split into two parts so that only one part is carried in the Secure ICI to guarantee more security because the attacker does not have sufficient cryptographic information to launch an attack to change data in the Secure ICI without being detected and also to ensure that the length of the Secure ICI does not exceed 36 octets, the maximum allowable ICI length.
K.1 General Procedures to Create a Secure ICI

The general procedures to create a Secure ICI for a non-transferred ICI that does not specify any type of encryption and hashing algorithm is described below and in Figure K-1. 

1. Use a RSA Private Key and Public Key pair.

2. Encrypt the “Resolution Identifier” of the ICI with the RSA Private Key to obtain the Encrypted RI (ERI).  ERI is now a binary data.
3. Calculate the Hash on the ERI with the RSA Public Key to obtain the ERI Hash (ERIH).
4. Encode the ERI in Base 64 format to obtain ERI_B64.  This ensures that none of the octets in the ERI_B64 contains the value “%x04”.
5. Split the ERI_B64 into two parts, the ERI_B64_Part_One and ERI_B64_Part_Two.
6. Create an index for the ERI parts, ERX, that is used to correlate the two ERI_B64 parts,
7. Create the Secure ICI by concatenating the newly calculated ERX followed by the ERI_B64_Part_One after the Routing Prefix.
8. The Secure ICI is used as the ICI to generate the Indirect Code using the appropriate symbology.
9. The ERI_B64_Part_Two, ERX and ERIH are stored together with the associated ICI mapping information at the resolving CMP.  Storing the original ICI is optional.

The whole process can be done at the resolving CMP, or steps #1 through #8 can be done by the MCP that then provides the ERI_B64_Part_Two, ERX and ERIH to the resolving CMP in step #9. 
[image: image1.emf]
Figure K-1.  General Procedures to Create a Secure ICI.
K.2 General Procedures to Verify a Secure ICI 

It is assumed that the information in the Secure ICI allows the code resolution request that contains the Secure ICI to be routed by the non-resolving CMP(s) (or the Split-CMP-Parent(s) when applicable) to the resolving CMP (or the Split-CMP-Child when applicable) when the guidelines in Section 9.3.3 are followed.   Figure K-2 shows how the Secure ICI in the code resolution request is used for routing by the non-resolving CMP(s) (or the Split-CMP-Parent(s) when applicable) and how it is verified by the resolving CMP (or the Split-CMP-Child when applicable).  The procedures below start when the resolving CMP (or the Split-CMP-Child when applicable)retrieves the code resolution request. 

1. Verify if the received ICI is a Secure ICI.
a. If NOT, go to the standard resolution process.
b. If YES, continue.
2. Extract the RI part from the Secure ICI.
3. Identify the ERX and the ERI_B64_Part_One in the RI part. 

4. Use the ERX to find the ERI_B64_Part_Two and associated ERIH.
a. If ERI_B64_Part_Two cannot be found at the resolving CMP, an error is detected and error process is invoked.

b. If ERI_B64_Part_Two can be found, continue.
5. Concatenate the ERI_B64_Part_One and the ERI_B64_Part_Two to obtain the Full_ERI_B64.
6. Decode the Full_ERI_B64 to obtain the Recived_ERI.

7. Calculate the hash of the Received_ERI with the Public Key to obtain the Received_ERIH.
8. Compare the Received_ERIH with the ERIH.
a. If the two are not the same, an error is detected and error process is invoked.

b. If the two are the same, continue.
9. The procedures below depend on if the original ICI is stored at or used by the resolving CMP (or the Split-CMP-Child when applicable).
a. If the original ICI is not stored at or stored at but not used by the resolving CMP (or the Split-CMP-Child when applicable):

i. Use the ERX to retrieve the corresponding ICI mapping information to return the code resolution response.
b. If the original ICI is stored at and used by the resolving CMP (or the Split-CMP-Child when applicable):

i. Decrypt the Received_ERI to obtain the Calculated RI (CRI).

ii. Use the ERX to find the RI in the stored ICI.

iii. Compare the CRI with the stored RI.
· If the two are not the same, an error is detected and error process is invoked.
· If the two are the same, use the ERX to retrieve the ICI mapping information to return the code resolution response.

[image: image2.emf]
Figure K-2.  General Procedures to Verifye a Secure ICI.
J.3 Specific Examples 

In the three examples below, “Public-key cryptography”, “Hash-based Message Authentication Code” [RFC2104] and the “Splitting Feature” in the RFC 4868 [RFC4868]  are used where RFC 4868 specifies as truncation value nnn/2 bits of the resulting hash bits, where nnn corresponds to the output bit length of the algorithm (e.g., HMAC-SHA-nnn/2).

The advantages of using the RSA digital signature methodology to encrypt the Resolution Identifier portion of the ICI with the MCP’s Private Key and sign it using the HMAC signature algorithm with the MCP’s  Public Key, are:
· The MCP can protect the ICI authenticity in two ways, by encrypting the Resolution Identifier with its Private Key and by signing the resulting crypto information using HMAC signature algorithm and its Public Key.
· The resolving CMP (or the Split-CMP-Child when applicable) can verify the authenticity of a received Resolution Identifier using only the MCP’s Public Key, both to verify the signature of crypto information and to decrypt it. (Note that the MCP’s Public Key may be managed by its resolving CMP on behalf of the MCP, subject to the business agreements between them.)

· Holding only the Public Key does not allow anyone to:

· Deduce the full Resolution Identifier

· Encrypt any valid Resolution Identifier to produce a valid ICI

Two examples are shown below to show the suitability of the scheme described above.  Both examples have the maximum ICI length of 36 octets.  Example #1 has the minimum length for the Routing Prefix (3 octets) and maximum length for the Resolution Identifier (33 octets), and Example #2 has the maximum length for the Routing Prefix (18 octets) and a length of 18 octets for the Resolution Identifier, Note that in the two examples, the lengths of the original ICI and the Secure ICI are the same to prove that this scheme works even when the original ICI has the maximum length of 36 octets. 
Example #1 – 1,024 RSA key size with 3-octet Routing Prefix and 33-octet Resolution Identifier
                   ---- Start of the Original ICI ----

a) The first two octets that correspond to the 1 hex digit Length-Indicator (value is %x0) and 3 hex digits Registry-ID (value is assumed to be %x002) =  0002 in hex digits

b) Remaining-Part-of-Routing-Prefix (RPRP) = 1 (1 character/octet) 
c) Resolution-Identifier (RI) = 000000000000000000000000000000001 (33 characters/octets)

The original ICI  = %x0002 followed by characters 1000000000000000000000000000000001 (36 characters/octets) 

                   ---- End of the Original ICI ----

                   ---- Start of Encryption Procedures ----

a. Create the RSA Private Key and Public Key pair for 1,024-bit encryption.

i. Private Key (612 hex digits): 
ii. Public Key (356 hex digits): 613a333a7b693a303b733a3132383a22674378dba9f3251a164f09d268e7bbc2067ecd9b2de77c33915ba7ce18ea0a49f634c5926b0dff01a2920aa011722d03312745235d9e7c4b7fae154108fe5c91e9691b4b30bc280a2afd76f9b6b52d2a383b3ead85069d404bf747a514cc044d789819367efd73e793decab6d72cf4940deed13b5f75e7d852be19c6ca91199e223b693a313b733a333a22010001223b693a323b733a363a227075626c6963223b7d
b. Encrypt the RI with the RSA Private Key to obtain the 1,024-bit ERI (in 256 hex digits): de403e0a0e0641bb96a29599a493078cd0160bc0823f57dba8df0a2895adb50c426fe0a878ec918bb37ee8c133a33b7d40740f8e8a73d07f37d5a820916ac81aa1e9abb189f63e26f9877631cb721ef274eafb46462648e1babd4ef6e5f2ae97a9d74b21ce263426839d7f77e963016b5b482251223ce9fc2e2722f34c7c9a42
c. Create ERI HMAC (HMAC-SHA-256/2) using the RSA Public Key to obtain the 128-bit ERIH (in 32 hex digits): ac99f1ecfc179c8226ee9e137da80337
d. Encode the ERI in Base64 to obtain the ERI_B64 (172  ASCII characters): 3kA+Cg4GQbuWopWZpJMHjNAWC8CCP1fbqN8KKJWttQxCb+CoeOyRi7N+6MEzozt9QHQPjopz0H831aggkWrIGqHpq7GJ9j4m+Yd2MctyHvJ06vtGRiZI4bq9Tvbl8q6XqddLIc4mNCaDnX936WMBa1tIIlEiPOn8Lici80x8mkI=
e. Split ERI_B64 into two parts

i. ERI_B64_Part_One = 3kA+Cg4GQbuWopWZpJMHjNAWC8CC (Length = 28 characters)
ii. ERI_B64_Part_Two = P1fbqN8KKJWttQxCb+CoeOyRi7N+6MEzozt9QHQPjopz0H831aggkWrIGqHpq7GJ9j4m+Yd2MctyHvJ06vtGRiZI4bq9Tvbl8q6XqddLIc4mNCaDnX936WMBa1tIIlEiPOn8Lici80x8mkI=  (Length = 144 characters) 

f. Assign an ERI Part Index (ERX): 07a60 (Length = 5 characters/octets) equal to 31,328 in decimal value.

Note: The ERX should have a proper length to uniquely correlate each Secure ICI with its original ICI.
g. Create Secure ICI (RP + ERX + ERI_B64_Part_One): %x0002 followed by characters 107a603kA+Cg4GQbuWopWZpJMHjNAWC8CC  (Length = 36 octets with 16.3% of crypto material in the ICI)
h. Create Registration Data (ERI_B64_Part_Two | ERX | ERIH | Original-ICI | ICI-mapping-information): P1fbqN8KKJWttQxCb+CoeOyRi7N+6MEzozt9QHQPjopz0H831aggkWrIGqHpq7GJ9j4m+Yd2MctyHvJ06vtGRiZI4bq9Tvbl8q6XqddLIc4mNCaDnX936WMBa1tIIlEiPOn8Lici80x8mkI=|07a60|ac99f1ecfc179c8226ee9e137da80337|1000000000000000000000000000000001|http://my_site/index.asp
                   ---- End of Encryption Procedures ----
                   ---- Start of Decryption Procedures ----

a. Identify the ERX and ERI_B64_Part_One in the received Secure ICI.

b. Use ERX to retrieve the ERI_B64_Part_Two.

c. Assemble ERI_B64_Part_One and ERI_B64_Part_Two to obtain the Full_ERI_B64: 3kA+Cg4GQbuWopWZpJMHjNAWC8CCP1fbqN8KKJWttQxCb+CoeOyRi7N+6MEzozt9QHQPjopz0H831aggkWrIGqHpq7GJ9j4m+Yd2MctyHvJ06vtGRiZI4bq9Tvbl8q6XqddLIc4mNCaDnX936WMBa1tIIlEiPOn8Lici80x8mkI=
d.
Decode the Full_ERI_B64 to obtain the Received_ERI (in hex digits): de403e0a0e0641bb96a29599a493078cd0160bc0823f57dba8df0a2895adb50c426fe0a878ec918bb37ee8c133a33b7d40740f8e8a73d07f37d5a820916ac81aa1e9abb189f63e26f9877631cb721ef274eafb46462648e1babd4ef6e5f2ae97a9d74b21ce263426839d7f77e963016b5b482251223ce9fc2e2722f34c7c9a42
c. Create from the Received_ERI the HMAC (HMAC-SHA-256/2) using the RSA Public Key to obtain the Received_ERIH (32 hex digits): ac99f1ecfc179c8226ee9e137da80337
d. Compare the Received_ERIH with the stored ERIH:

    i. The HMAC test is Positive (Received_ERIH == stored ERIH).

e. Decrypt the binary Received_ERI using the RSA Public Key to obtain the Calculated RI (CRI): 000000000000000000000000000000001 (33 characters)

                   ---- End of Decryption Procedures ----

The calculated ICI (RP+RI) = %x0002 followed by characters 1000000000000000000000000000000001
Example #2 – 1,024 RSA key size with 18-octet Routing Prefix and 18-octet Resolution Identifier
                   ---- Start of the Original ICI ----

a) The first two octets that correspond to the 1 hex digit Length-Indicator (value is %xF) and 3 hex digits Registry-ID (value is assumed to be %x002) =  f002 in hex digits
b) Remaining-Part-of-Routing-Prefix (RPRP) = 0000000000000001 (16 characters/octets) 

c) Resolution-Identifier (RI) = 000000000000000001 (18 characters/octets)
The original ICI  = %xf002 followed by characters 0000000000000001000000000000000001 (36 characters/octets; or 4 hex digits plus 34 characters )  

                   ---- End of the Original ICI ----

                   ---- Start of Encryption Procedures ----

a. Use the same RSA Private Key and Public Key pair from example #1.

b. Encrypt the RI with the RSA Private Key to obtain the 1,024-bit ERI (in 256 hex digits): 6efb2c8e67499e826ee365348667cd3dd150cedf99feb8145c24eaa9399e1627db2e8c65cacacb0aed18747df7c04dbd89ec9528a02a3efa736e1641e6c8ed74e5c253bea1d9ec2f5db93811bdc6579966cb963bf4f501d47684c7f0f5010440a3f27b3dc055b19d64995c1efbff0c2ffbd38282ae10c51b68689ae4a0dec66e
c. Calculate ERI HMAC (HMAC-SHA-256/2) using the RSA Public Key to obtain the 128-bit ERIH (in 32 hex digits): fcf31945d2001848d02740031d2bdf5f
d. Encode the ERI in Base64 to obtain the ERI_B64  (172 ASCII characters): T6Hczh6YO4N37wGwA3kxUHKKpDWUTbwaR/TLTS9BWvwnt8YurRqxdob2aHU64+Ix74VR06RPVQBCbEqQB2yRNjgLyHwJ7CQzfdwxROaGaZbPuZ/3muESnBx+dXDXnC8VYHI53V2eMOYRtJ4li2jgOcol59ftssQq4JZV8wOsKiQ=
e. Split ERI_B64 into two parts
i. ERI_B64_Part_One = T6Hczh6YO4N37 (13 characters)
ii. ERI_B64_Part_Two = wGwA3kxUHKKpDWUTbwaR/TLTS9BWvwnt8YurRqxdob2aHU64+Ix74VR06RPVQBCbEqQB2yRNjgLyHwJ7CQzfdwxROaGaZbPuZ/3muESnBx+dXDXnC8VYHI53V2eMOYRtJ4li2jgOcol59ftssQq4JZV8wOsKiQ=    (159 character)
f. Assign an ERI Part Index (ERX): ca200 (Length = 5 characters/octets) equal to 827,904 in decimal value
g. Create the Secure ICI (RP + ERX + ERI_B64_Part_One): %xf002 followed by characters 0000000000000001ded80bvssjmdJnoJu4 (Length = 36 octets with 7.6% of crypto material in the ICI)
h. Create Registration Data (ERI_B64_Part_Two | ERX | ERIH | Original-ICI | ICI-mapping-information):  wGwA3kxUHKKpDWUTbwaR/TLTS9BWvwnt8YurRqxdob2aHU64+Ix74VR06RPVQBCbEqQB2yRNjgLyHwJ7CQzfdwxROaGaZbPuZ/3muESnBx+dXDXnC8VYHI53V2eMOYRtJ4li2jgOcol59ftssQq4JZV8wOsKiQ=|ca200|fcf31945d2001848d02740031d2bdf5f|0000000000000001000000000000000001|http://my_site/index.asp
                   ---- End of Encryption Procedures ----
                   ---- Start of Decryption Procedures ----

a. Identify the ERX and ERI_B64_Part_One in the received Secure ICI.

b. Use ERX to retrieve the ERI_B64_Part_Two.

c. Assemble ERI_B64_Part_One and ERI_B64_Part_Two to obtain the Full_ERI_B64: T6Hczh6YO4N37wGwA3kxUHKKpDWUTbwaR/TLTS9BWvwnt8YurRqxdob2aHU64+Ix74VR06RPVQBCbEqQB2yRNjgLyHwJ7CQzfdwxROaGaZbPuZ/3muESnBx+dXDXnC8VYHI53V2eMOYRtJ4li2jgOcol59ftssQq4JZV8wOsKiQ=
d.
Decode the Full_ERI_B64 to obtain the Received_ERI (in hex digits): 4fa1dcce1e983b8377ef01b003793150728aa435944dbc1a47f4cb4d2f415afc27b7c62ead1ab17686f668753ae3e231ef8551d3a44f5500426c4a90076c9136380bc87c09ec24337ddc3144e6866996cfb99ff79ae1129c1c7e7570d79c2f15607239dd5d9e30e611b49e258b68e039ca25e7d7edb2c42ae09655f303ac2a24
c. Create from the Received_ERI the HMAC (HMAC-SHA-256/2) using the RSA Public Key to obtain the Received_ERIH (32 hex digits): fcf31945d2001848d02740031d2bdf5f
d. Compare the Received_ERIH with the stored ERIH:

    i. The HMAC test is Positive (Received_ERIH == stored ERIH).

e. Decrypt the binary Received_ERI using the RSA Public Key to obtain the Calculated RI (CRI): 000000000000000001 (18 characters)

                   ---- End of Decryption Procedures ----

The calculated ICI (RP+RI) = %xf002 followed by characters 0000000000000001000000000000000001
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