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1 Reason for Change

This CR documents group online editing and agreement as a result of the general review & update of the latest MC TS (dated 2010-08-02) at the MC interim meeting in Aachen Germany.

Section 8.1 requires clarification due to a lack of instruction regarding use of the optional Display Text, and an indecision about the use of printable or non-printable ASCII characters.  As a result of the discussion, the following improvements have been agreed:
· “Displayed-Text” is shortened as “Display-Text”.

·  “ICI-Terminator” is made optional so that it is not present if there is no text to display.   This reduces the overhead by 1 octet when there is no “Display-Text”

· Since “ICI-Terminator” now signals the presence of the Display-Text, its name is changed to “ICI-DT-Separator”

· The restriction to limit each octet in the “Remaining-Part-of-Routing-Prefix” and “Resolution-Prefix” to ASCII printable characters is removed so any value from %x00 through %xFF except the %x04 (value used as the ICI-DT-Separator) is allowed.  This gives more assignable ICIs and impose less restrictions on security algorithms that may be applied to ICIs for security purposes (ref: Telecom Italia’s CR on ICI encryption and digital signature)

As part of the general review of the latest MC TS, other (mostly) editorial changes, including handling of editor’s notes, have also been made.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

Procedures in this section may have dependencies on OMA Device Management specifications.  Specific mentions of such other documents are included in the text of the changes in this CR.
No changes are required in the other DM documents referenced in this CR.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

MC SWG is kindly asked to review and agree changes in this CR.
6 Detailed Change Proposal

Change 1:  Section 8.1 – Indirect Code Data Format
8.1 Data Format

This section describes the data format used for Indirect Code. 

The Indirect Code data format is shown below.

	Field
	Code-Marker
	Version-Number
	ICI
	ICI-DT-Separator
	Display-Text (DT)

	Length
	5 octets
	1 octet
	Variable length

(4 or more octets)
	0 or1 octet
	Variable length

(0 or more octets)

	Description
	See Section 6.1
	The most significant 4 bits identify the major version; the least significant 4 bits identify the minor version.
	Contains the Indirect Code Identifier.
	%x04


	Contains the text to be displayed on the mobile device.


Table 11: Indirect Code Data Format

Total length of the Indirect Code Data String is constrained by the symbology and symbol size. 

The five fields of the Indirect Code data format SHALL follow Table 11.
The ICI SHALL start at immediately after the Version-Number field and end just before the ICI-DT-Separator field.  
The ICI-DT-Separator SHALL only be present if and only if there is Display-Text to follow.  

Additional fields may be added in a future version after the last field of the latest version (e.g., “Display-Text” field is the last field of v1.0).  When new fields are added, a new major version number should be used and SHALL be one higher than the latest major version number.

Each field is described in the sections below.

8.1.1 
Code-Marker

The Code Marker SHALL contain the format as described in Section 6.1 to indicate that the Mobile Code is an Indirect Code.  Note: Code Marker information is excerpted to here for readability.
A Code-Marker is defined in the ABNF notation as follows:

Code-Marker = %x03   "OMA"  %x20       ; ABNF strings are case-insensitive.
8.1.2 
Version-Number

The Version-Number SHALL indicate the version number of this specification.   The most significant 4 bits SHALL indicate the major version number.  The least significant 4 bits SHALL indicate the minor version number.  For this specification, this field SHALL contain the value %x10.

8.1.3 
ICI

The Indirect Code Identifier (ICI) SHALL comprise of the following format:

	Field
	Routing-Prefix

	Resolution-

Identifier

	
	Length-

Indicator
	Registry-ID
	Remaining-Part- 

of-Routing-Prefix
	

	Length
	1 hex digit
	3 hex digits
	Variable length

(1 to 16 octets)
	Variable length

(1 or more octets)

	Description
	Indicates the length of the “Remaining Part of Routing Prefix” field in octets.
	Contains the Registry ID.
	Contains the remaining part of the Routing Prefix after excluding the first 2 octets.
	Contains the   Resolution Identifier. 


Table 12: Indirect Code Identifier (ICI) Format

The ICI SHALL consist of two major fields: the Routing-Prefix and the Resolution-Identifier.  The length of the ICI field SHALL NOT be more than 36 octets. 

The two fields are described in the following sections.
8.1.3.1 
Routing-Prefix

The Routing-Prefix contains the Length-Indicator field, Registry-ID field and Remaining-Part-of-Routing-Prefix field.  The three fields are described below.

8.1.3.1.1 
Length-Indicator

The Length-Indicator SHALL be 4-bit long and contain a 1-hex digit value that indicates the length of the Remaining-Part-of-Routing-Prefix field.  If the value of the Length-Indicatior is N, where N is any value from 0 to 15, the length of the Remaining-Part-of-Routing-Prefix field is N+1.
8.1.3.1.2
Registry-ID

The Registry-ID SHALL be assigned by OMNA. A Registry-ID SHALL have a fixed length of 3-hex digits and with the following specific details:
· The value %x000 SHALL be reserved.

· The value %x001 SHALL be used by OMNA to assign Routing-Prefix directly to entities that are not a Registry-ID Recipient.

· The range of values from %x002 to %xFFF SHALL be assigned by OMNA to a Registry-ID Recipient.
8.1.3.1.3 
Remaining-Part-of-Routing-Prefix


The Remaining-Part-of-Routing-Prefix SHALL be assigned by OMNA or a Registry-ID Recipient to a Resolving CMP. The length of the Remaining-Part-of-Routing-Prefix SHALL be equal to the value in the Length-Indicator field + 1.  Each octet in the Remaining-Part-of-Routing-Prefix SHALL contain any value from %x00 to %xFF, except %x04 (i.e., value used as the ICI-DT-Separator).  

8.1.3.2 
Resolution-Identifier


The Resolution-Identifier SHALL be assigned by the Resolving CMP for purposes of resolving each ICI.  Each octet in the Resolution-Identifier SHALL contain any value from %x00 to %xFF, except %x04 (value used as the ICI-DT-Separator).

8.1.4
ICI-DT-Separator

The ICI-DT-Separator SHALL be equal to %x04 to indicate the presence of Display-Text that follows immediately after the ICI. 

8.1.5
Display-Text


Display-Text MAY be present after the ICI and, when present, is preceded immediately by the ICI-DT-Separator.  The Display-Text, when present, SHALL contain the text string to be displayed on the mobile device while the MCC processes the ICI and SHALL contain only the following ASCII characters: 

%x20-7e, %x0a (LF) and %x0d (CR).

Change 2:  Other sections – various topics

4.2 Version 2.0
Future version of the Mobile Codes Enabler may add enhancements as required.
8.2.2.1 Procedures at MCC

When the MCC detects that a scanned Mobile Code is an Indirect Code based on the presence of the “Code-Marker”, it SHALL perform the following procedures:

1. Display the text in the “Display-Text” field if it has a non-zero length.

2. Include the “ici” and set it to the value in the “ICI” field of the Indirect Code.

3. Ask for the user permission to include the personal data information, location information, or both, for this request if required.
Editor’s Notes: 

- Do a global check for consistency of terms:  ‘personal profile information’ and ‘location information’ throughout the document.  Do not use ‘subscriber profile informaiton’ that is inherently perceived to be linked to the MNO subscriber profile databases, which is not the case here.

- Do a global check for consistency throughout: everytime user permission is asked for inclusion of personal profile information, this applies to location information also.

4. If personal data information, location information, or both, is available, include the parameters if the user has opted in to include such information in the request.
5. If personal data information is not stored in the MCC (i.e., data is stored in the home CMP), and if the user has opted out from sending such information, then include the “optout” and set it to “True”. 
6. Send the MC-1-RESOLVE_ICI_REQUEST message to the home CMP (or the Split-CMP-Parent where applicable).

7. Wait for the response.

a. If the MC-1-RESOLVE_ICI_RESPONSE message is received:
i. If the “tracking-indicator” in the received response is set to “1”:

· If the “tracking-address” is received in the response:

· Use the information in the “tracking-address” to invoke tracking for the specified ICI.
· Go to Step 7.a.iii.
· If the “tracking-address” is not received in the response:

· Use the pre-provisioned tracking address on the MCC to invoke tracking for the specified ICI.
ii. Otherwise, continue.
iii. Invoke any appropriate action based on the other parameters in the received response.
iv. End the procedures here.
b. If the MC-ERROR message is received:
i. Display an appropriate text to the user based on the “status” error and/or the “description” in the received response.
ii. End the procedures here.
8.3.2.1.1

5. Wait for the response.

a. If the MC-5-CODE_TRANSFER_RESPONSE message in the case of the old resolving CMP or MC-6-CODE_TRANSFER_RESPONSE message in the case of the old resolving Split-CMP-Child is received:

i. Process the response only if the “tid” in the received message matches with the “tid” in the sent request.

ii. Mark “confirmation pending” for the to-be-transferred out ICI or ICI block.

iii. End the procedures here.

b. If the MC-ERROR message is received:

i. Process the response only if the “tid” in the received message matches with the “tid” in the sent request.

ii. Alert the operation staff about the failure when needed.


8.3.2.3.1

2. Otherwise, check if the request contains the “addr’.

a. If “addr” is not present indicating that the request comes from the old resolving CMP (or the Split-CMP-Child where applicable):

i. If the requesting CMP (or Split-CMP-Parent where applicable) is not the old CMP (or Split-CMP-Parent where applicable):

· Include the “status” and set it to “MC_UNAUTHORISED”.

· Include the “description” corresponding to the “status” if it is to be included.

· Include the “tid” and set it to the “tid” in the received request.

· Return the MC-ERROR message to the requesting CMP (or Split-CMP-Parent where applicable).

· End the procedures here.

ii. Otherwise, store the token or replace the stored token for the to-be-transferred ICI or ICI block indicated by the “ici” or “icibk”.

iii. Include the “tid” and set it to the “tid” in the received request.

iv. Return the MC-5-CODE_TRANSFER_RESPONSE message to the old resolving CMP (or Split-CMP-Parent where applicable).

v. End the procedures here.

b. If “addr” is present indicating that the request comes from the new resolving CMP (or the Split-CMP-Child where applicable):

i. If there is not a stored token associated with the ICI or ICI block indicated in the “ici” or “icibk”:

· Include the “status” and set it to “MC_CT_TOKEN_MISMATCH”.

· Include the “description” corresponding to the “status” if it is to be included.

· Include the “tid” and set it to the “tid” in the received request.

· Return the MC-ERROR message to the new resolving CMP (or Split-CMP-Parent where applicable).

· End the procedures here.

ii. Otherwise, check if the token received from the request matches with stored token associated with the ICI or ICI block in the “ici” or “icibk”.

· If the tokens do not match:

· Include the “status” and set it to “MC_CT_TOKEN_MISMATCH”.

· Include the “description” corresponding to the “status” if it is to be included.

· Include the “tid” and set it to the “tid” in the received request.

· Return the MC-ERROR message to the new resolving CMP (or Split-CMP-Parent where applicable).

· End the procedures here.

· If the tokens match:

· Update the network address associated with the ICI or ICI block indicated in the “ici” or “icibk” with that in the “addr”.

· Remove the stored token for the transferred ICI or ICI block.

· Include the “tid” and set it to the “tid” in the received request.

· Return the MC-5-CODE_TRANSFER_RESPONSE message to the new resolving CMP (or Split-CMP-Parent where applicable).

· If the old Split-CMP-Parent and new Split-CMP-Parent involved in the code transfer are the same:

· Mark “transfer completed” or “normal” or remove any flag for the transferred ICI or ICI block.

· End the procedures here.

· Otherwise, mark “transferred, pending notification” for the transferred ICI or ICI block.

· Execute the code transfer confirmation procedures described in section 8.3.2.3.2. 

Note: This step is not necessary if any other non-web service means (e.g. email notification) is used.

8.3.2.5.1 Code transfer request procedures

When receiving the MC-6-CODE_TRANSFER_REQUEST message from the new resolving Split-CMP-Child, the new Split-CMP-Parent SHALL perform the following procedures:

1. If any of the following is detected:

a. Set the “status” to “MC_UNAUTHORISED” if the new resolving Split-CMP-Child is not authorised to access the new Split-CMP-Parent.

b. Set the “status” to “MC_CT_NOT_SUPPORTED” if the new Split-CMP-Parent does not support code transfer.

c. Set the “status” to “MC_MISSING_PARAMS” if either “ici” or “icibk” or any of the mandatory parameters is missing.

d. Set the “status” to “MC_INVALID_ICI” if the ICI in “ici” or ICI block in “icibk” is unknown.

e. Set the “status” to “MC_INACTIVE_ICI” if the ICI in “ici” or ICI block in “icibk” is blocked for code transfer.

f. Set the “status” to “MC_SERVICE_UNAVAILABLE” if there is a problem (e.g., overload or database access problem) to handle the request at any time during the request processing.

The new Split-CMP-Parent SHALL then

a. Include the “tid” and set it to the “tid” in the received request.

b. Include the “status”.

c. Include the “description” corresponding to the “status” if it is to be included.

d. Return the MC-ERROR message to the new resolving Split-CMP-Child.

e. End the procedures here.

2. Otherwise, if the new Split-CMP-Parent is also the old Split-CMP-Parent for the to-be-transferred ICI or ICI block:

a. If this Split-CMP-Parent did not receive the token from the old resolving Split-CMP-Child, or the value in the “token” received from the request does not match with the stored token:

i. Include the “tid” and set it to the “tid” in the received request.

ii. Include the “status” and set it to “MC_CT_TOKEN_MISMATCH”.

iii. Include the “description” corresponding to the “status” if it is to be included.

iv. Return the MC-ERROR message to the new resolving Split-CMP-Child.

v. End the procedures here.

b. If the value in the “token” received from the request matches with the store token:

i. Update the database for the transferred in ICI or ICI block with the identification of the new resolving Split-CMP-Child.

ii. Include the “tid” and set it to the “tid” in the received request.

iii. Send the MC-6-CODE_TRANSFER_RESPONSE message to the new resolving Split-CMP-Child.

iv. Mark “transferred, pending notification” for the transferred ICI or ICI block.

v. Invoke the code transfer confirmation procedures in section 8.3.2.2.3 to inform the old resolving Split-CMP-Child about the successful completion of the code transfer in a separate session.

Note: In this case, since the new Split-CMP-Parent is also the old Split-CMP-Parent, it invokes the procedures in section 8.3.2.2.3 as the old Split-CMP-Parent. 


vi. If the new Split-CMP-Parent needs not inform the MCR about the intra-Split-CMP-Parent code transfer:

· Remove the stored token for the transferred ICI or ICI block.

· End the procedures here.

vii. If the new Split-CMP-Parent needs to inform the MCR about the intra-Split-CMP-Parent code transfer:

9.3 Security
The security requirements of the Mobile Codes Enabler are addressed by two separate sets of procedures:

· Between the MCC and its Home CMP, the network element the MCC communicates with.

· Between any two MC Enabler network elements (i.e., between two CMPs, or between a CMP and the MCR when applicable).
Disclaimer:  The MC Enabler is intended to facilitate user access to web information via the barcode.  The MC application layer makes no claims about fool-proof security of higher layer transactions (e.g. financial or other mission-critical transactions).  It is advisable that higher layer transactions, such as, e-commerce applications, implement additional security safeguards as appropriate. 
9.4 Code Transfer – This section will be removed.

10.1 General Interface Considerations

This section specifies the interfaces exposed by the various components of the MC Enabler as applicable to Indirect Codes:

· All MC Enabler interfaces, MC-1 thru MC-6, SHALL be web services that expose REST APIs [ Rest]:
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