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8 Reason for Change

This CR proposes TS text to enable the authentication of the MCC to the Home CMP as an optional feature.

The relevant security requirements in the MC RD being addressed by this CR are as follows:

	Label
	Description

	SEC-004
	When resolving an Indirect Code Identifier, the MC Enabler SHALL provide security measures to protect network entities from attacks (e.g. Denial of Service, man-in-the-middle etc.).

	SEC-005
	The Mobile Code Enabler SHALL enable the Mobile Code Client to be able to communicate in a secure manner with a trusted server (e.g. CMP (or CCH where applicable)) to resolve Indirect Code Identifiers


9 Impact on Backward Compatibility

The proposed security solution is optional; as such, there is no identifiable impact on backward compatibility.
10 Impact on Other Specifications

Nil. 

11 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

12 Recommendation

MC SWG to kindly consider the proposed changes, agree and implement them in the MC TS.
13 Detailed Change Proposal

Change 1:  Section 9.2 – Authentication.  Assuming AGREED Doc#0126R02 is implemented
9.2 -  “Handling of Personal Data Information”

9.3   Security
This section on MC Security includes Authentication solutions, as applicable. 
The security requirements of the Mobile Codes Enabler are addressed by two separate sets of procedures:

· Between the MCC and its Home CMP, the network element the MCC communicates with.

· Between any two MC Enabler network elements (i.e., between two CMPs, or between a CMP and the MCR when applicable).

9.3.1 Security between the MCC and its Home CMP

This section describes an optional solution that MAY be used to authenticate the MCC to the home CMP, which comprises of the following procedures:
1. Use of  HTTP Secure protocol  (HTTPS)  between the MCC and Home CMP.
2. Use of the ‘clientid’ to convey a unique identifier of the MCC installation instance to the home CMP.  The exact mechanism for generating ‘clientid’ and processing of same is out-of-scope of this specification.  For example, UUID version 5 using SHA-1 hash, or ‘Sub_ID’ assigned by the MNO may be used as the “clientid”. 
3. Use of another identifier based on MNO attributes pertaining to the mobile user (e.g. MSISDN, or an alias) together with the ‘clientid’ to create an association that can be used to authenticate the MCC.   
4. The association in (3) is established the first time the MCC is used to scan an Indirect Code.  In case of WiFi or other non-MNO network connection is used during the first-time use of the MCC, the MCC is requested to retry this scan by using an MNO network network.
5. Once the association in (3) has been established and stored by the home CMP, this process is used to stop Code Resolution request attacks that does not contain the “clientid” or contain the “clientid” that has not established the association.
9.3.2  Security between two MC Enabler network elements
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