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1 Reason for Change

This CR proposes changes to Sections 10.1 and 10.2 on error handling. 
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and accept this CR.
6 Detailed Change Proposal
Change 1:  Proposed changes for Sections 10.1 and 10.2
10.1  General Interface Considerations

This section specifies the interfaces exposed by the various components of the MC Enabler as applicable to Indirect Codes:

· All MC Enabler interfaces, MC-1 thru MC-6, SHALL be web services that expose REST APIs [REST]:

a. Each REST API SHALL be invoked using either an http POST or an http GET connection request.

· Http POST SHALL be used for MC-4-TRACKING _REPORT and MC-6- TRACKING_ REPORT messages 
· The URL used SHALL always point to one of the MC Enabler network components: the CMP (or Split-CMP-Parent or Split-CMP-Child where applicable) or the MCR.

· All string parameters containing special characters or spaces SHALL be UTF-8 URL encoded.  Please refer to http://www.w3schools.com/TAGS/ref_urlencode.asp for more information.

· The USER_AGENT text string in the HTTP header SHALL be transmitted unchanged in the requests.

b. There are cases of code resolution routing (e.g. chained HTTP sessions) whereby worst-case scenarios might time out at the MCC application level (see Appendix G).  Under such conditions, timers at the HTTP layer, MC application layer, or both affecting the MCC or CMP(s) will need to be considered.  

For example, code resolution response time-out conditions should be set to a value long enough to accommodate lower layer system propagation issues (e.g. data rate over radio interfaces, mobility management and international roaming). 

Management of timers for this purpose is considered out-of-scope from this specification.

c. 
d. 
e. Each REST API response SHALL be in the form of a XML 1.0 document delivered using the http protocol:

· The encoding of all these XML documents SHALL be “UTF-8”.

· The http header information SHALL contain the 200 OK HTTP status code for all requests that were completed even if the request was not successfully executed, e.g., the ICI was not resolved by the CMP.

· All other HTTP status codes are expected to be handled by underlying web server platform and are outside the scope of this specification. 

· The root element of all these XML documents SHALL be “envelope”.

f. Each MC web service SHALL have a distinct URL for the request based on the type of web service.

· The MC Enabler components (the MC Client, the CMP and the MCR) SHALL support the parsing of XML 1.0 documents. 


10.2  Error Handling

This section describes error handling procedures for the MC Enabler.  The procedures common to code resolution, code transfer and tracking report are described in Section 10.2.1.  The procedures specific to code resolution are described in Section 10.2.2.  The procedures specific to code transfer are described in Section 10.2.3.   Tracking report does not have specific procedures.
In case of an unsuccessful execution of the requested MC web service, the response SHALL contain an “mc-error” element as specified in Table 13.
A complete list of MC error status codes and descriptions along with the mapping of the error status codes to specific MC web services is available in Table 14.


	Parameter
	Requirement
	Occurrences
	Type
	Description

	tid
	Optional
	0..1
	String
	The “tid” allows the responding entity and the requesting entity to reconcile the transactions at a later date, if needed.  It is optional on the MC-1 and MC-4 interface responses but SHALL be present for all other interfaces.

	status
	Mandatory
	1
	String
	The “status” specifies the type of failure in a brief but descriptive textual form.  The value of the MC status code is structured as follows:  MC_<text> - where <text> is a brief descriptive text string, e.g., MC_MISSING_PARAMS, MC_INVALID_ICI, etc.  

	description
	Optional
	0..1
	String
	The “description” provides a more detailed description of the failure, providing a finer granularity of the error “status”.


Table 13: MC Error Response

	Status
	
	
	Applies to
	Description

	
	MC-1_RESOLVE_ICI
	MC-2_ROUTE_ICI
	MC-3_RESOLVE_ICI
	MC-4_TRACKING_REPORT
	MC-5_CODE_TRANSFER
	MC-5_TRANSFER_CONFIRMATION
	MC-6_TRACKING_REPORT
	MC-6 _CODE_TRANSFER
	MC-6_TRANSFER_CONFIRMATION
	

	MC_UNAUTHORISED
	X
	X
	X
	X
	X
	X
	X
	X
	X
	The request could not be authenticated or some other security violation occurred.

	MC_SERVICE_UNAVAILBLE
	X
	X
	X
	X
	X
	X
	X
	X
	X
	The requested service is currently unavailable (due to maintenance or other server downtime or for old unsupported requests).

	MC_MISSING_PARAMS
	X
	X
	X
	X
	X
	X
	X
	X
	X
	The request is missing required parameters.

	MC_INVALID_PARAMS
	
	
	
	
	X
	X
	
	X
	X
	The request contains invalid parameters (e.g. both “ici” and “icibk” are present in a request).

	MC_INVALID_ICI
	X
	X
	X
	X
	X
	X
	X
	X
	X
	The specified ICI (or ICI block) is unknown or invalid and cannot be resolved.

	MC_ INACTIVE_ICI
	X
	X
	X
	
	X
	
	
	X
	
	The specified ICI (or ICI block) is inactive (blocked for inappropriate content, part of an expired campaign or transferred out).

	MC_FRAUDULENT_ICI
	X
	
	X
	
	
	
	
	
	
	The specified ICI fails the authentication check and cannot be used.

	MC_ CANNOT_RESOLVE_ICI
	X
	
	X
	
	
	
	
	
	
	The specified ICI cannot be resolved because of a network level failure or because the ICI has been transferred.

	MC_TOO_MANY_HOPS
	
	
	X
	
	
	
	
	
	
	The specified ICI cannot be resolved – resolution attempt stopped due to too many hops

	MC_ CT_TOKEN_MISMATCH
	
	
	
	
	X
	
	
	X
	
	The tokens in the Code Transfer requests do not match.

	MC_ CT_NOT_SUPPORTED
	
	
	
	
	X
	
	
	X
	
	Code Transfer is not supported for the specified ICI (or ICI Block).

	MC_ CT_ NOT_AVAILABLE
	
	
	
	
	X
	
	
	X
	
	Code Transfer is not available at this time for the specified ICI (or ICI Block).

	MC_ CT_ NOT_REQUESTED
	
	
	
	
	
	X
	
	
	X
	Code Transfer has not been requested for the specified ICI (or ICI Block).


Table 14: Mapping between Status Codes and MC Interface Messages

10.2.1 Common Error Handling Procedures

This section describes the general error handling procedures that are referred to in Sections 8.2 through 8.4 and how to set the “status” value in an outbound MC-ERROR message by the MC Enabler network components: the CMP (or Split-CMP-Parent or Split-CMP-Child where applicable) or the MCR.
An MC Enabler network component (the responder network component) performs the following when an error is detected while processing a received request but excluding the case when an error is received for a sent request:
· The responder network component SHALL set the “status” to 
· “MC_UNAUTHORISED” if the requestor (e.g., MCC or an MC Enabler network component) is not authorised to access the responder network component.  Examples include:

· There is no business agreement between the requestor and responder network component.

· The requestor fails the authentication when the “appid” and “signature” are present in the received request but the “signature” value is invalid.

· The requestor is required to include the “appid” and “signature” based on the interface agreement but fails to include the two parameters in the received request.
·   “MC_MISSING_PARAMS” if any of the mandatory parameters is missing.
· “MC_SERVICE_UNAVAILABLE” if there is a problem (e.g., overload or database access problem) to handle the request at any time during the request processing.
· “MC_CANNOT_RESOLVE_ICI” if the code resolution request cannot be completed for any other reason not specified in Sections 10.2.1 and 10.2.2 (e.g., no routing information) for the ICI in the received “ici”
· The responder network component SHALL generate the MC-ERROR message as specified in Table 13 and return the message to the requestor.

10.2.2 Code Resolution Specific Error Handling Procedures

This section describes the error handling procedures that are specific to the code resolution process and are referred to in Section 8.2 and how to set the “status” value in an outbound MC-ERROR message by the MC Enabler network components: the CMP (or Split-CMP-Parent or Split-CMP-Child where applicable) or the MCR.

The responder network component performs the following when an error is detected while processing a received request but excluding the case when an error is received for a sent request:
· If the responder network component (e.g., Resolving CMP or MCR) has the knowledge about the ICI in the received request, it SHALL set the “status” to 
· “MC_INVALID_ICI” if the ICI in the received “ici” is unknown.
· “MC_INACTIVE_ICI” if the ICI in the received “ici” is known but is currently inactive (e.g., outside the campaign period).

· Since several CMPs (or the Split-CMP-Parents when applicable) can be involved in routing the code resolution request (see Appendix G) for a specified ICI, a loop could be formed when some involved CMPs (or the Split-CMP-Parents when applicable) have incorrect routing information for the specified ICI.  All CMPs (or the Split-CMP-Parents when applicable) are recommended to support some loop-prevention mechanisms to detect looped routing.   Applying the loop-prevention mechanisms is considered out-of-scope from this specification.
If the responder network component supports loop-prevention and detects looped routing, it SHALL set the “status” to “MC_TOO_MANY_HOPS” if the requestor is not an MCC, or to “MC_CANNOT_RESOLVE_ICI” if the requestor is an MCC.  The responder network component SHALL NOT forward the newly received code resolution request.  This action SHALL also be done for the requestor associated with the previously received code resolution request.
· Some CMPs (or Split-CMP-Children when applicable), as the Resolving CMPs, may support the Secure ICI discussed in Section 9.3.3.   The procedures to receive and identify a Secure ICI, regenerate the ICI and verify it with the original ICI are out-of-scope from this specification.
If the responder network component is the Resolving CMP that supports Secure ICI and the “ici” in the received code resolution request is a Secure ICI that fails the authentication check, it SHALL set the “status” to “MC_ FRAUDULENT_ICI”.
· The responder network component SHALL generate the MC-ERROR message as specified in Table 13 and return the message to the requestor.
The responder network component performs the following when an error is received for a sent request:
· If the “tid” in the received positive response or MC-ERROR message does not match with the “tid” in the sent request, the responder network component SHALL perform the following:
a. Record the tid mis-match related information.

b. If there is a received request to respond to:

· Set the “status” to “MC_CANNOT_RESOLVE_ICI”.
· Generate the MC-ERROR message as specified in Table 13 and return the message to the requestor.
· If the MC-ERROR message with the correct “tid” is received, the responder network component SHALL perform the following:

a. Record the error related information.

b. If there is a received request to respond to:

· Set the “status” to the same error if the “status” in the received MC-ERROR message is “MC_CANNOT_RESOLVE_ICI”, “MC_INVALID_ICI”, “MC_INACTIVE_ICI” or “MC_FRAUDULENT_ICI”.

· Set the “status” to the same error if the “status” in the received MC-ERROR message is “MC_TOO_MANY_HOPS” and if the requestor is not an MCC.

· Otherwise, set the “status” to “MC_CANNOT_RESOLVE_ICI”.
· Generate the MC-ERROR message as specified in Table 13 and return the message to the requestor.
10.2.3 Code Transfer Specific Error Handling Procedures

This section describes the error handling procedures that are specific to code transfer process and are referred to in Section 8.3 and how to set the “status” value in an outbound MC-ERROR message by the MC Enabler network components: the CMP (or Split-CMP-Parent or Split-CMP-Child where applicable) or the MCR.
An MC Enabler network component (the responder network component) performs the following when an error is detected while processing a received request but excluding the case when an error is received for a sent request:
· The responder network component SHALL set the “status” to 
·  “MC_MISSING_PARAMS” if neither the “ici” nor “icibk” is in the received request.
·  “MC_INVALID_PARAMS” if both the “ici” and “icibk” are in the received request.
·  “MC_CT_NOT_AVAILABLE” if the code transfer request cannot be completed for any other reason not specified in Section 10.2.1 and 10.2.3 for the ICI in the received “ici” or ICI block in the received “icibk”.

· If the responder network component (e.g., MCR) has the knowledge about the ICI or ICI block in the received request, it SHALL set the “status” to 
· “MC_UNAUTHORISED” if the requestor submits a code transfer request to transfer out an ICI or ICI block but is not authorized to do so (e.g., not the Resolving CMP for that ICI or ICI block).  
· “MC_INVALID_ICI” if the ICI in the received “ici” or ICI block in the received “icibk” is unknown.

· “MC_INACTIVE_ICI” if the ICI in the received “ici” ” or ICI block in the received “icibk” is known but is currently inactive (e.g., outside the campaign period).
· “MC_CT_NOT_SUPPORTED” if the responder network component receives a code transfer request but it does not support code transfer.

· “MC_CT_NOT_REQUESTED” if the ICI in the “ici” or ICI block in the “icibk” in the received code confirmation request is known but no code transfer has been requested for that ICI or ICI block.
· “MC_CT_TOKEN_MISMATCH” if there is token mismatch problem.  Examples include:

· The token received in the code transfer request from the new Resolving CMP does not match with the token received from the old Resolving CMP.

· A code transfer request is received from the new Resolving CMP but the old Resolving CMP has not provided the token.
· The responder network component SHALL generate the MC-ERROR message as specified in Table 13 and return the message to the requestor.

The responder network component performs the following when an error is received for a sent request:
· If the “tid” in the received positive response or MC-ERROR message does not match with the “tid” in the sent request, the responder network component SHALL perform the following:
a. Record the tid mis-match related information.

b. If there is a received request to respond to:

· Set the “status” to “MC_CT_NOT_AVAILABLE”.

· Generate the MC-ERROR message as specified in Table 13 and return the message to the requestor.

· If the MC-ERROR message with the correct “tid” is received, the responder network component SHALL perform the following:

a. Record the error related information.

b. If there is a received request to respond to:

· Set the “status” to the same error if the “status” in the received MC-ERROR message is “MC_CT_NOT_AVAILABLE”, “MC_INVALID_ICI”, “MC_INACTIVE_ICI”, “MC_CT_NOT_SUPPORTED” or “MC_CT_TOKEN_MISMATCH”.

· Otherwise, set the “status” to “MC_CT_NOT_AVAILABLE”.
· Generate the MC-ERROR message as specified in Table 13 and return the message to the requestor.
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