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1 Reason for Contribution

This contribution provides a set of consolidated API requirements for the MC Client (MCC) based on group online editing and discussion in the CC on 2011-10-24.  

The proposed work is addressed to the scope of Mobile Codes V2.0 Enabler as per approved WID 0251 “Mobile Codes Enhancement and APIs”. 

2 Summary of Contribution

MC Client-side API requirements are proposed herein.
A group agreement was made that only decoded data from the mobile code symbology will be transferred across the MCC API to the 3rd party Web Runtime App.  Un-decoded data from such symbology, i.e. the mobile code image itself, will not be transferred across the MCC API.  3rd party Web Runtime Apps are assumed to be capable of accessing the mobile device camera API directly to capture the mobile code image without involvement by the MCC; such a use case is considered out-of-scope.

References:  
OMA-RRP-CSEA-V1_0-20101130-A.zip
OMA-TS-WRAPI_Push-V1_0-20110831-D.zip
OMA-TS-WRAPI_Design_Patterns-V1_0-20110831-D.zip
3 Detailed Proposal

2.1 Normative References  [New references to be added]
	[W3C-WebIDL]
	“Web IDL", Worldwide Web Consortium (W3C), URL: http://www.w3.org/TR/WebIDL/

	[W3C-Widgets]
	“Widget Packaging and XML Configuration”, W3C, URL: http://www.w3.org/TR/widgets/


3.2 Definitions   [New definitions to be added]
	Browser Context
	Web applications executing under a Web browser as Web runtime environment.

	User Agent
	Use definition from [OMADICT].

	Web
	The World Wide Web, a content and application framework based upon hypertext and related technologies, e.g. XML, JavaScript/ECMAScript, CSS, etc.

	Web Application
	An application designed using Web technologies (e.g. HTML, CSS, and Javascript).

	Web IDL
	An IDL language for Web application APIs

	Web Runtime Environment
	Client software that supports the execution of Web applications (e.g. browsers or widget engines).

	Web Runtime Application
	A client-side Web application that is executed in Web runtime environments.

	Widget Context
	Web applications installed and executing under a W3C Widget [W3C-Widgets] engine as Web runtime environment.

	Widget Engine
	Software which supports the execution of Web applications running outside a browser context, e.g. with the same functional capabilities as browsers but without the user interface functions provided by a browser, including window frames, menus, toolbars and scroll bars.

	Uniform Resource Identifier
	Use definition from [OMADICT].


4. Introduction   [New text to be added]
This specification defines API exposing the Mobile Codes Enabler V1.0 functionality to 3rd party applications while executing in Web Runtime environments (i.e. as a “Web Runtime App”). This API is referred to in this document as the MCC API.

The functions supported by the User Agent as part of the Web Runtime environment that facilitate the 3rd party App access to the MCC functionality are dependent on the following:

· Implementation of the MCC API.
· Specific functions of the MC Client as defined by the OMA MC Enabler (e.g., decoding data from the mobile code symbology) which are exposed by the MCC API.
The functionalities of the MCC API Enabler are not directly offered to the user, but are API functionalities offered to 3rd party Web applications running on the device in either a browser or widget context.
6. Requirements  [New requirements to be added]
(Normative)

High-Level Functional Requirements

	Label
	Description
	Release

	MCAPI-HLF-01
	MCC API MUST support JavaScript callable APIs.
	

	MCAPI-HLF-02
	MCC API MUST be defined in Web IDL [WebIDL].

Informational Note: MCC API MAY also be defined in additional methods based on open standard technologies.
	

	MCAPI-HLF-03
	MCC API support MUST be discoverable by the 3rd party Web Runtime applications.
	

	MCAPI-HLF-04
	MCC API MUST support Web application registration and deregistration with the MC Enabler.

Informational Note: These actions may involve the client and/or server components of the MC Enabler; architecture design is TBD.
	

	MCAPI-HLF-05
	MCC API MUST support delivery of status and/or error query requests from the Web Runtime application.
	

	MCAPI-HLF-06
	MCC API MUST support delivery of MCC status and/or error reports to the Web Runtime application, as required.
	

	MCAPI-HLF-07
	MCC API MUST be defined using consistent API design patterns (e.g. error handling, namespaces, and interface structure).
	

	MCAPI-HLF-08
	MCC API MUST support asynchronous operation.
	

	
	
	


Table 1: High-Level Functional Requirements

Security
6.1.1.1 Authentication

	Label
	Description
	Release

	
	MCC API MUST be able to make use of the applicable security framework of the Web Runtime Environment supported by the device to authenticate the 3rd party Wed Runtime App.
	

	
	
	


Table 3: High-Level Functional Requirements – Authentication Items
6.1.1.2 Authorisation

	Label
	Description
	Release

	
	MCC API MUST be able to make use of the applicable security framework of the Web Runtime Environment supported by the device to authorise the 3rd party Wed Runtime App for access to OMA Enabler client-side APIs.
	

	
	MCC API MUST be able to grant access only to a Web Runtime App that is entitled to access the MCC API.
	


Table 4: High-Level Functional Requirements – Authorization Items

6.1.1.3 Data Integrity

	Label
	Description
	Release

	
	MCC API MUST be able to provide data integrity for all data transferred from the MCC to the 3rd party Web Runtime App, and vice versa.
	

	
	MCC API MUST be able to detect any accidental, unintentional, or malicious changes to the data transferred from the MCC to the 3rd party Web Runtime App, and vice versa.
	

	
	
	


Table 5: High-Level Functional Requirements – Data Integrity Items

6.1.1.4 Confidentiality

	Label
	Description
	Release

	
	MCC API MUST apply or support data confidentiality that ensures information transferred from the MCC to the Web Runtime App, and vice versa, is not made available or disclosed to any unauthorised entity, or process.
	

	
	
	


Table 6: High-Level Functional Requirements – Confidentiality Items

Charging Events

	Label
	Description
	Release

	
	MCC API MUST, for Indirect Codes, support charging mechanisms if implemented by the Home CMP.
	

	
	MCC API MAY, for Indirect Codes, support charging mechanisms if implemented by the Resolving CMP.

Informational Note: This is subject to the business relationships between the Home CMP and the Remote Resolving CMP.
	


Table 7: High-Level Functional Requirements – Charging Events Items

Administration and Configuration

	Label
	Description
	Release

	
	MCC API MUST, for Indirect Codes, support any Home CMP administration and configuration mechanisms that are applicable to the 3rd party Web Runtime App.
Informational Note: Such actions are subject to business and/or operational requirements, including for charging purposes. 
	

	
	
	


Table 8: High-Level Functional Requirements – Administration and Configuration Items

Usability

	Label
	Description
	Release

	
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	

	
	
	


Table 9: High-Level Functional Requirements – Usability Items

Interoperability

	Label
	Description
	Release

	
	The MCC API MUST be specified in an open standard descriptive language that is neutral to operating environments.
	

	
	
	


Table 10: High-Level Functional Requirements – Interoperability Items

Security 
	Label
	Description
	Release

	
	The MCC API MUST be able to make use of the applicable security framework of the Web Runtime Environment supported by the device.
	

	
	
	


User Data Privacy 
	Label
	Description
	Release

	
	The MCC API MUST NOT disclose the user's Personal Profile Data that may exist as part of the MCC configuration.  This mechanism should ensure that no Personal Profile Data of the user is accessible through the MCC API without the user's express permission.
	

	
	The MCC API MUST provide a mechanism that protects the user's Location Data that may be accessible by the MCC.  This mechanism should ensure that no Location Data of the user is accessible through the MCC API without the user's express permission.
Informational Note: This requirement does not in any way preclude the 3rd party Web Runtime App from accessing the user’s Location Data through interactions with other capabilities or features on the device in which the MCC API is not involved.
	


Table 11: High-Level Functional Requirements – Privacy Items

Overall System Requirements

	Label
	Description
	Release

	MCAPI-SYS-01
	MCC API MUST be capable of being called by the 3rd party Web Runtime App to utilise the MCC to read/decode a Direct Code and return the information directly to the Web Runtime App, without any device consumption of the decoded information.
Informational Note: Examples of the above returned information may be a URL, or pre-formatted business card contact data. 
	

	MCAPI-SYS-02
	MCC API MUST be capable of being called by the 3rd party Web Runtime App to utilise the MCC to read/decode a Direct Code and return the result, after the device has consumed the information, to the Web Runtime App.
Informational Note:  Device consumption of the above information may, for example, involve the browser being invoked to use a URL, or business card contact data being inserted in the device address book.
	

	MCAPI-SYS-03
	MCC API MUST be capable of being called by the 3rd party Web Runtime App to utilise the MCC to read/decode an Indirect Code and return the information directly to the Web Runtime App, without any action taken by the MCC or any device consumption of the decoded information.

Informational Note: The above returned information contains the Indirect Code Identifier (ICI) along with any optional Display-Text, before any code resolution between the MCC and MC network server(s).
	

	MCAPI-SYS-04
	MCC API MUST be capable of being called by the 3rd party Web Runtime App to utilise the MCC to read/decode an Indirect Code and return the result, after Code Resolution by the MCC and MC network server(s), to the Web Runtime App.  

Informational Note: Examples of the above returned information may be a URL, pre-formatted business card contact data, or data file containing a video clip.
	

	MCAPI-SYS-05
	MCC API MUST be capable of being called by the 3rd party Web Runtime App to utilise the MCC to read/decode an Indirect Code and return the result, after Code Resolution by the MCC and MC network server(s) and the device has consumed the information, to the Web Runtime App.

Informational Note:  Device consumption of the above information may, for example, involve the browser being invoked to use a URL, business card contact data being inserted in the device address book, or a video clip being played by the device media player.
	

	MCAPI-SYS-06
	MCC API MUST not impose any restrictions on how the 3rd party Web Runtime App may or may not manipulate the information, as a result of reading/decoding the (Direct or Indirect) mobile code, being returned to the Web Runtime App.
	

	MCAPI-SYS-07
	MCC API MUST be capable of being called by the 3rd party Web Runtime App to utilise the MCC to read/decode the (Direct or Indirect) mobile code, then parse the result according to the supported formats as requested by the Web Runtime App, before returning such result to the Web Runtime App.
Informational Note:  The above returned information to the Web Runtime App contains the following URI or data formats:

. . . to be specified.


	

	MCAPI-SYS-
	MCC API responsibilities for Handling of Error Messages?
	

	MCAPI-SYS-
	MCC API responsibilities for Tracking and Reporting by the consuming device/MCC?
	

	MCAPI-SYS-
	MCC API impact on reading a Transferred Code?
	

	MCAPI-SYS-
	MCC API impact on the MCC Security Features (MCC authentication and reading of a Secured ICI?
	

	MCAPI-SYS-
	
	

	MCAPI-SYS-
	
	

	MCAPI-SYS-
	Any Other requirements or issues?
	

	
	
	


Table 12: High-Level System Requirements

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

MC SWG is kindly requested to review and edit, as necessary, the proposed API requirements for the MC Client for MC V2.0 Enabler.

Agreed requirements will be incorporated in the Combined Enabler Release (ER) Document; the latest version of which is OMA-ER-MCAPI-V1_0-20111017-D.zip.
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