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1 Reason for Change

This CR proposes text to address the Access Controls and Metering Controls required for access to the MCAPI.  Else, providing unfettered API access to the MCAPI will result in impaired user experience or, worse, device instability.
2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

n/a.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

MC SWG is requested to review this CR and modify it as required towards agreement.
6 Detailed Change Proposal

Change 1:  Add MCAPI-AUTR-03, MCAPI-AUTR-04
6.1.1.2    Authorization

	Label
	Description
	Release

	MCAPI-AUTR-01
	MCC API MUST be able to make use of the applicable security framework of the Web Runtime Environment supported by the device to authorise the 3rd party Wed Runtime App for access to OMA Enabler client-side APIs.
	

	MCAPI-AUTR-02
	MCC API MUST be able to grant access only to a Web Runtime App that is entitled to access the MCC API.
	

	MCAPI-AUTR-03
	MCC API MAY be able to restrict access to an authorized Web Runtime App to specific  elements of the MCAPI
	

	MCAPI-AUTR-04
	MCC API MUST be able to meter access to an authorized Web Runtime App to specific elements of the MCAPI
Informational Note: This is critical so that a runaway (or a malware) Web Runtime App does not “freeze” the mobile device with continuous calls to elements of the MCAPI that consume significant resources.
	


Table 4: High-Level Functional Requirements – Authorization Items

Change 2:  Change 1: 
Add MCAPI-CHG-03
6.1.2  Charging Events

	Label
	Description
	Release

	MCAPI-CHG-01
	MCC API MUST, for Indirect Codes, support charging mechanisms if implemented by the Home CMP.
	

	MCAPI-CHG-02
	MCC API MAY, for Indirect Codes, support charging mechanisms if implemented by the Resolving CMP.

Informational Note: This is subject to the business relationships between the Home CMP and the Remote Resolving CMP.
	

	MCAPI-CHG-03
	MCC API MAY support metering mechanisms if implemented by the Home CMP for access to restricted parts of the MCAPI. 

Informational Note: This is subject to the business relationships between the Home CMP and the Web Runtime App.
	


Table 7: High-Level Functional Requirements – Charging Events Items
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