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Change 1:  Addition of a new section at the end of section 9 Overview of the MCAPI in the MC Architecture
9 GotAPI Mobile Codes Plug-In
7. Introduction to MC Plug-In
The Mobile Codes API (MCAPI) enables Web Runtime applications (Web Apps) to invoke the Mobile Codes Client (MC Client) to read and resolve GS1 and OMA-compliant mobile codes. For Web Apps, the MC Client acts as a web server. Web Apps invoke code scanning operations via MC Clients using the W3C XMLHttpRequest API.
Editor’s Note: Original MCAP is addressing Web Runtime applications (Web Apps) only. But the GotAPI 1.0 can enable not only Web Apps but also native applications and hybrid application. The description here is limited to Web App to adhere the original description but we can extend the description here to all three application types. We look for an advice from the MC group.
In contrast to the MC-specific MCAPII, GotAPI provides a multi-purpose web-based framework. GotAPI consists of the GotAPI Server and the Extension Plug-Ins. Web Apps communicate with Extension Plug-Ins through the GotAPI Server using the W3C XMLHttpRequest API. 
Thus the architecture of GotAPI is similar to that of MCAPI. The MC Client can be implemented as an Extension Plug-In for GotAPI, and thus serve the same purpose as MCAPI under the GotAPI framework. This Extension Plug-In is called "MC Plug-In" in this section.

The following sections define the specification which is specific to the MC Plug-In.
8. Architectural Model

When an application is initiated by a user, the application obtains authorization for access to GotAPI-based APIs using the GotAPI-2 Interface. Once the application is authorized by the GotAPI Auth Server, the application can access to the GotAPI Server using the GotAPI-1 Interface.

After the authorization, the application will ask the GotAPI Server, using the GotAPI-1 Interface, what kind of services are available. Then the GotAPI Server requests the current status to all the installed Extension Plug-Ins using the GotAPI-4 Interface; in the MC V2.0 this is the MC-8 Interface. This procedure is called the "Service Discovery", which is defined in the GotAPI specification. The service provided by the MC Plug-In is called "Mobile Code Capturing API".

When an application sends an API request on the GotAPI-1 Interface, the GotAPI Server passes it to the MC Plug-In using the GotAPI-4 Interface.
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Figure 1: Architectural Diagram MC Plug-In within MC V2.0
The GotAPI Server is agnostic to what the MC Plug-In will do inside. The GotAPI just passes a request from an application to the MC Plug-In and passes a response from the MC Plug-In to the application. 

This document defines the message flow which is specific to the MC Plug-In.

8.1 Security Considerations 
Security and Authorization is part of the framework provided by GotAPI, [GotAPI]. 
8.2 Service Discovery

After the application obtains authorization for access to GotAPI-based APIs using the GotAPI-2 Interface, the application sends the Service Discovery request to the GotAPI Server. Then the GotAPI Server sends the Service Discovery request to all of the installed Extension Plug-Ins. The message flow of the Service Discovery is as follows:
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This document defines the message flows labelled (4) in the figure above. If the MC Plug-In receives the request, it SHALL return the message defined in the section "8.3.1 Service Discovery on the GotAPI-4 Interface" of GotAPI, [GotAPI].

8.3 Mobile Code Capturing API

After the application obtains authorization to access GotAPI-based APIs using the GotAPI-2 Interface and completes the Service Discovery, the application can use the service provided by the MC Plug-In through the GotAPI Server, which is called "Mobile Code Capturing API".

The message flow of the Mobile Code Capturing API is shown  below:
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Figure 2: Message Flow of the Mobile Code Capturing API

1. The user triggers a request of the Mobile Code Capturing API on the application.

2. Label (1): The application sends a request to the GotAPI Server using HTTP (XMLHttpRequest) using the GotAPI-1 Interface.

3. Label (2): The GotAPI Server passes the request to the MC Plug-In on the GotAPI-4, (MC-8) interface.

4. Label (3): The GotAPI Server runs the Plug-In Approval procedure if needed, which is defined in the GotAPI specification.

5. When the MC Plug-In receives the request, it activates the camera on the local device. Then it shows the camera view to the user.

6. The user captures a mobile code watching the camera view.

7. If the MC Plug-In recognizes a mobile code, it reads the message in the mobile code. Then it closes the camera view.
Note: In the case of Indirect Code the Plug-In resolves the code and return the content in the message to the Web App.
8. Label (4): The MC Plug-In sends a response with the message using the GotAPI-4 interface.

9. Label (5): When the GotAPI Server receives the response from the MC Plug-In, the GotAPI Server passes the response to the application as a HTTP response using the HTTP connection established when the application sent the request.

This document defines the message flows labelled (1), (2), (4), and (5) in the figure above.
9. Technical Specifications
9.1 The Service Discovery on the GotAPI-4 (MC-8) Interface

When the GotAPI Server receives the request of the Service Discovery API from an application, the GotAPI Server sends the Plug-In discovery request to the installed Plug-Ins as defined in the GotAPI specification. When the MC Plug-In receives the Plug-In discovery request from the GotAPI Server, the MC Plug-In SHALL return the message as follows:

Definition of the data object for the Plug-In discovery response 

	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	requestCode
	
	Int
	The request code coming from the GotAPI Server.
	Mandatory

	result
	
	Int
	If success, the value is 0, otherwise an integer other than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	services
	
	Array
	
	Mandatory

	
	serviceId
	String
	The service identifier. The id could be "com.example.plugin".
	Mandatory

	
	name
	String
	The name of the Plug-In.
	Mandatory

	
	manufacturer
	String
	The manufacturer of the MC Plug-In.
	Optional

	
	version
	String
	The version of the MC Plug-In.
	Optional

	
	type
	String
	The MC Plug-In SHALL always set it to an empty string. 
	Optional

	
	online
	Boolean
	If the service is available, this value SHALL be true. Otherwise (e.g. the device does not have any camera or the MC Plug-In is not allowed to access to any camera), this value SHALL be false.
	Mandatory

	
	scopes
	Array
	The MC Plug-In SHALL set it to ["mc"].
	Mandatory


The MC Plug-In MAY append additional data in the data object as needed.
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

Requirements for OS-specific response channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the response.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Explicit Intents
	Name
	
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.RESPONSE"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.deviceconnect"
	This value is the package name of the GotAPI Server application.

	Extra
	
	
	

	
	requestCode
	1
	

	
	result
	0
	

	
	services
	[Array Object]
	This value is an example. Note that this is "not" a JSON string.  This value must be an Array object whose content is the same as the following JSON example:

[

  {

    "id": "org.example.plugin.12345",

    "name": "Mobile Code for GotAPI",

    "manufacturer": "ABC Telecom",

    "version": "3.0",

    "type": "",

    "online": true,

    "scopes": ["mc"]

  },

  ...

]

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


9.2 Mobile Code Capturing API

The Mobile Code Capturing API allows applications to capture a mobile code and to get information embedded in the captured mobile code through the MC Plug-In. This section defines the data object for the message flows as follows:

1. The request from an application to the GotAPI Server on the GotAPI-1 Interface

2. The request from the GotAPI Server to the MC Plug-In on the GotAPI-4 (MC-8) Interface

3. The response from the MC Plug-In to the GotAPI Server on the GotAPI-4 (MC-8) Interface

4. The response from the GotAPI Server to the application via the GotAPI-1 Interface

9.2.1 The request from an application to the GotAPI Server on the GotAPI-1 Interface

This section is for application developers who develop applications using the Mobile Codes Capturing API. When the application uses the API, it sends a request to the GotAPI Server on the GotAPI-1 Interface as follows:

Definition of the HTTP request
	
	Definitions

	Method
	HTTP GET (REST)

	Request URL
	http://127.0.0.1:4035/gotapi/mc
https://127.0.0.1:4036/gotapi/mc


Definition of the request parameters
	Parameter name
	Definition of value
	Mandatory/Optional

	serviceId
	The identifier of the targeted service. This value is available from the Service Discovery API on the GotAPI-1 Interface.
	Mandatory

	accessToken
	The access token obtained from the GotAPI Auth Server through the GotAPI-2 Interface.
	Mandatory

	key
	A random string used for the counter measure against the GotAPI Server spoofing. This key is generated by the application. If the key is present, the GotAPI Server will include a HMAC in the response. Evaluating whether the HMAC is identical to the result of calculation of HMAC from the key, the application can ensure that the response is genuine.
	Optional


Example of the request URL

	http://127.0.0.1:4035/gotapi/mc?serviceId=abcdefg123&accessToken=0987654321&key=93b3a219347


9.2.2 The request from the GotAPI Server to the MC Plug-In on the GotAPI-4, (MC-8) Interface

When an application sends a request to the GotAPI Server on the GotAPI-1 Interface, the GotAPI Server passes the request to the MC Plug-In on the GotAPI-4, (MC-8) Interface. The request includes the data object as follows:

Definition of the data object for request

	Name
	
	Type
	Definition of value
	Mandatory/Optional

	receiver
	
	String
	The address of the GotAPI Server application used by Plug-Ins. Generally, it is the application ID recognized by the OS, such as a package name.
	Mandatory

	requestCode
	
	int
	A request code identifying the request. This value could be any number but must be an integer greater than 0.
	Mandatory

	serviceId
	
	String
	The identifier of the targeted Service. This value is provided by the application over the GotAPI-1 Interface.
	Mandatory

	api
	
	String
	The value must be "gotapi".
	Mandatory

	profile
	
	String
	The value must be "mc".
	Mandatory

	attribute
	
	String
	The value must be an empty string.
	Mandatory

	clientId
	
	String
	The identifier of the application, which is generated by the Plug-In when the Plug-In Approval procedure defined in the GotAPI specification.
	Mandatory

	accessToken
	
	String
	The access token for the application, which is generated by the Plug-In when the Plug-In Approval procedure defined in the GotAPI specification.
	Mandatory


This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.
Requirements for OS-specific request channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Explicit Intents
	Name
	
	Example of value
	Note

	Action
	
	org.deviceconnect.action.GET
	This value is defined by the GotAPI Server application.

	Component
	
	org.example.plugin
	This value is the package name of the Plug-In application.

	Extra
	
	
	

	
	receiver
	org.deviceconnect
	

	
	requestCode
	10
	

	
	api
	gotapi
	

	
	profile
	mc
	

	
	attribute
	
	an empty string

	
	clientId
	1234567890
	

	
	accessToken
	0987654321
	


9.2.3 The response from the MC Plug-In to the GotAPI Server on the GotAPI-4, (MC-8) Interface

When the MC Plug-In receives the API request, it SHALL respond as follows:

Definition of the data object for the response
	Name
	
	Type
	Definition of value
	Mandatory/Optional

	requestCode
	
	Number
	The request code coming from the GotAPI Server.
	Mandatory

	result
	
	Number
	If success, the value is 0, otherwise an integer greater than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	mimeType
	
	String
	The mime type of the message of the mobile code (e.g. "application/xml").

The mime type SHALL NOT include any parameters. For example, "application/xml; charset=utf-8" is invalid.

The mime type SHALL be lower-case.
	Mandatory

	body
	
	String
	The text representing the message of the mobile code. The character encoding of the text SHALL be UTF-8.
	Mandatory


The Plug-In MAY append additional data in the data object as needed. 
This data object is sent to the GotAPI Server in an OS specific mechanism, .e.g., Intents for Android.
Requirements for OS-specific response channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Intents
	Name
	
	Example of value
	Note

	Action
	
	org.deviceconnect.action.RESPONSE
	This value is defined by the GotAPI Server application.

	Component
	
	org.deviceconnect
	This value is the package name of the GotAPI Server application.

	Extra
	
	
	

	
	requestCode
	10
	

	
	result
	0
	

	
	mimeType
	application/xml
	

	
	body
	<?xml version="1.0" encoding="UTF-8"?><mc:envelope ...>...</mc:envelope>
	

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


9.2.4 The response from the GotAPI Server to an application via the GotAPI-1 Interface

This section is for application developers who develop applications using the Mobile Codes Capturing API. After the application sends a request of the API, the GotAPI Server returns a response to the application follows:

Definition of the HTTP response
	
	Definitions

	MIME-Type
	application/json

	HTTP status
	200 OK


Definition of the data object for the response

	Name
	
	Type
	Definition of value
	Mandatory/Optional

	product
	
	String
	The name of the GotAPI Server (e.g. "ABConnect")
	Mandatory

	version
	
	String
	The version of the GotAPI Server (e.g. "1.0").
	Mandatory

	result
	
	Number
	If success, the value is 0, otherwise an integer greater than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	mimeType
	
	String
	The mime type of the message of the mobile code.
	Mandatory if the value of "result" is 0

	body
	
	String
	The text representing the message of the mobile code. The character encoding of the text SHALL be UTF-8.
	Mandatory if the value of "result" is 0

	hmac
	
	String
	An HMAC generated for the counter measure against the GotAPI Server spoofing attack.

If the application includes a key for HMAC calculation in the API request, the GotAPI Server adds this value in the API response. Evaluating whether the HMAC is identical to the result of calculation of HMAC from the key, the application can ensure that the response is genuine.
	Mandatory if the application provide a key to the GotAPI Server


Example of the response
	{

    "product" : "ABConnect",

    "version" :"1.0",

    "result"  : 0,

    "mimeType": "application/xml",

    "body"    : "<?xml version=\"1.0\" encoding=\"UTF-8\"?><mc:envelope ...>...</mc:envelope>",

    "hmac"    : "0123.....xyz "

}


9.3 JavaScript code example

Below is an example of how an application can use the Mobile Code Capturing API. In this example, the code just shows the mobile code message in the JavaScript console.

Example of JavaScript

	// Prepare the request URL

var url = "http://127.0.0.1:4035/gotapi/mc";

url += "?serviceId=" + service_id;

url += "&accessToken=" + access_token;

// Prepare and send a HTTP request

var xhr = new XMLHttpRequest();

xhr.open("GET", url);

xhr.responseType = "json";

xhr.timeout = 30000;

xhr.onload = handleResponse;

xhr.ontimeout = handleTimeout;

xhr.send();

function handleResponse() {

  if(xhr.status !== 200) {

    console.log("The GotAPI Server did not accept the request :" + xhr.status + " " + xhr.statusText);

    return;

  }

  console.log("The code scan was successful!");

  if(xhr.response["mimeType"].match(/\/xml$/)) {

    // Convert the XML text to a XMLDocument object

    var xml = parser.parseFromString(xhr.response["body"], xhr.response["mimeType"]);

    // whatever...

  } else if(xhr.response["mimeType"].match(/\/json$/)) {

    // Convert the json text to a ECMAScript object

    var o = JSON.parse(xhr.response["body"]);

    // whatever...

  } else {

    // Unknown text format

    var txt = xhr.response["body"];

    // whatever...

  }

}

function handleTimeout() {

  console.log("Time out!");

}
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