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1. Scope

The scope of MC V2.0 Enabler comprises of the following modules of key capabilities:

1. Backwards compatibility with MC V1.0 Enabler:

a) Creation (i.e., Encoding) of OMA-compliant 2D Mobile Codes (Direct & Indirect encoded), follows procedures in the respective Data Format sections in MC V1.0 Technical Specification as is.  No new material is required in this ER Document. 
b) In addition, OMNA procedures in support of allocation of Indirect Code Identifiers (ICIs) for creation of OMA-compliant Indirect Codes continue to apply. No new material is required in this ER Document. 

c) Reading of OMA-compliant 2D Mobile Codes (Direct & Indirect encoded) follows applicable procedures in MC V1.0 Enabler as they are.  MC Client behaviour as per MC V1.0 continues to apply. No new material is required in this ER Document.

d) Resolution of OMA-compliant 2D Indirect Mobile Codes follows applicable procedures in MC V1.0 Enabler as they are.  Behaviours of the MC Client and network server components (i.e., Home CMP, Remote Resolving CMP and MC Registry, as applicable) as per MC V1.0 continue to apply. No new material is required in this ER Document.
e) All internal processes and interactions between the device camera, OS, middleware (as applicable) and the user-interface with the MC Client are subject to specific product implementations, which continue to be out-of-scope of the MC Enabler.  
2. New capabilities added to support GS1 System 1D and 2D barcodes for consumer product packaging and to enable consumer access to trusted source data in accordance with the GS1 Source Architecture:

a) The following GS1 bar codes, with broad descriptions, are supported in MC V2.0 Enabler (specific references of each bar code type will follow in the Requirements Section herein):

b) UPC-A, EAN-13, UPC-E, EAN-8

c) GS1 DataBar Omnidirectional, GS1 DataBar Stacked Omnidirectional, GS1 DataBar Expanded and GS1 DataBar Expanded Stacked

d) GS1 DataMatrix, GS1 QR Code, GS1-128

e) ITF-14 (Interleaved 2-of-5 carrying a GTIN)

f) MC V2.0 Enabler, specifically, the MC Client will interoperate with the relevant server component of the GS1 System (primarily, the Data Aggregator) to support trusted product packaging data  in accordance with the GS1 Application Identifiers (detailed references will be specified in the Requirements Section herein):

· Global Trade Item Number (GTIN)

· (10) Batch or Lot Number

· (11) Production Date

· (15) Best Before Date

· (17) Expiration Date

· (21) Serial Number

· (710-713) National Healthcare Reimbursement Numbers 

· (8200) Extended Packaging URL (Product URL)

· (91 to 99) Company Internal Information (these AIs may be used by GS1 during pilots prior to approval of new AIs)

· (AI 12) Due Date

· (AI 13) Packaging Date

· (AI 30) Trade Item Quantity 

· (AI 3nnn) Trade Item Measures

· AI (243) Packaging Component Number 
g) MC V2.0 supports the following application standard specifications for bar code sizes used on consumer packaging. See Section 5.5.2 of the GS1 General Specifications. See also:

· Annex xyz – Introduction to GS1 Identifiers & GS1 Bar Codes, herein.
· Summary of the Symbol Specification Tables - GS1 Symbology Operational Environment Decision Tree.  See detailed specific references to the GS1 General Specifications in the Requirements Section herein.
h) MC V2.0 supports GS1 processing rules for direct mode of the Extended Packaging URL per GS1 General Specifications See detailed specific references to the GS1 General Specifications in the Requirements Section herein.
3. MC Client, in MC V2.0, can read and distinguish between GS1 and OMA-compliant Data Formats. For Direct encoded mobile codes, MC Client returns the decoded content from the GS1 or OMA mobile code to the device for its further action (i.e., consumption of the content by an appropriate application).  For Indirect encoded mobile codes, MC Client interoperates with the appropriate OMA or GS1 resolving server (i.e., the OMA Home CMP, or GS1 Data Aggregator) to effect resolution of the mobile code and return the result to the device for its further action. 

4. A new capability is added to MC V2.0 to expose an MC API such that, in addition to the user initiated action, a Web Application having access to the device can initiate action by the MC Client to read and resolve GS1 and OMA-compliant mobile codes. The mobile code content successfully read or resolved by the MC Client is returned via the MCAPI to the calling Web Application for its further action. See details in the Requirements Section herein.

5. A design approach to enable minimal but adequate functionality in MC V2.0 is taken to focus on time-to-market imperative; it is deemed appropriate to concentrate on realization of the essential features as stated in the foregoing in preference to deferring updates to many features in MC V1.0 (mostly applicable to Indirect Codes) to future releases, subject to market feedback. 

Editor’s Notes (and suggested actions forward):

· New GS1 System Bar Codes to be supported have been identified (source: GS1 Scott Gray).  85% complete (?)

· Behaviours of the MC Client to interact with the DS1 Source Data Aggregator need to be specified at a high level (as requirements).

· GS1 System diagrams, as appropriate, should be included to promote comprehension of the GS1 Bar Codes and Source Architecture.

· Applicable GS1 inputs are required for relevant definitions, abbreviations and references.

· MCAPI behaviour requirements and architectural design (applicable to both GS1 and OMA-compliant mobile codes) are carried over from the previous MCAPI V1.0 (unfinished) specification.  90% complete (?)  See the rest of this document being used as a baseline upon which to build the MC V2.0 ER.

This Enabler Release (ER) document is a combined document that includes requirements, architecture and technical specification of the Mobile Codes API Enabler, according to OMA nomenclature.

Since the Mobile Codes Enabler V1.0 is the reference for which Application Programming Interfaces (APIs) are being developed, the Mobile Codes API Enabler is, therefore, synonymous with “APIs for the Mobile Codes Enabler V1.0”

Scope of work for this enabler is defined and approved as the Work Item Description 0251 ‘Mobile Codes Enhancement and APIs’ Part A - Client-side APIs for the MC Enabler.
The main focus of work is to extend the open Web applications environment to the MC Enabler by defining simple and interoperable interfaces (i.e., API exposure by the MC Client “MCC”) that facilitate app developer innovations in value-added services related to mobile barcodes.
The following areas will be covered in the scope of the enabler:

· APIs will be defined exclusively for the MC Client of the MC Enabler V1.0.
· Requirements for the MCAPI.

· Architectural aspects of the MCAPI, as applicable.

· General alignment with Client-side API design and specification approaches in the CD Working Group WRAPI work.  See [OMA-WRAPI]
· Other aspects as may be identified during the course of development.
MCAPI Enabler will reuse as much as possible available and applicable technologies. 
2. References 
2.1 Normative References

	[OMA-MC1]
	“Mobile Codes”, Version 1.0, Open Mobile Alliance™. URL:
http://technical.openmobilealliance.org/Technical/release_program/MobileCodes_v1_0.aspx 

	[OMA-REST-NETAPI-TL]
	“RESTful Network API for Terminal Location”, Version 1.0, Open Mobile Alliance™. URL:

http://technical.openmobilealliance.org/Technical/release_program/TerminalLocationREST_v1_0.aspx 

	[OMA-SEC-CF]
	“Application Layer Security Common Functions”, Version 1.1, Open Mobile Alliance™. URL:
http://technical.openmobilealliance.org/Technical/release_program/sec_cf_v1_1.aspx 

	[OMA-SE]
	“OMA Service Environment”, Open Mobile Alliance™. URL:

http://technical.openmobilealliance.org/Technical/release_program/ose_v1_0.aspx 

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™. URL:

http://member.openmobilealliance.org/ftp/Public_documents/IOP/Permanent_documents/OMA-ORG-SCR_Rules_and_Procedures-V1_0-20060919-A.zip

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, http://www.ietf.org/rfc/rfc2119.txt

	[RFC2616]
	“Hypertext Transfer Protocol -- HTTP/1.1”, R. Fielding et. al, January 1999, http://www.ietf.org/rfc/rfc2616.txt  

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax”, T. Berners-Lee et al. January 2005. URL: http://tools.ietf.org/html/rfc3986 

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, http://www.ietf.org/rfc/rfc4234.txt

	[RFC4627]
	“The application/json Media Type for JavaScript Object Notation (JSON)”, D. Crockford, July 2006, http://www.ietf.org/rfc/rfc4627.txt 

	[W3C-CORS]
	“Cross-Origin Resource Sharing”, W3C. URL: http://www.w3.org/TR/cors/ 

	[W3C-URLENC] 
	“HTML 2.0 Specification, form-urlencoded Media Type”, W3C. URL: 
http://www.w3.org/MarkUp/html-spec/html-spec_8.html#SEC8.2.1   

	[W3C-WebIDL]
	“Web IDL", Worldwide Web Consortium (W3C). URL: http://www.w3.org/TR/WebIDL/

	[W3C-XHR]
	“XMLHttpRequest”, W3C. URL: http://www.w3.org/TR/XMLHttpRequest/ 

	[XMLSchema1]
	W3C Recommendation, XML Schema Part 1: Structures Second Edition. URL: http://www.w3.org/TR/xmlschema-1/

	[XMLSchema2]
	W3C Recommendation, XML Schema Part 2: Datatypes Second Edition. URL: http://www.w3.org/TR/xmlschema-2/  

	[TSD]
	GS1 Trusted Source of Data (TSD) 1.1 Standard. URL: http://www.gs1.org/gsmp/kc/b2c 

	[GENSPEC]
	GS1 General Specification Version 14.0 Standard. URL: http://www.gs1.org/genspecs 

	
	


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.9, Open Mobile Alliance™. URL:
http://technical.openmobilealliance.org/Technical/PublicMaterial.aspx 

	[OMNA]
	"OMA Naming Authority". Open Mobile Alliance(. URL:
http://technical.openmobilealliance.org/Tech/OMNA.aspx  

	[OMA-WRAPI]
	"OMA Web Runtime API (WRAPI), Version 1.0". Open Mobile Alliance(. URL:

http://technical.openmobilealliance.org/Technical/release_program/WRAPI_v1_0.aspx 


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions
	API Patterns
	Design guidelines and requirements for definition of APIs

	Browser Context
	Web applications executing under a Web browser as Web runtime environment.

	ECMAScript
	Use definition from [OMADICT].

	JavaScript
	Use definition from [OMADICT].

	User Agent
	Use definition from [OMADICT].

	Web
	The World Wide Web, a content and application framework based upon hypertext and related technologies, e.g. XML, JavaScript/ECMAScript, CSS, etc.

	Web Application
	An application designed using Web technologies (e.g. HTML, CSS, and JavaScript).

	Web IDL
	An IDL language for Web application APIs

	Web Runtime Environment
	Client software that supports the execution of Web applications (e.g. browsers or widget engines).

	Web Runtime Application
	A client-side Web application that is executed in Web runtime environments.  ‘Web Runtime App’ is synonymous with ‘Web App’ in this document.

	Widget Context
	Web applications installed and executing under a W3C Widget [W3C-Widgets] engine as Web runtime environment.

	Widget Engine
	Software which supports the execution of Web applications running outside a browser context, e.g. with the same functional capabilities as browsers but without the user interface functions provided by a browser, including window frames, menus, toolbars and scroll bars.

	Uniform Resource Identifier
	Use definition from [OMADICT].

	Mobile Code
	A 1D or 2D barcode as read by camera-equipped devices

	Direct Code
	A Mobile Code that contains either (a) content for direct consumption for the device, or (b) the address of the service to be accessed (typically a URI [Error! Reference source not found.]).

	Indirect Code
	A Mobile Code that contains an Indirect Code Identifier.

	Mobile Code Client
	The MC Enabler software entity that resides in the device, and contains the functionality to acquire, decode, and extract the encoded information for further processing as required. This is often referred to as a Mobile Code Reader and these terms can be used synonymously.

	Code Management Platform
	The Code Management Platform provides a resolution service pertaining to Indirect Codes. 

Note: This is an abbreviated definition appropriate for the context of the MCAPI Enabler; for full details that are only relevant in the MC Enabler architecture variants, see MC Enabler V1.0 Definitions Section.

	Home CMP
	The CMP to which a particular MC Client is configured to send all Code Resolution requests.  
Note: This is an abbreviated definition appropriate for the context of the MCAPI Enabler; for full details that are only relevant in the MC Enabler architecture variants, see MC Enabler V1.0 Definitions Section.   

	Reading a Mobile Code
	Action by the Mobile Code Client (aka ‘Mobile Code Reader’, or ‘Mobile Code Scanner App’) to interact with the device camera to capture the mobile code image and decode/extract the data that was encoded in the mobile code according to the supported ISO symbology standards in the MC Enabler (i.e., QR Code or Data Matrix). Result of decoding is the data string in text form comprising either a Direct Code, or an Indirect Code.

Note: ‘Reading a Mobile Code’ is synonymous with ‘Decoding a Mobile Code’.   

	Resolving a Mobile Code
	Additional action by the Mobile Code Client, upon reading an Indirect Code, to interact with a unique Code Management Platform (i.e., resolution server) to link, or de-reference, the Indirect Code Identifier to the result associated with the mobile code. Result of indirect code resolution is a pre-determined content or an URI returned to the mobile device for action.  

	Home DA
	The Home DA is the designated GS1 Source Data Aggregator that provides product data for the requested GTIN.


3.3
Abbreviations

	AI
	Application Identifier      Editor’s Note: cross check to make sure that it is correct

	API
	Application Programming Interface

	DM
	Data Matrix

	GS1
	General Specifications 

	GTIN
	Global Trade Item Number

	
	

	HTTP
	HyperText Transfer Protocol

	IDL
	Interface Definition Language

	JSON
	JavaScript Object Notation

	MIME
	Multipurpose Internet Mail Extensions

	MC
	Mobile Codes Enabler

	MCAPI
	Mobile Code Application Programming Interface

	
	

	MCC
	Mobile Code Client

	OMA
	Open Mobile Alliance

	QR
	Quick Response

	REST
	REpresentational State Transfer

	SCR
	Static Conformance Requirements

	TS
	Technical Specification

	UA
	User Agent

	UE
	User Equipment

	UI
	User Interface

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	W3C
	World Wide Web Consortium

	WRAPI
	The OMA Web Runtime API enabler

	XHR
	XMLHttpRequest

	XML
	eXtensible Markup Language

	XSD
	XML Schema Definition


4. Introduction

This specification defines API that exposes the Mobile Codes Enabler V1.0 functionality to   applications while executing in Web Runtime environments (i.e. as a “Web Runtime App”). This API is referred to in this document as the MCC API.

The functions supported by the User Agent as part of the Web Runtime environment that facilitate the Application access to the MCC functionality are dependent on the following:

· Implementation of the MCC API.

· Specific functions of the MC Client as defined by the OMA MC Enabler (e.g., decoding data from the mobile code symbology) which are exposed by the MCC API.
The functionalities of the MCAPI Enabler are not directly offered to the user, but are API functionalities offered to Web applications running on the device in either a browser or widget context.
The MCAPI Enabler exposes the functionalities of the Mobile Codes Enabler to applications such that innovative use of mobile codes can be facilitated, thus leading to a broadening of the emerging mobile codes ecosystem. 

Figure 1 illustrates the actors (including software entities) mainly involved in MCAPI usages and ecosystem.   
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Figure 1: Overview of Web Runtime MCAPI role in an OMA MC-enabled mobile device
Editor’s Note: the above figure needs to be reviewed
4.1 Version 1.0 
The version 1.0 of the MCAPI Enabler defines an overall framework that enables Web Runtime applications (Web Apps) to invoke the MC Client to read and resolve mobile codes without re-creating or otherwise duplicating the MC Enabler functionalities.
Editor’s Note: should be this called Version 2.0? It is confusing by saying version 1.0 of the Mobile Codes API enabler as it has been called Mobile Code v2.0
5. MCAPI Enabler release description 
(Informative)

The incremental functionality of the MCAPI Enabler V1.0  Editor’s Note [V2.0?] is described in conjunction with the MC Enabler V1.0.  MCAPI can only function with MC V1.0 implemented on the device.
5.1 End-to-end Service Description

In Mobile Codes V1.0, mobile code scanning is always initiated by the end user.  UI interactions between the ‘user-to-MCC’ and ‘MCC-to-device camera’ interactions via the OS to initiate mobile code scanning are left up to implementation. Currently, other apps on the device whether related to Web Runtime, or not, do not have a standardised way to interact with the MCC.  Hence, expanded usage of mobile code scanning initiated by applications, as opposed to the end user, is hampered and new opportunities of potential innovative mobile code use cases are largely unexplored. By exposing MCC APIs for Web Apps, these untapped opportunities become actionable to facilitate app developer innovations that utilise mobile codes in a much larger scale.  

In a nutshell, the MCC APIs enable Web Apps to achieve the following actions:

· Web Runtime App to invoke the MCC to acquire the mobile code via the device camera; 

· MCC decodes the code symbology (Direct or Indirect Codes) and initiates MC Enabler actions to resolve the code;

· Information/Action associated with the mobile code resolution (as intended by the Code Publisher) is consumed or responded to by an appropriate app on the device.

· Information returned by the mobile code to the Web Runtime App contributes to enhancing the user experience as part of the Web Runtime App session (see use cases in Appendix B).
5.2 Incremental Functions of the MC Client to support MCAPI

To support the MCAPI functionalities, the MCC performs the following incremental functions in conjunction with other functions as per MC Enabler V1.0:
a) HTTP Server communications with the User Agent.  This “server” function implemented in the MCC is referred to as ‘MCAPI Server’ when it communicates with the User Agent (Browser as the “client”) within the context of MCAPI V1.0.  

Note: The above terminology is fully cognizant of another context in the normal operations of the MC Enabler V1.0, whereby the MC Client, for Indirect Codes, interacts with the code resolution server residing in the network called the ‘Home CMP’. 
b) Mapping of the result from reading or resolving a mobile code to an XHR_Response syntax, then responds back to the Web App via the MCAPI Server. 
Note the statement in yellow need to be reviewed as we are now using GotAPI.
6. Requirements                                                   (Normative)
Consumer product barcodes are specified by retail and healthcare sectors within GS1 standards. Meeting the requirements in this section will enable full interoperability with these consumer products.  

· Enumerate GS1 barcodes used on consumer products
· Provides GS1 General Specifications references for GS1 “element strings” (called GS1 Application Identifiers) that are encoded within GS1 barcodes
· Provides GS1 General Specifications references for two GS1 “element strings” which should be understood in terms of structured data
7. Common High-Level Functional Requirements
8. 
Note from Editor: New GS1 System Support Requirements for UMCSX: Should this note been deleted?
This section contains MCAPI Enabler requirements supporting functionalities that are relatively common to OMA Enabler Client-side APIs.  MCAPI Enabler Client-side API is synonymous with MC Client “MCC” API.  Functional requirements intrinsic to the MCAPI Enabler are covered in Section 6.2.

	Label
	Description
	Release

	MCAPI-HLF-01
	MCC API MUST support JavaScript callable APIs.
	2.0

	MCAPI-HLF-02
	MCC API MUST be defined utilising open standard technologies.
	2.0

	MCAPI-HLF-03
	MCC API support MUST be discoverable by the   Web Apps.
	2.0

	MCAPI-HLF-04
	MCC API MUST provide status and/or error conditions to the Web App, when applicable.
	2.0

	MCAPI-HLF-05
	MCC API MUST be defined using consistent API design patterns (e.g., error handling, namespaces, and interface structure).
	2.0

	MCAPI-HLF-06
	MCC API MUST support asynchronous operation.
	2.0


Table 1: Common High-Level Functional Requirements

High-Level Functional Requirements

	Label
	Description
	Enabler

Release
	Functional Module

	MCAPI-BCOD-001
	The MC Enabler SHALL be able to read and recognize, supported barcode symbologies and standard data formats.
	MC API v2.0
	Barcodes

	MCAPI-BCOD-002
	  The MC Enabler SHALL be able to treat GS1 barcodes according to GS1 General Specificaitons and OMA barcodes according to OMA specifications (auto-discriminate between the two).
	MC API v2.0
	Barcodes

	MCAPI-BCOD-003
	The MC Enabler 
· 
· 
· 
· 
SHALL support the following barcodes on consumer packaging as defined in GS1 General Specifications V14, Section 2 Applications Standards of [TSD].
· EAN/UPC versions: 

· UPC-A

· EAN-13

· UPC-E

· EAN-8
· 
	MC API v2.0
	Barcodes

	MCAPI-BCOD-004
	The MC Enabler 
· 
· 
· 
· 
· 
SHALL support the following barcodes on consumer packaging as defined in GS1 General Specifications V14, Section 2 Applications Standards of [TSD]. 

· GS1 DataBar versions: 

· GS1 DataBar Omnidirectional

· GS1 DataBar Stacked Omnidirectional 

· GS1 DataBar Expanded 

· GS1 DataBar Expanded Stacked 


	MC API v2.0
	Barcodes

	MCAPI-BCOD-005
	
· 
The MC Enabler SHALL support the following barcodes on consumer packaging as defined in GS1 General Specifications V14, Section 2 Applications Standards of [TSD].
· GS1 DataMatrix 


	MC API v2.0
	Barcodes

	MCAPI-BCOD-006
	The MC Enabler 
SHALL support the following barcodes on consumer packaging as defined in GS1 General Specifications V14, Section 2 Applications Standards. 

· GS1 QR Code


	MC API v2.0
	Barcodes

	MCAPI-BCOD-007
	
The MC Enabler SHALL support the following barcodes on consumer packaging as defined in GS1 General Specifications V14, Section 2 Applications Standards. 

· GS1-128


	MC API v2.0
	Barcodes

	MCAPI-BCOD-008
	The MC Enabler 
SHALL support the following barcodes on consumer packaging as defined in GS1 General Specifications V14, Section 2 Applications Standards of the [TSD].
· ITF-14 (Interleaved 2-of-5 carrying a GTIN)
	MC API v2.0
	Barcodes

	MCAPI-BCOD-009
	The MC Enabler 

· 
· 
SHALL interpret any GS1 element string format contained in the scanned barcode.
	MC API v2.0
	Barcodes

	
	

	
	

	MCAPI-BCOD-010
	
a) 
Once element string interpretation is completed, the MC Client SHALL pass the following data to the Web App:

a) Raw data as GS1 element string (as is, without processing or parsing);
b) Application Identifier (AI) element strings (data pairs) 
c) GTIN and Extended Packaging URL as structured objects, if available.
	MC API v2.0
	Barcodes

	
	

· 
· 
· 
· 
· 
· 
· 
· 
· 
	
	

	MCAPI-BCOD-011
	The MC Enabler SHALL support parsing the GTIN and Extended Package URL as a foundational data key for purpose of product data look up from GS1Source Network.

	MC API v2.0
	Barcodes

	
	
· 
· 
· 
· 

	
	

	
	
	
	

	MCAPI-BCOD-012
	This enabler SHALL support GS1 processing rules for direct mode of the Extended Packaging URL per GS1 General Specifications V14 Section 2.1.8.
	MC API v2.0
	Barcodes

	
	
	
	

	
	· 
· 
· 
· 
· 

· 

· 

	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	

	
	

	
	



	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	

	
	

	
	
	
	

	
	






	
	

	
	
	
	

	MCAPI-BCOD-013
	The MC enabler SHALL support Web API to invoke the system barcode scanner and read the barcode. 
	MC API v2.0
	Barcodes

	MCAPI-BCOD-014
	The MC Enabler SHALL support Web API to request product data from the GS1 Source Data Agregator for the provided GTIN.
	MC API v2.0
	Barcodes


Table 2: High-Level Functional Requirements
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8.1.1 Security

	Label
	Description
	Release

	MCAPI-SEC-01
	The MCC API MUST be able to make use of the security framework of the OMA Web Runtime Environment supported by the device, where available and applicable.
	2.0

	MCAPI-SEC-02
	The MC Enabler SHALL support a security transport mechanism for protecting the data transmmited over the network.
	2.0


Table 3: High-Level Functional Requirements – Security Items
8.1.1.1 Authentication

	Label
	Description
	Release

	MCAPI-AUTH-01
	MCC API MUST be able to make use of the applicable security framework of the Web Runtime Environment supported by the device to authenticate the   Web App.
	2.0


Table 4: High-Level Functional Requirements – Authentication Items
8.1.1.2 Authorization

	Label
	Description
	Release

	MCAPI-AUTR-01
	MCC API MUST be able to make use of the applicable security framework of the Web Runtime Environment supported by the device to authorise the   Web App.
	2.0

	MCAPI-AUTR-02
	MCC API MUST be able to grant access only to a Web Runtime App that is entitled to access the MCC API.
	2.0


Table 5: High-Level Functional Requirements – Authorization Items
8.1.1.3 Data Integrity

	Label
	Description
	Release

	MCAPI-DATI-01
	MCC API MUST be able to provide data integrity for all data transferred from the MCC to the   Web Runtime App, and vice-versa.
	2.0


Table 6: High-Level Functional Requirements – Data Integrity Items

8.1.1.4 Confidentiality

	Label
	Description
	Release

	MCAPI-CONF-01
	MCC API MUST apply or support data confidentiality that ensures information transferred from the MCC to the Web Runtime App, and vice versa, is not made available or disclosed to any unauthorised entity, or process.
	2.0


Table 7: High-Level Functional Requirements – Confidentiality Items

8.1.2 Charging Events

	Label
	Description
	Release

	MCAPI-CHG-01
	MCC API MUST, for Indirect Codes, support charging mechanisms if implemented by the Home CMP.
	2.0

	MCAPI-CHG-02
	MCC API MAY, for Indirect Codes, support charging mechanisms if implemented by the Resolving CMP.

Informational Note: This is subject to the business relationships between the Home CMP and the Remote Resolving CMP.
	2.0


Table 8: High-Level Functional Requirements – Charging Events Items
8.1.3 Administration and Configuration

	Label
	Description
	Release

	MCAPI-CON-001
	The MC Enabler SHALL support the provision of configuration information for connecting MC Client to a GS1 Source Data Aggregator .

	2.0


Table 9: High-Level Functional Requirements – Administration and Configuration Items

8.1.4 Interoperability

	Label
	Description
	Release

	MCAPI-INT-01
	MCC API MUST be specified in an open standard descriptive language that is neutral to operating environments.
	2.0


Table 10: High-Level Functional Requirements – Interoperability Items
8.1.5 Privacy

	Label
	Description
	Release

	MCAPI-PRV-01
	MCC API MUST provide a mechanism that protects the user's Personal Profile Data that may exist as part of the MCC configuration.  This mechanism should ensure that no Personal Profile Data of the user is accessible through the MCC API without the user's express permission.
	2.0

	MCAPI-PRV-02
	MCC API MUST provide a mechanism that protects the user's Location Data that may be accessible by the MCC.  This mechanism should ensure that no Location Data of the user is accessible through the MCC API without the user's express permission.

Informational Note: This requirement does not in any way preclude the   Web Runtime App from accessing the user’s Location Data through interactions with other capabilities or features on the device in which the MCC API is not involved.
	2.0


Table 11: High-Level Functional Requirements – Privacy Items

8.2 Overall System Requirements

This section contains MCAPI Enabler requirements supporting functionalities that are intrinsically unique to the MC Enabler accessible via the MC Client-side API (“MCC API”).  
A primary role for the MCC is to read/decode the Mobile Code (Direct or Indirect) symbology image. Recognising that direct application access to the device camera API to capture the unread/undecoded symbology image has been widely implemented (e.g., A MMS message being constructed from a picture, such as a Mobile Code symbology image, taken by the device camera), there is no apparent need for the MCC, hence no MCC API involvement in this use case.  Specifically, use of the MCC (via the MCAPI) to acquire the mobile code symbology image without decoding of the symbology data is out-of-scope for the MCAPI Enabler.  
8.3 Overall System Requirements
	Label
	Description
	Release

	MCAPI-SYS-001
	The MC Client SHALL capture and provide the following types of data in the request to the Data Agregator on an opt-in basis; including: 

· Barcode scanned

· User profile

· Mobile Network Operator

· Mobile Code Application


	MC API v2.0

	MCAPI-SYS-002
	This enabler SHALL define an interface to access trusted product data from the GS1 Source Network Data Aggregator.
	MC API v2.0

	MCAPI-SYS-003
	The MC Enabler SHALL reuse the current GS1 Trusted Source of Data standards (interface and data models) for MC Client to GS1 Source Data Aggregator interactions.
	MC API v2.0

	MCAPI-OSR-01
	MCC API MUST be capable of being called by the Web Runtime App to utilise the MCC to read/decode a Mobile Code and return raw data of the decoded symbology of the Mobile Code.
Informational Note: “Raw data” means that the data that is decoded from the symbology but has not been decoded by the [OMA-MC]’s data formats or any other data formats. 
	Deferred to future release.

	MCAPI-OSR-02
	MCC API MUST be capable of being called by the  Web Runtime App to utilise the MCC to read/decode an [OMA-MC] conformant Direct Code and return the result to the Web Runtime App.

Informational Note:  Examples of the above returned information include: 1) a URL, 2) business card contact data, or 3) a telephone number.
	1.0

	MCAPI-OSR-03
	MCC API SHOULD, upon reading and decoding of an Indirect Code that is not conformant to [OMA-MC] data format, return an error indication to the calling the   Web Runtime App. 

Informational Note: See [OMA-MC-TS] Section 8 for conformant Indirect Code data format.
	1.0

	MCAPI-SYS-04
	MCC API MUST be capable of being called by the Web Runtime App to utilise the MCC to return the complete and unmodified data of a decoded [OMA-MC] conformant Indirect Code: without Code Resolution by the MCC and MC network server(s), to the Web Runtime App.
Informational Note: The above returned information contains the Indirect Code Identifier (ICI) along with any optional Display-Text; see [OMA-MC-TS] Section 8.
	Deferred to future release.

	MCAPI-OSR-05
	MCC API MUST be capable of being called by the   Web Runtime App to utilise the MCC to read/decode an Indirect Code and return the result: after Code Resolution by the MCC and MC network server(s) but before consumption of the information by a native app on the device, to the Web Runtime App.  

Informational Note: Examples of the above returned information include: 1) a URL, 2) pre-formatted business card contact data, or 3) data file containing a JPEG picture.
	1.0

	MCAPI-OSR-06
	MCC API MUST not impose any restrictions on how the   Web Runtime App may or may not manipulate the information, as a result of reading/decoding the (Direct or Indirect) mobile code, being returned to the Web Runtime App.
	1.0

	MCAPI-OSR-07
	MCC API SHOULD define its own broad and generic, error messages based on HTTP.
	1.0


Table 12: Overall System Requirements 
9. Architectural Model

This section describes the architectural model and related aspects of the MCAPI Enabler. The architecture contains only MCAPI intrinsic functional components.

The architecture definition and functionalities are based on the requirements defined in the Section 6.
9.1 Dependencies

The MCAPI Enabler (or APIs for the MC Enabler) architecture is inherently dependent on the OMA MC V1.0 Enablers.

The most prevalent Web Runtime Environment that will utilise the MCAPI Enabler include: Browsers and Widgets. Browser support of HTML5 capabilities is assumed. 

9.2 Architectural Diagram
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Figure 2 MCAPI Enabler Architectural Diagram using interfaces
9.3 Functional Components and Interfaces definition

Functional components and interfaces of the MCAPI Enabler are defined in this section.

Under otherwise specified, all MC Enabler functionalities required for Code Resolution (for both Direct Codes and Indirect Codes) are as specified in OMA MC Enabler V1.0 and remain intact in MCAPI Enabler V1.0. Incremental new functionalities of the MC Client as required are specified in this document.
Only components and interfaces from MC Enabler V1.0 having interactions with MCAPI (as part of MC Enabler V2.0) are specified herein.  All other components and interfaces of the MC Enabler not shown or mentioned herein (i.e., interfaces ranging from MC-2 to MC-6) are assumed to remain intact, whose operations continue to function as specified in MC Enabler V1.0.
9.3.1 MCAPI Enabler Functional Components
Referencing the Architectural Diagram in Section 7.2, the following MCAPI Enabler components are defined as follows:

Home CMP (Code Management Platform): [OMA-MC V1.0] This is a component of the MC Enabler architecture as defined in MC Enabler V1.0; it is a network server with which the MC Client is configured to interact in order to resolve OMA-compliant Indirect Codes.  Resolution of Direct Codes is fulfilled by the MC Client alone and does not require any interactions with the Home CMP. Details of the Home CMP functionalities are as specified in MC Enabler V1.0; MCAPI V1.0 Enabler requires no changes to the Home CMP functionalities.

MCC (MC Client): [OMA-MC V1.0] This is a component of the MC Enabler architecture as defined in MC Enabler V1.0; it is a software application residing in the mobile device that is required to resolve OMA-compliant mobile codes. 

· For Direct Codes, the MCC performs all necessary functions to interact with the device camera (through the device OS/middleware) to read and then decode the data from the mobile code symbology.  

· For Indirect Codes, the MCC performs all necessary functions to interact with the device camera (through the device OS/middleware) to read and then decode the data from the mobile code symbology. Since the data from an Indirect Code contains only the Indirect Code Identifier (ICI) and not the complete mobile code content itself, the MCC is configured to forward the ICI to the designated Home CMP in order to resolve the content associated with the ICI.

Details of the MC Client functionalities are as specified in MC Enabler V1.0. To support MCAPI Enabler, The MCC component performs incremental functions in addition to those specified in MC Enabler V1.0.
The incremental MCC functionalities required to support MCAPI are as follows:

1. MCC to include local HTTP server functionality (i.e., “MCAPI Server”) in addition to previously defined MCC behaviour in MC Enabler V1.0.

2. MCAPI Server to expose the MCAPI through HTTP via a dedicated TCP port; this port address may need to be registered or reuse an existing one, as appropriate (see Section 8.2). 

3. MCAPI utilises XHR requests and responses as per W3C XMLHttpRequest API [W3C-XHR].
4. The MCAPI Server, upon receipt of the XHR request, triggers the normal MCC actions of code reading and resolution functionalities as specified in MC Enabler V1.0.  

Note: MCC interactions with the device camera and/or OS are subject to implementation specifics, which are likewise in MC Enabler V1.0 considered out-of-scope. 

5. MCAPI Server, upon completion of code reading and decoding for a Direct Code, inserts the result as part of the XHR response back to the Web App.

6. MCAPI Server, upon completion of code reading, decoding and resolution for an Indirect Code, inserts the result as part of the XHR response back to the Web App.
Additional Information (Informative)
Note: The following external components are not defined by the MCAPI Enabler but are nonetheless integral to the successful operation of the MCAPI Enabler.  The following information (remainder of this section) is Informative:

Mobile Device Operating System (OS) or Middleware: This is an integral component of the mobile device architecture that enables functioning capabilities of device involving: all software features and most of the hardware features on the device. Examples of the device OS or middleware are: Apple iOS, Android, Opera, Chrome, Symbian and Windows Mobile.
Web Runtime Environment: This is the client software that supports the execution of Web applications (e.g. browsers or widget engines). The Web Runtime Environment enables a Web App to call the MCAPI to access MC Client and MC Enabler functionalities. 

See more details in Section 8 – Technical Specifications.
9.3.2 MCAPI Enabler Interfaces
Referencing the Architectural Diagram in Section 7.2, the MCAPI Enabler interfaces are defined as follows:

MC-1 Interface (applicable to OMA Indirect Codes only): This interface is exposed by the Home CMP to an authorised principal (in this case, the MCC) for transfer of latency-critical information related to an OMA Indirect Code; this information may include: request for resolution of Indirect Code Identifier (ICI), response containing resolved content or address of content (or a service), error codes, additional meta-data (e.g., subscriber profile information and location information).  

Note 1: Transfer of latency-critical information refers to transactions or messaging flows specified by the MC Enabler that directly impact on the user experience due to sensitivity to latency.
Note 2: MCAPI Enabler V1.0 requires no changes to the functioning Interface MC-1 as specified in MC Enabler V1.0.
MC-7 Interface: (applicable to GS1 Indirect Codes only): This interface is exposed by the GS1 Data Aggregator server to an authorised principal (in this case, the MCC) for transfer of latency-critical information related to a GS1 Indirect Code; this information may include: request for resolution of the GS1 GTIN and information conveyed by other GS1 data keys (i.e. 1D or 2D Bar Codes (see Appendix C for GS1 identifiers and bar codes summary).  
MC-8 Interface: This interface is exposed by the MC Client to an authorised principal (in this case, the Web Runtime Environment). Through this interface, the Web Runtime Environment comprising of a Web App and the User Agent (i.e. Web Browser, Widget Runtime and APIs, etc.) can call the MCAPI MC-8 to access the MC Client and certain MC Enabler functionalities. 
Editor’s Note:  MC-8 was previously referred to as ‘MCAPI’. (to be deleted)
OSM-1: This interface is exposed by the Mobile Device OS or Middleware to the MCC. Through this interface, the MCC can call an appropriate API to access mobile device camera to view and/or store a picture or short video of the mobile code symbol in order to read and decode the mobile code.

Note: OSM-1 is implementation specific based on the type of mobile device and its native OS; details of this interface and the specific API to access the device camera are out of scope in both MC Enabler V1.0 and MCAPI Enabler.

10. Technical Specifications
GS1 Barcodes

Consumer product barcodes are specified by retail and healthcare sectors within GS1 standards. Meeting the requirements in this section will enable full interoperability with these consumer products.  

GS1 AIDC (automatic identification and data capture) Application Standards specify the identification key, key attributes, data carrier (e.g., barcode), barcode size specifications, and application rules. Full compliance with this technical specification ensures full support of GS1 AIDC solutions on consumer product packaging. Figure 1 describes the basic processing model. 


[image: image3]
Figure 3:  GS1 Barcodes & ID Processing Model
Technical Considerations:

· GS1 barcodes have an implicit (EAN/UPC, ITF-14) or explicit (all other symbols) start code pattern which allow scanners to know the data encoded SHALL be interpreted according to GS1 standards. 
· GS1 element strings (data pair is the equivalent OMA term) contain a two to four digit numeric GS1 Application Identifier (qualifies the data field which follows) and the actual value of the data field. 

· GS1 data fields may be numeric or alphanumeric and fixed or variable in length. 

· More than one GS1 data field may be concatenated into one barcode therefore fixed length fields are encoded first (require no delimiter) then followed by variable length fields. 

· When two or more variable length data fields are encoded, a FNC1 delimiter is used between them. 

· Mobile Code Client (MCC) provides a structured data object for each supported AI, containing the processed value

· Structured data objects insulate developers from having to know and implement AI processing details

· Mobile Codes eco-system provides native support for GS1 Trade Item Extended Packaging Applications

· To support direct and indirect access modes, MCC requires explicit interpretation of and processing capability for; 

· AI (01) GTIN, to retrieve trusted source data from configured GS1 Source data aggregator

· AI (8200) Extended Packaging URL, to access brand authorized information 

Note: MCC does not process any other AIs that may have been decoded. It simply pases the AI information as key value pairs to the Web Application. 
An implementation of this enabler SHALL support the barcode symbology and data formatas specifications listed in the table below.
The table provides for the following information:

· Enumerate GS1 barcodes used on consumer products.
· Provides GS1 General Specifications references for GS1 “element strings” (called GS1 Application Identifiers) that are encoded within GS1 barcodes.
· Provides GS1 General Specifications references for two GS1 “element strings” which should be understood in terms of structured data.
	Barcode Symbology & Data Formats
	[GENSPEC] Section Reference
	Technical Consideration

	EAN/UPC versions: 

· UPC-A

· EAN-13

· UPC-E

· EAN-8


	Section 2 Applications Standards.
Section 5.2 for technical specifications such as encode-decode algorithms.

	EAN/UPC: Use of GS1 defined data is implicit via the Symbology Identifier (see GS1 General Specifications V14, [GENSPEC], Section 5.1.2) and application context (e.g., coupon, product package, shopper loyalty card.) 



	GS1 DataBar versions: 

· GS1 DataBar Omnidirectional

· GS1 DataBar Stacked Omnidirectional 

· GS1 DataBar Expanded 

· GS1 DataBar Expanded Stacked 


	Section 2 Applications Standards. 
Section 5.6 for technical specifications such as encode-decode algorithms.

	GS1 DataBar: Use of GS1 defined data is explicit via the use of a FNC1 Start Character. See GS1 General Specifications V14, [GENSPEC], Section 5.6

	· GS1 DataMatrix 


	Section 2 Applications Standards. 

Section 5.7 for technical specifications such as encode-decode algorithms.

	GS1 DataMatrix: Use of GS1 defined data is explicit via the use of a FNC1 Start Character. See GS1 General Specifications V14, [GENSPEC], Section 5.7.



	· GS1 QR Code


	Section 2 Applications Standards. 
Section 5.9 for technical specifications such as encode-decode algorithms.
	GS1 QR Code: Use of GS1 defined data is explicit via the use of a FNC1 Start Character. See GS1 General Specifications V14, [GENSPEC], Section 5.9.



	· GS1-128


	Section 2 Applications Standards.

Section 5.4 for technical specifications such as encode-decode algorithms.
	GS1 128: Use of GS1 defined data is explicit via the use of a FNC1 Start Character. See GS1 General Specifications V14, [GENSPEC], Section 5.4.



	· ITF-14 (Interleaved 2-of-5 carrying a GTIN)
	Section 2 Applications Standards.

Section 5.3 for technical specifications such as encode-decode algorithms.
	ITF-14: Use of GS1 defined data is implicit via the Symbology Identifier (see GS1 General Specifications V14, [GENSPEC], Section 5.1.2) and use of 14 numeric digits on a product packaging.

	This enabler SHALL interpret any GS1 element string format contained in the scanned barcode.


	GS1 element strings are defined in Section 3.0. 
Processing rules are defined in Section 5.10 and 7.0.
GS1 Application Identifiers in numeric order are defined in Section 3.2.


	

	This enabler SHALL support GS1 processing rules for general retail consumer trade items.
	Section 2.1.2.1
	

	This enabler SHALL support GS1 processing rules for direct mode of the Extended Packaging URL.
	Section 2.1.8.
	


Table 13: Barcode Symbology and  GENSPEC
Note:
Technical Specifications for GS1 barcode Symbology Identifiers can be found in GS1 General Specifications V14, Section 5.1.2.

10.1 MC-7 Interface
Editor’s Note: GS1 may refer to this as “MC Client-to-Aggregator Query Interface” (MAQI).
The MC-7 interface is used for the transfer of latency-critical information.

The MC-7 interface SHALL support the following REST APIs:

· MC-7-RESOLVE_GTIN web service.
· The OMA MC specification for MC-7-RESOLVE-GTIN is based on [TSD].  It applies specific profiling for MCC to GS1 Source Data Aggregator interaction for product information. 

· The MC-7-RESOLVE_GTIN web service SHALL comply with [TSD] for the Aggregator-Aggregator-Query-Interface (AAQI) for the REST web services binding and product data.

· The REST binding as specified in section 9.1 of [TSD] SHALL be the web service transport binding for MC-7-RESOLVE_GTIN web service.
· The response of the MC-7-RESOLVE_GTIN web service SHALL be as per the AAQI specification for the product data models as specified in section 6 and  7.1 of [TSD] and its corresponding XML schema binding as specified in section 8 of [TSD]
· Versioning of the corresponding REST interface for MC-7-RESOLVE_GTIN web service SHALL comply with section 5.4 [TSD]
The security model as specified in section 9.1.1.2 of [TSD] MAY be implemented. If implemented the Message Authentication Code (MAC) calculation SHALL include the request parameters as specified in the Resolve GTIN request in the subsequent section.
10.1.1 MC_RESOLVE_GTIN Web Service

10.1.1.1 Resolve GTIN Request
A MC Client SHALL make a Resolve GTIN Request using the REST binding as specified in this section. 
The HTTP URL for the request SHALL have the following form: 

· Base/v1/Resource?Parameters
where: 

· Base is an absolute HTTP (or HTTPS) URL, that SHALL be the MC-7-RESOLVE_GTIN_REQUEST_URL that is configured in the MCC.
· The two characters v1 denote that the operation being invoked is as specified in this version of the [TSD]. These characters are reserved to provide for a staged transition to an incompatible version of the TSD standard in the future. See Section 5.4.2 of [TSD]
· Resource is a URL segment and SHALL have the following form: 

· ProductData/gtin/gtin
Note: 
The second segment of the Resource portion is the four-character string gtin while the third segment is the 14-digit GTIN of the product.
· The Parameters portion of the HTTP URL for the MC-7 Resolve GTIN request SHALL have parameters as specified in the table below (include table number).
10.1.1.2 The HTTP method SHALL be GET and the HTTP request payload SHALL be empty.

· 
· The parameters marked “Mandatory” in the table below SHALL be present in the request while the others MAY be present in the request.

· The “cc” SHALL be present when the “post” is present.
· 
· 
· 
· 
· 
· 
· 
Editor’s Note:  An example is needed to integrate the parameters in the table below. See three references Dipan email to Kennie 2014-06-04.
	Parameter
	Requirement
	Occurrences
	Type
	Description

	gtin 

	Mandatory
	1
	String
	The GTIN for the request (see Section 7.1.1 of [TSD]).

	targetMarket 
	Mandatory
	1
	String
	The target market code for the request (see Section 7.1.1 of [TSD]).

	dataVersion 
	Mandatory
	1
	String
	The desired data version of the TSD standard for the request (see Section 7.1.1 of [TSD]).

	clientGln 
	Mandatory
	1
	String
	A 13-digit GLN that identifies the client; see Section 9.1.1.2 of [TSD]).

	mac 
	Mandatory
	1
	String
	A 64-character hexadecimal numeral (using uppercase letters) whose value is the message authentication code for the request as computed according to Section 9.1.1.2 of [TSD]).. The query parameters included in the calculation of the mac MUST include the additional query parameters specified in this section, if provided.

	
	
	
	
	

	appid
	Mandatory
	1
	String
	The “appid” uniquely identifies the MCC software version as assigned by the MCC vendor. 

	enablerver
	Mandatory
	1
	String
	The “enablerver” indicates the OMA MC Enabler version, as defined as part of the Section 8.1 - Data Format.

	clientid
	Mandatory
	1
	String
	 The “clientid” is used for identifying an instance of the MCC installation on the specific device. This parameter is generally used by the Data Aggregator only. ‘clientid’ may be referred to as ‘user id’ in some application development environments.

	tsdappid
	Optional
	0..1
	String
	The “tsdappid” uniquely identifies the application (e.g. Web App calling the client-side API) utilizing the mobile code enabler.

	btype
	Optional
	0..1
	String
	The “btype” identifies the barcode type (Symbology) of the barcode that was decoded by the MCC.  This comprises the following GS1 barcode types: “UPC-A”, “EAN-13”, “UPC-E”, “EAN-8”, “GS1-DataBar”, “GS1-DataMatrix”, “GS1-QR-Code”, “GS1-128”, “ITF-14”.
“QR”, “DM”, “EZ”, “1D”, etc.

	optout
	Mandatory
	1
	Boolean
	The “optout” is set to:

i) “TRUE” when the user has opted out to include the user personal data and location information in the Code Resolution request; and

ii) “FALSE” when the user has opted in to include the user personal data and location information in the Code Resolution request.

	cc
	Optional
	0..1
	String
	The “cc” identifies the alpha-2 country code [ISO3166-1] that is associated with the “post”.

	post
	Optional
	0..1
	String
	The “post” identifies the postal code or zip code.

	age
	Optional
	0..1
	String
	The “age” provides the age information.

 It SHALL contain a numeric value for an exact age (e.g., 35), two values separated by a dash indicating a range (e.g., 22-55) or a free text phrase (e.g., “young” or “retired”) in the language associated with “cc” up to 20 octets long.

	income
	Optional
	0..1
	String
	The “income” provides the household income information.  A numeric value, when provided, is tied to the currency associated with the “cc”.   It SHALL contain a numeric value for an exact income (e.g., 50,000), two values separated by a dash indicating a range (e.g., 35,000-75,000), a value with “<” or “>” (e.g., <30,000 or >100,000) or a free text phrase (e.g., “middle-class” or “rich”) in the language associated with “cc” up to 20 octets long.

	gender
	Optional
	0..1
	String
	The “gender” provides gender information. It can be “female” or “male”.

	locationinfo
	Optional
	0..1
	String
	Provides the user’s LOC Data (e.g. latitude and longitude) at the time the Mobile Code was scanned.

	networkidhome
	Optional
	0..1
	String
	The home MNO Identifier of the user’s device.

	networkidroam
	Optional
	0..1
	String
	The roamed-to MNO Identifier from where the Mobile Code was scanned.


Table 14: MC-7-RESOLVE_GTIN_REQUEST Message

10.1.1.3 MC-7_RESOLVE_GTIN_RESPONSE Message Structure

· The MC-7_RESOLVE_GTIN_RESPONSE web service SHALL comply with the GS1 TSD specification for the Aggregator-Aggregator-Query-Interface (AAQI). 

· The response message SHALL comply with the response structure as specified in section 9.1.1.4 of [TSD].
· In the case of a successful execution of the MC-7_RESOLVE_GTIN web service, the response SHALL contain a parameter as specified in the table below:
· 
	Parameter
	Requirement
	Occurrences
	Type
	Description

	
	
	
	
	

	
	
	
	
	

	tid
	Mandatory
	1
	String
	The “tid” allows the Home DA to reconcile GTIN resolution Requests at a later date if needed. 

	queryByGtinRseponse
	Mandatory
	1
	Complex
	The main response content from the Home DA. Depending on the outome of the resolution of the request this will contain either product data or exceptions as specified in section 9.1.1.4 of [TSD].

	trackingindicator
	Mandatory
	1
	Boolean
	Indicates whether to track content usage for accounting purposes.

	trackingaddress
	Conditional
	0..n
	URI
	URL specifying a location to which to send tracking data. Data Aggregator SHALL have full control over this parameter and is likely to enforce that the tracking server in the Data Aggregator domain is the first entity to receive this data.

Present if “trackingindicator” is true, is allowed by local policy and any one of the following conditions is true :

(1) There is no pre-provisioned tracking address on the MCC.

(2) Data Aggregator wants to utilise a different tracking address from the pre-provisioned tracking address for this particular GTIN.

(3) “trackingaddress” is present in the MC-7-RESOLVE_GTIN_RESPONSE. 

	
	
	
	
	


Table 15: MC-7-RESOLVE_GTIN_RESPONSE Message

10.1.1.3.1 

	
	
	
	
	

	
	
	
	
	



	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



10.1.1.4 Resolve GTIN Failure

The MC-7_RESOLVE_GTIN web service error SHALL be handled as per Section 9.1.1.4 of [TSD] specification.
Editor's Note: Provide an example of the Response Message.
Provide a list of definitions and terms from GS1 Spec (TSD, Section 3).
10.1.2 MC-7_TRACKING_REPORT Web Service

10.1.2.1 Tracking Report

The MC-7_TRACKING_REPORT web service request is made as specified below:

· The URL in the request SHALL be one of:

· The MC-7_TRACKING_URL that is currently configured in the MCC

· The MC-7_TRACKING_URL received from the designated GS1 Source Data Aggregator in the MC-7_RESOLVE_GTIN_RESPONSE

· The parameters marked “Mandatory” in the table below SHALL be present in the request while the others MAY be present in the request.
Editor Note’s: the content in the description needs to be reviewed as this table was copied from MC v1.0.
	Parameter
	Requirement
	Occurrences
	Type
	Description

	gtin
	Mandatory
	1
	GTIN
	The “gtin” contains the value of the GTIN which was previously sent to the designated GS1 Source Data Aggregator. (see Section 7.1.1 of [TSD])

	targetmarket 
	Mandatory
	1
	CountryCode
	The target market code for the request, (see Section 7.1.1 of [TSD]).

	dataversion 
	Mandatory
	1
	String
	The desired data version of the TSD standard for the request, (see Section 7.1.1 of [TSD]).

	clientgln 
	Mandatory
	1
	GLN
	A 13-digit GLN that identifies the client, (see Section 9.1.1.2 of [TSD]).

	tsdappid
	Optional
	0..1
	String
	The “tsdappid” uniquely identifies the application, (e.g. Web App calling the client-side API) utilizing the mobile code enabler.

	btype
	Optional
	0..1
	String
	The “btype” identifies the barcode type (Symbology) of the barcode that was decoded by the MCC.  This comprises the following GS1 barcode types: “UPC-A”, “EAN-13”, “UPC-E”, “EAN-8”, “GS1-DataBar”, “GS1-DataMatrix”, “GS1-QR-Code”, “GS1-128”, “ITF-14”.
“QR”, “DM”, “EZ”, “1D”, etc.

	enablerver
	Mandatory
	1
	String
	The “enablerver” indicates the OMA MC Enabler version as defined as part of the Section 8.1[OMA MC v1.0] – Data Format.

	clientid
	Mandatory
	1
	String
	The “clientid” is used for identifying an instance of the MCC installation on the specific device. This parameter may be used by the Home DA only. “clientid” may be referred to as “user id” in some application development environments.

	trackingaddress
	Optional
	0..1
	String
	The address of the tracking servers associated with the DA involved in the resolution of this “gtin”.

	usagestatistics
	Optional
	0..n
	Complex
	Usage information as detailed in Section 10.6.1.1.1 [OMA MC v1.0]. At least one of either the “usagestatistics” or “usagecount” parameter SHALL be present.

	optout
	Mandatory
	1
	Boolean
	The “optout” is set to:

i) “TRUE” when the user has opted out to include the user personal data and location information in the Code Resolution request; and

ii) “FALSE” when the user has opted in to include the user personal data and location information in the Code Resolution request. 

	cc
	Optional
	0..1
	String
	The “cc” identifies the alpha-2 country code [ISO3166-1] that is associated with the “post”.

	post
	Optional
	0..1
	String
	The “post” identifies the postal code or zip code.

	age
	Optional
	0..1
	String
	The “age” provides the age information.

 It SHALL contain a numeric value for an exact age (e.g., 35), two values separated by a dash indicating a range (e.g., 22-55) or a free text phrase (e.g., “young” or “retired”) in the language associated with “cc” up to 20 octets long.

	income
	Optional
	0..1
	String
	The “income” provides the household income information.  A value, when provided, is tied to the currency associated with the “cc”.   It SHALL contain a numeric value for an exact income (e.g., 50,000), two values separated by a dash indicating a range (e.g., 35,000-75,000), a value with “<” or “>” (e.g., <30,000 or >100,000) or a free text phrase (e.g., “middle-class” or “rich”) in the language associated with “cc” up to 20 octets long. 

	gender
	Optional
	0..1
	String
	The “gender” provides gender setting in the MCC. It can be “female” or “male”.

	contenttype
	Optional
	0..1
	String
	Identifies the type of resolved content associated with this “gtin”.

	usagecount
	Optional
	0..1
	Integer
	Provides the number of times the resolved content has been accessed. At least one of either the “usagestatistics” or “usagecount” parameter SHALL be present.

	networkidhome
	Optional
	0..1
	String
	The home MNO Identifier of the user’s device.

	networkidroam
	Optional
	0..1
	String
	The roamed-to MNO Identifier from where the Mobile Code was scanned.


Table 16: MC-7_TRACKING_REPORT Message

10.1.2.1.1 Structure of the “usagestatistics” parameter
	Parameter
	Requirement
	Occurrences
	Type
	Description

	appname
	Optional
	0..1
	String
	The application name of the invoked application.

	action
	Optional
	0..1
	String
	The action as performed by the invoked application (e.g. store, bookmark, display). 

	timestamp
	Optional
	0..1
	dateTime
	Date and time at which the resolved content was accessed.

	locationinfo
	Optional
	0..1
	String
	Provides the user’s LOC Data (e.g. latitude and longitude) at the time the resolved content was accessed.


Table 17: Structure of the "usagestatistics" Parameter
10.1.2.2 Tracking Report Failure

The MC-7_TRACKING_REPORT web service error is made as specified below.

· The MC-ERROR message defined in Section 10.2 of [OMA-MC1] SHALL be returned when a failure is detected.

· The “tid” SHALL NOT be present.

· One of the possible “status” errors below SHALL be included:

· MC_UNAUTHORISED

· MC_SERVICE_UNAVAILABLE

· MC_MISSING_PARAMS

· MC_INVALID_GTIN
MC-8 Mobile Code API
The concept of a common OMA device API framework, through which OMA enablers can be exposed to applications executing in various execution environments, has been a discussion thread in OMA for several years. For the web, the discussion started with Client Side Enabler API [CSEA] work item, and followed by the Web Runtime API [WRAPI] work item which established an initial pattern for OMA API exposure to web applications, focused on the requirements of the OMA Push enabler. The need for more broadly applicable API patterns was recognized during development of APIs for the Mobile Codes 2.0 [MCAPI] enabler and the Open Connection Management 1.1 API [CMAPI] enabler. Interest in incorporating the WRAPI local API server concept has further been expressed for the RCS-enabling enablers of COM, and the Device Management enablers, among others. 
This specification defines a variety of API exposure patterns for use in development of OMA enablers, and the functions required by API servers that support those exposure patterns. APIs designed per these patterns are intended to be “web-based” (i.e. accessed via the use of web technologies) and exposed to apps running in the following contexts:

· Web Browser apps, i.e. web apps running in a window of a web browser

· Web  Runtime apps, i.e. web apps running outside a browser, e.g. under a Widget Engine or other “chromeless” runtime for execution of web content as standalone apps

· Hybrid Native/Web apps, i.e. apps that run web content through native APIs for that purpose

· Native Apps that directly use native platform APIs (e.g. HTTP, Socket, and Datagram) enabling use of the web-related protocols described in this document. Though not leveraging a full web execution environment, such apps can use the same network-based APIs as web apps.

For simplicity, the web API client environment provided by each of these contexts is referred to here as the User Agent (UA). The OMA enabler clients that expose APIs via the GotAPI patterns are referred to here as the GotAPI Server. GotAPI Servers may also act as OAuth servers for other GotAPI Servers, and in that role are referred to here as GotAPI OAuth Servers.

The web-based methods defined by GotAPI are intended to offer a flexible set of options for OMA enablers to expose their services to apps via web-based APIs. Such APIs are primarily intended to be exposed to apps running in the device hosting the OMA enabler client, but in principle could also be exposed to apps in other devices that are networked with the OMA enabler client host device.

The exposure of OMA enabler-based services via such web-based APIs is intended to broaden the reach of OMA enabler deployments, by making it possible for web apps to access them, without explicit UA support of APIs specifically designed per the requirements of OMA enablers.

The figure below illustrates the relationships and conceptual interfaces between web apps, the UA, GotAPI-specified functions (shaded), and other OMA-specified functions.

Generic GotAPI architecture
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Figure 4: Generic GotAPI Architectural Diagram
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Editor’s Note: Update above graph to replace ‘Extension Plug-in’ with ‘MC Plug-in’
Figure 5: GotAPI Architectural Diagram with Extension Plug-in (Informative)
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Figure 6: Mobile Codes Architectural Diagram
Note:  
           RESTful Messaging for GS1between Web App and GotAPI Server: RESTful Messaging for OMA between Web App and GotAPI Server
1. Get Product Data from DA

2. Get Data from CMP

3. Get Barcode Data  (OMA & GS1)    
Note: Return data is in a XML schema  
          Explain the messaging exchange from Web App ( GotAPI (  MC Plug-in
         We need an XML schema for OMA Direct Code Response + GS1 Direct Response (combined both in one schema). It can be found in MC v1.0 TS, section 7.0. 
Note: 
        XML schema for OMA CMP already exist (indirect codes)
        XML schema for DA already exist (indirect codes)
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Figure 7: The procedure of the Service Discovery
Overview of the MCAPI in the MC Architecture
10.2 Introduction
The MCAPI enables a Web App to utilise a User Agent (e.g., browser or Web Runtime library) to invoke mobile code reading, decoding and resolution functionalities of the MC Enabler; these functionalities cover both Direct and Indirect Codes.  MCAPI is labeled as ‘MC-8’ in the updated MC Enabler architecture. Editor’s note: suggests to delete previous sententce
In this document, the term ‘MCAPI Server’ refers to the MC Client, which exposes the MCAPI as an HTTP-accessible service. 

The relationship of the Web App and MCAPI to the architectural elements in the device and the Mobile Codes Enabler architecture is illustrated below.
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Legend: 

2 = The new MCAPI as Interface MC-7 (see Section 7 – Architecture of the MCAPI ER)

3 = Interface OSM-1 (see Section 7 - Architecture of the MCAPI ER)

4 = Interface MC-1 of the MC Enabler V1.0
Figure 8: Relationship of the Web App and MCAPI in the Mobile Codes Enabler Architecture
Editor’s Note: the above figure needs to be aligned with the usage of GotAPI rather XHR API call
Principle of Operations:

· Starting from the Web App, the user can start the MC Client via the MCAPI MC-8 accessible to the User Agent.  The MC Client then takes over control of the screen with the camera view (i.e., the screen foreground).

· Using the MC Client (based on MC Enabler V1.0 functionality), the user navigates the camera view to target and take a picture of the mobile code of choice (see Figure 4).  
Note: Through actions taken by the MC Client in conjunction with the device camera and OS via Interface OSM-1 (details of which, as described in Section 7 are implementation specific and out-of-scope), information associated with the mobile code is obtained. The MC Client reads/decodes a Direct Mobile Code or Indirect Mobile Code; in addition, the MC Client also interacts with the Data Aggregator to resolve the Indirect Mobile Code.  

· Result from the mobile code is passed by the MC Client to the Web App via the MCAPI MC-8 (as an HTTP response back to the User Agent).

· MC Client then terminates; control of the screen reverts back to the Web App (i.e., it becomes the screen foreground). 

10.3 The MCAPI MC-8 Interface Details

Editor’s Note: 
In case of “GetProdData” WebApp call is made, MC Client must keep state of the scanned bar code meta data (bar code type, loc, time, etc.) until the next GS1 bar code scan is called by the WebApp.
This section needs to be reviewed from technical point of view, i.g. usage of MC-8 rather than MCAPI.
The MCAPI is based upon exposure of MC Client code scanning operations as an HTTP-accessible internal device service, accessed via User Agent support for the XMLHttpRequest (XHR) Version 2 API [W3C-XHR]. The MC Client acts as an MCAPI Server by listening at a specified port for HTTP requests initiated internal to the host device. Web
The MCAPI Server MUST listen on the OMNA-registered port 4035 (WAP2 Push port) for incoming HTTP GET requests from source IP address 127.0.0.1 (internal to the host device). The MCAPI Server MUST process such requests as MCAPI scan operations when received with the HTTP GET method, with URL path set to “/mc/”. 

The MCAPI Server MUST silently ignore any requests that are received from source IP addresses other than 127.0.0.1 (i.e., any source outside the MC Client host device).

Typically Web apps will originate from a Web server outside the host device and not from port 4035, thus they are sourced from a different origin than the MCAPI Server. To support the MCAPI Server functioning as a local server on the device, the following procedure is required:

· In order for the Web app to be able to access the MCAPI Server, the XHR V2 API and Cross-Origin Resource Sharing (CORS) [W3C-CORS] features must be supported by the device browser. CORS enables Web apps to circumvent the same-origin policy (which limits apps from one origin from accessing resources on another origin), by use of the Origin: HTTP request header and the Access-Control-Allow-Origin: HTTP response header.
· The MCAPI Server MUST reject any HTTP request that does not include the Origin: request header. 
· When responding to a successful MCAPI request, the MCAPI Server MUST include the Access-Control-Allow-Origin: response header with value set to either the value of the Origin: HTTP request header earlier received, or the value “*”.
· Result from actions by the MC Client (i.e., mobile code reading, decoding or resolution) are sent as HTTP responses back to the Web App.  Actions by the MC Client normally required to read and decode/resolve the mobile code (including, in the case of an Indirect Code, additional interactions between the MC Client with code resolution servers in the network, e.g., Code Management Platforms), are as specified in the MC Enabler V1.0 – this portion of the MCAPI process is ‘business as usual’ from the perspective of the MC Enabler.
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Figure 9: Message Flow between MC Client, Device Camera and User
The above message flow describes how to read a mobile code (normal procedure as per MC Enabler V1.0)
1. MC Client (aka Mobile Code Scanner App) is normally activated either by direct user initiation, or by the camera (subject to implementation of how the MC Client is integrated on the device).

2. Device camera activates and presents a live camera view in the foreground (as normal).

3. User can use the device camera to aim at a mobile code and take a picture of the mobile code image.  Depending on a specific implementation, “auto-capture” feature may be available, in which case the mobile code image is acquired automatically when it comes into focus without any user intervention.

4. Device camera returns the mobile code image to the MC Client for further action (reading/decoding, resolution, etc.).
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Figure 10: Message:  User, Web App, User Agent and MCAP ServerrI Server
The above diagram depictres the message Flow between the User, Web App, User Agent and MCAPI Server
(MCC to Home CMP actions are out-of-scope for MCAPI Enabler).

1. The Web App invokes a code scan operation in response to some unspecified user interaction (within the Web App). 
2. Web App issues a cross-domain HTTP GET request using the XHR API, with the MCAPI Server URL.

3. User Agent sends the HTTP GET request to the MCAPI Server, thus activating the MC Client from an idle state.
4. The MC Server, upon receipt of a HTTP GET request with URL path “/mc”, initiates normal MC Client actions (in conjunction with the user; see above section) to target a mobile code and read/decode its content. 

5. MC Client, upon the receiving the image of the mobile code, decodes/extracts the mobile code data as per MC Enabler V1.0. The following steps are applicable depending on the type of mobile code:

5A: 
If Direct Code, the MCAPI Server returns the decoded result to the User Agent (continues in Step 6).

5B: 
If Indirect Code, MC Client takes additional actions to resolve the mobile code.

5C: 
MC Client sends the Indirect Code Identifier decoded from the mobile code and forwards it to the Home CMP for resolution.

5D: 
Home CMP (interacting with optional network elements of the MC Enabler, as necessary) returns the result of successful code resolution to the MC Client.

5E: 
MCAPI Server returns the result of the Indirect Code to the User Agent (continues in Step 6).

5F:
If an error occurs and code resolution fails, the Home CMP returns an appropriate MC-ERROR status code to the MC Client.

5G:
MC Client, upon receiving a MC-ERROR status code, notifies the User to the effect of “Cannot Resolve Mobile Code”.

5H:
MC Client sends a notification of mobile code failure to the User via the device user interface (implementation specific), and returns an HTTP 404 NOT FOUND response to the User Agent, indicating to the Web App that the code scan operation was unsuccessful.

5I:
User terminates Web App action to read a mobile code in the foreground of the screen; end of Message Flow.

Note: Other than step 5H, steps 5 thru 5I are normal actions completed as per MC Enabler V1.0 in the background (“business as usual”), thus are out-of-scope for the MCAPI Enabler and considered Informative.

6. The MC Client, upon obtaining result of the mobile code (either Direct or Indirect Code), returns this result via the MCAPI Server to the User Agent in an HTTP 200 OK response, with:

a. “Access-Control-Allow-Origin” header set to the value of the “Origin” header received in the HTTP GET request

b. “Content-Type” header set per the MIME type of the decoded result, e.g. “text/plain”, “application/xml”, “application/json”, etc
c. The decoded result in the body of the response.

7. The User Agent saves the HTTP response data in the earlier-created XHR object, and informs the Web App by updating the XHR object’s readyState attribute.
8. Web App retrieves the mobile code result from the XHR object’s responseData attribute.

9. Web App takes whatever application-specific action is expected based upon the mobile code result (e.g., presenting it to the user); end of Message Flow.

Note: Depending on the mobile code result, specific implementation of the Web App may take additional actions to process this result to facilitate consumption by the user; such actions may be completed by invoking another appropriate app on the device.  For example: i) if the result is business card contact information, the content may be uploaded to the device address book, or  ii) if the result is an URL, the Web APP may start a separate browser session to consume the URL, etc.  All such additional actions are specific to the Web App implementation, thus out-of-scope for the MCAPI.
10.3.1 
Invoking a Code Scan Operation

Note: This section needs technical review
Below is an example of how a Web app can invoke a code scan operation via the XHR API accessible through the User Agent, and process the result. In this example, the scan result is simply displayed to the user in an HTML element with ID “result”.
Table 16 Javascript example for Invoking a Code Scan Operation
	function scancode() {

  var cors_supported = true;

  var xhr = new XMLHttpRequest();

  if ("withCredentials" in xhr) { // test for XHR2 support (which includes CORS)

    // XHR2 for Chrome/Firefox/Opera/Safari.

  } 

  else if (typeof XDomainRequest != "undefined") { // test for IE implementation of CORS

    xhr = new XDomainRequest(); // Use IE implementation.

  } 

  else { // CORS not supported

    // Take whatever action is appropriate in this error case

    cors_supported = false;

  }

  if (cors_supported) {

    xhr.open("GET", "http://localhost:4035/mc/", true);

    xhr.onreadystatechange = function() {

      if (xhr.readyState === 4) { // XHR state is DONE; process the response

        if (xhr.status == 200) { // Code scan was successful

          var result = xhr.responseText;

          var content_type = xhr.getResponseHeader("Content-Type");

          document.getElementById('result').innerHTML += "Response (" + xhr.status + "," + xhr.statusText + 
            "):<br/>" + xhr.responseText + "<br/>";
        }

        else { // Code scan was unsuccessful

          document.getElementById('result').innerHTML += "The code scan was unsuccessful<br/>";

        }

      }

    };

    xhr.onerror = function() {

      alert('An XHR error occurred.');

    };

    xhr.send();  

    document.getElementById('result').innerHTML += "Scan request sent, waiting for response...<br/>";

  }  

}



Below is an example HTTP trace of a MCAPI scan operation. Some request and response headers are not shown, for clarity. In this example, the code scanned is a contact card with data in the VCard 4.0 format, and is returned as plain text.

Table 17 Example HTTP Trace for a Code Scan Operation
	GET /mc/ HTTP/1.1

Host: localhost:4035

Origin: http://example.com

User-Agent: Mozilla/5.0 (Linux; Android 4.1.1; SGH-I317 Build/JRO03C) AppleWebKit/535.19 (KHTML, like Gecko) Chrome/18.0.1025.166 Mobile Safari/535.19

Accept: */*

Referer: http://example.com/mcapi.html

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Content-Type: text/plain; charset=utf-8272

BEGIN:VCARD

VERSION:4.0

N:Gump;Forrest;;;

FN:Forrest Gump

ORG:Bubba Gump Shrimp Co.

TITLE:Shrimp Man

PHOTO;MEDIATYPE=image/gif:http://www.example.com/dir_photos/my_photo.gif

TEL;TYPE=work,voice;VALUE=uri:tel:+1-111-555-1212

TEL;TYPE=home,voice;VALUE=uri:tel:+1-404-555-1212

ADR;TYPE=work;LABEL="100 Waters Edge

Baytown, LA 30314

United States of America"

  :;;100 Waters Edge;Baytown;LA;30314;United States of America

ADR;TYPE=home;LABEL="42 Plantation St.

Baytown, LA 30314

United States of America"

 :;;42 Plantation St.;Baytown;LA;30314;United States of America

EMAIL:forrestgump@example.com

REV:20080424T195243Z

END:VCARD


10.4 Security Considerations

The security considerations mentioned in this section apply to the components involved in MCAPI Enabler either internal or external (see Section 8 for components relevant to the MCAPI Enabler).
The MCAPI Enabler implementation shall not compromise the security levels while protecting the user data (such as location, preferences, feedback, device details) by applying security mechanisms consistent with the applicable Service Provider (SP) security policies (e.g., including transport security, user data privacy, data encryption, etc.). 

Security such as mutual authentication, authorisation, content encryption, transport security, etc. is subject to specific SP security policies. The possible mechanisms for mutual authentication, content encryption, transportation security can refer to [OMA SEC_CF]. 
Restricting Access to Local MCAPI Service
Since the MC Client implements a local MCAPI service by listening on TCP port 4035 for incoming XHR connections, to protect the device from intrusion attacks, only local requests may be served.

MC Client MUST only accept incoming XHR connections originated in the same device, i.e. for which the source address is the device’s own IP address.

MCAPI and the Same-Origin Policy
As defined by [W3C-XHR spec], security of the XHR interface for HTTP-based resources is based upon the standard “same-origin policy” security design of the Web. The same-origin policy is applicable to browser context applications, for which a specific origin server can be determined, so XHR data from the same origin can also be trusted under the same-origin policy. The user thus implicitly chooses to trust the application by browsing to it at the origin server resource address (Web page that starts the application).

Prearranged trust relationships, or explicit user consent may apply in other contexts. For widget context applications, the ability to access network resources including via XHR API is based upon declaration of the network domains that the Web app intends to access, in the widget configuration document as described by [W3C-WARP] for HTTP-based resources, and by additional security framework capabilities for non-HTTP-based resources (e.g., inclusion of API feature URIs in the widget configuration document per [WAC-2.0-Security]).  For widgets, during widget installation the user is typically informed which APIs and resources the widget has declared a need to access. The user is able to provide consent at that time, or later e.g. if an applicable security policy requires a user prompt for each application session or API use.

For the MCAPI, the cross-origin request processing of XHR API provides the necessary security protection for the user. Since the origin of the Web app is expected to be different from the origin of the MCAPI Server as described in section 8, in order for the MCAPI to be accessed by the Web app, Cross-Origin Resource Sharing [W3C-CORS] is used to authorize the User Agent to establish a the cross-origin connection to the MCAPI server.  Mechanisms for managing trust of specific origins for access to MCAPI services provided by MCC or the User Agent directly are unspecified (e.g., by user prompts or pre-arranged trust relationships).

User Agents that support MCAPI services by the MC Client MUST support the establishment of cross-origin XHR connections. 

If the MCC acting as a MCAPI Server accepts the cross-origin connection for a MCAPI request, it MUST indicate acceptance the request through the “Access-Control-Allow-Origin:” header as described in section 8.
Note: If a User Agent acting as a virtual MCAPI Server accepts the cross-origin connection for a MCAPI request, its response is implicit in the successful return of a new XHR object.
PRIVACY CONSIDERATIONS

MCAPI HTTP Server and User Agents MUST NOT provide MCAPI access to Webapps without the express permission of the user. MCAPI HTTP Server and User Agents MUST acquire consent for permission through a user interface, unless a prearranged trust relationship applies. Such user interfaces may be implemented in various ways (e.g., through a popup dialog which is presented by the MCAPI HTTP Server or User Agent when a Webapp requests MCAPI access, through a system setting related to MCAPI services, or other general privacy-related system settings.

The user interface for consent MUST include the Webapp’s origin. Those permissions that are acquired through the user interface and that are preserved beyond the current browsing session (i.e., beyond the time when the browsing context is navigated to another URL outside the Webapp, or the local XHR API connection is closed) MUST be revocable and, the MCAPI HTTP Server or User Agent MUST respect revoked permissions.

Obtaining the user's express permission to access one MCAPI instance does not imply the user has granted permission for the same application to access other MCAPI instances, as part of the same permission context. 

User Agents, MCAPI HTTP Server MAY support prearranged trust relationships that do not require such user interfaces or per-request confirmation processes. Details of such other arrangements are subject to local implementation.

Application Security

As described in the foregoing procedure to establish user permission for a Web app to access the MCAPI, it is assumed that the Web app has gained the necessary degree of trust to request action by the MCAPI HTTP Server, thus will also be allowed to receive the content returned by the MCAPI HTTP Server. 

Defensive programming measures should always be applied by the developer, to ensure that the XML-based content and other content returned by the MCAPI HTTP Server is safely processable.

11. Release Information

11.1 Supporting File Document Listing 

Not applicable.
11.2 OMNA Considerations

As described in Section 8.2, the MC Client, acting as the MCAPI HTTP Server, MUST listen on a dedicated OMNA-registered TCP port, as follows:
The MCAPI Server MUST listen on the OMNA-registered port 4035 (WAP2 Push port) for incoming HTTP GET requests from source IP address 127.0.0.1 (internal to the host device). The MCAPI Server MUST process such requests as MCAPI scan operations when received with the HTTP GET method, with URL path set to “/mc/”. 

Note: Since Port 4035 previously registered for WRAPI Push operations, MCAPI does not require registering with OMNA to reuse this TCP port.
The assigned TCP port number (URL) of MCAPI Server is expected to be discovered by the Web App through unspecified application-specific procedures.
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Appendix B. Use Cases
(Informative)

B.1 Referring a one-time-use discount coupon between family & friends remotely
Alice who lives in the west coast attends a consumer electronics show and comes across a time and quantity limited offer of a 30% one-time-use (with serial number) special discount coupon during a national sales event of a new 3D HDTV.  The details of the offer is presented by an Indirect 2D barcode which must be scanned to first watch the product promotion video for the item followed by instructions for the potential buyer. To retrieve this coupon Alice wants to scan this 2D barcode and then share it with Bob who lives in the east coast and has been looking for that exact new model.
B.1.1  ASK  \* MERGEFORMAT Short Description

Within a Web Runtime App (e.g. a social network app), Alice (with Device A) wants to use the Web Runtime App through an API to request the MCC on Device A to scan the mobile code as presented by the special offer.  The Web Runtime App receives the data decoded from the mobile code symbology through the MCC API which contains instructions to retrieve the one-time-use discount coupon with a serial number (e.g. the data contains a destination URL to a portal that is configured to keep tracks of the serial number of the coupon and will allow only one validation of the discount coupon).  The Web Runtime App then sends the data decoded from the mobile code without consuming it, for example, as an email attachment or MMS message from Device A to Bob’s Device B.  Bob receives the mobile code decoded data within the MMS or email attachment containing the URL string with the coupon serial number. Within the time limit of the special offer, Bob invokes his Browser with the received destination URL to reach the Sales Event portal and consumes the one-time-use coupon. All metadata made available by the Browser in Device B (e.g. location data, device characteristics and personal profile  & preferences) may also be sent from Device B as part of the buyer analytics, discount coupon validation and consumption. 

B.1.2 Market benefits

New ways to use the MC Enabler are enabled through the MCAPI.  In this case, user A is able to refer a mobile code by transferring the decoded data to user B, who consumes the information remotely.

B.2 Lookup of virtual maps and product offers from AR Targets within a Mobile Augmented Reality Session
Mobile Augmented Reality as a new OMA Enabler can leverage the MC Enabler through the MCAPI capabilities to handle mobile barcode resolution within a MobAR Session, thus providing an enhanced user experience based on the combined functionalities of the two enablers seamlessly.
B.2.1  ASK  \* MERGEFORMAT Short Description

Within a Web Runtime App (e.g. Mobile AR Enabler session based on the video View Finder mode in the mobile device camera), through the view finder, the user zooms into and selects a mobile code displayed on a physical billboard.  The MobAR Client establishes the mobile code as an actionable digital object (AR Marker) associated with the billboard (AR Target).  Without leaving the session, the MobAR Client can invoke the MCC API to initiate MCC actions to resolve the mobile code.  As examples, a Direct mobile code on a billboard selected as an AR Marker object inside the AR session might be decoded & resolved by the MCC as information representing a permanent tag line plus a URL (such as, “Our speciality is XYZ”, and click this URL to get more information).  Whereas, an Indirect mobile code (AR Marker) on the same billboard (AR Target) might be decoded to a permanent tag line plus an Indirect Code Identifier which can then be resolved by the MCC, in conjunction with other network components in the MCC architecture, to information that is dynamically updated (such as, “New release of hot product ABC is in stock and sale is on for this week only”, and click this URL for directions to our store (this URL can also be updated in the backend system), view the promotion items and place an order with the special discount).  In addition, as the device Browser is invoked by the information returned by the MCC, the user’s current LOC data might also be leveraged by the MobAR Client in conjunction with the LOC Enabler on the device to guide the user to the chosen destination (e.g., according to the walking directions to the store). 

In another example, if the mobile code as an AR Marker selected within the MobAR session returns the information which is a map of the shopping mall with various additional mobile codes associated with different stores inside the shopping mall presented (similar to a virtual directory) as options, the user could take further actions to effectively engage in virtual shopping tour inside the mall, without leaving the MobAR session.  In this case, the MobAR Client would need to invoke the MCC API multiple times to obtain the information associated each of the mobile codes, including up-to-date product and offers information if associated with Indirect Codes, without physically visiting any of the stores. The user thus can pre-plan his/her customised and efficient shopping itinerary in this unfamiliar neighbourhood. 
B.2.2 Market benefits

New ways to use the MC Enabler are enabled through the MCAPI.  In this case, AR Markers represented by mobile codes are accessed within a Mobile AR session to enhance the user’s shopping experience. MCC APIs provide critical capabilities through which the MobAR Client can leverage the MC Enabler in innovative and interesting ways.
Appendix C. Introduction to GS1 Identifiers and GS1 Bar Codes

(Informative)
This appendix provides background information about identifiers and bar codes widely used in the GS1 Global System.  Source: GS1 Global Office.
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Figure App C 1: GS1 Identifiers and Bar Codes Summary
[image: image12.png]@1 GTIN Only

) =
EMCT
W e
'""‘“v [ et e
sampleis || yotes: )
URCA 'GS1 DataBar Stacked Omni (Left) Motes Motes
o

GS1 DataBar Omni (Right)
carries

GTIN only

All symbols ilustrated were designed atthe minimum permissible POS size.

2D barcodes were produced at the same module size.

‘Sizes couldincrease by 20-50% based on printing process or substrate.





Figure App C 2: GS1 Data Keys for GTIN only
Editor’s Note:  Include a scale of the intended physical dimensions on all charts in this appendix.
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Figure App C 3: GS1 Data Keys for GTIN and Package Variation Number (PVN)
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Figure App C 4: GS1 Data Keys for GTIN, PVN and Expiration Date (EXP)
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Figure App C 5: GS1 Data Keys for GTIN, PVN, EXP and 15 Digit Alpha-numeric (AN) Lot Number (LOT)
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Figure App C 6: GS1 Data Keys for GTIN, PVN, EXP and 11 Digit AN LOT and 11 AN Serial Number (SER)
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Figure App C 7: GS1 Data Keys for GTIN, PVN, EXP and 20 Digit AN LOT and 20 Digit AN SER
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Figure App C 8: GS1 Data Keys for GTIN, PVN, and Product URL
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Figure App C 9: GS1 Data Keys for GTIN, PVN, Small Product URL and 5 Digit AN LOT
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Figure App C 10: GS1 Data Keys for GTIN, PVN, EXP, 15 Digit AN LOT and Product URL
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Figure App C11: GS1 Data Keys for GTIN, PVN, EXP, 20 Digit AN LOT, 20 Digit AN SER and Product URL
Appendix D. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].
D.1 SCR for User Agent

	Item
	Function
	Reference
	Requirement

	MCAPI-UA-001-M
	Support all applicable HTML5 functions
	Error! Reference source not found..1
	As per [W3C-HTML5]
Editor’s Note: Add reference

	MCAPI-UA-002-M
	Support HTTP GET request functions towards the MCAPI Server using a specific port number
	Error! Reference source not found..3.1
	As per OMNA-registered port 4035 (WAP2 Push port)

	MCAPI-UA-003-M
	Support reception of content returned from MCAPI Server
	7.3.1
	

	MCAPI-UA-004-M
	Support Cross-Origin Resource Sharing (CORS) features
	8.2
	As per [W3C-CORS]

	MCAPI-UA-005-M
	Support of reception of a cross-domain HTTP GET request originated by the Web app using the XHR API, with the MCAPI Server URL
	8.2
	

	MCAPI-UA-006-M
	Support return of content from XHR object, as part of XHR API response from the MCAPI Server, towards the Web app
	8.2
	

	MCAPI-UA-007-M
	Privacy considerations
	8.3
	

	
	
	
	


D.2 SCR for MCAPI Server
	Item
	Function
	Reference
	Requirement

	MCAPI-S-001-M
	Support all applicable HTML5 functions
	Error! Reference source not found..1
	As per [W3C-HTML5]

Editor’s Note: Add reference

	MCAPI-S-002-M
	Support exposure of the MCAPI through HTTP via a specific port number
	Error! Reference source not found..3.1
	As per OMNA-registered port 4035 (WAP2 Push port)

	MCAPI-S-003-M
	MUST listen on the OMNA-registered port 4035 (WAP2 Push port) for incoming HTTP GET requests from the User Agent using source IP address 127.0.0.1 (internal to the host device).
	8
	

	MCAPI-S-004-M
	MUST silently ignore any requests that are received from source IP addresses other than 127.0.0.1 (i.e., any source outside the MC Client host device).
	8
	

	MCAPI-S-005-M
	Support Cross-Origin Resource Sharing (CORS) features
	8.2
	As per [W3C-CORS]

	MCAPI-S-006-M
	Support XHR API request originated by the Web app 
	8.2
	

	MCAPI-S-007-M
	Support return of content from XHR object, as part of XHR API response, towards the Web app
	8.2
	

	MCAPI-S-008-M
	Privacy considerations
	8.3
	

	
	
	
	


Appendix E. MCAPI Enabler Deployment Considerations
This is a placeholder, to be populated as required.
Appendix F. MC-7_Resolve_GTIN_Request & Response Example

Appendix F.1 MC-7 Resolve GTIN web service – Request Response success example
MC-7_RESOLVE_GTIN_REQUEST 

GET 

/v1/ProductData/gtin/09506000036809?targetMarket=840&dataVersion=1.1&clientGln=9506000038100&appid=sv001&enablever=2.0&clientid=XT67GH65A8897A&tsdappid=m543tmwtr658331gfh0xt699&btype=EAN%4513&optout=TRUE&mac=gfnjgfg637hcdg57jsbgfj734d

HTTP/1.1 
Host: tsd.example.com 
Connection: keep-alive 
Accept: text/html,application/xhtml+xml,application/xml; 

Accept-Language: en-US,en;           

MC-7_RESOLVE_GTIN_RESPONSE 

HTTP/1.1 
200 OK

Date: Thu, 20 Jun 2013 19:23:59 GMT 
Server: Microsoft-IIS/7.5 
Cache-Control: private Content-Type: application/xml; charset=utf-8 
GS1-MAC: 78C6FCA3C3421B7687FF4ABFCC045E2F8D6F36343B8257BB9821B622B2AE8B8E Content-Length: 611           

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

          

<?xml version="1.0" encoding="UTF-8"?>
<mc:envelope 
  xmlns:mc="http://www.openmobilealliance.com/oma-mc/2.0"
  xmlns:query_by_gtin_response="urn:gs1:tsd:query_by_gtin_response:xsd:1"
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
  xsi:schemaLocation="http://www.openmobilealliance.com/oma-mc/2.0 ./OMA-SUP-MC-V2_0-20141129-A.xsd">
  <mc:MC-7-RESOLVE_GTIN_RESPONSE>
    <mc:tid>6562929900347</mc:tid>
    <query_by_gtin_response:queryByGtinResponse>
      <productData>
        <gtin>09506000036809</gtin>
        <targetMarket>840</targetMarket>
        <informationProviderGLN>3027800020301</informationProviderGLN>
        <informationProviderName>Equadis</informationProviderName>
        <timeToLive>P1Y2M3DT10H30M</timeToLive>
        <productDataRecord>
          <productionVariantDescription languageCode="us" codeListVersion="1.0">1887063469</productionVariantDescription>
          <productionVariantEffectiveDateTime>2013-10-04T15:58:30.9800000Z</productionVariantEffectiveDateTime>
          <module>
            <basic_product_information_module:basicProductInformationModule
              xmlns:basic_product_information_module="urn:gs1:tsd:basic_product_information_module:xsd:1">
              <productName languageCode="us" codeListVersion="1.0">1513629829</productName>
              <consumerMarketingDescription languageCode="us" codeListVersion="1.0"
                >1822730333</consumerMarketingDescription>
              <gpcCategoryCode>10005372</gpcCategoryCode>
              <regulatedProductName languageCode="us" codeListVersion="1.0"
                >866074159</regulatedProductName>
              <brandNameInformation>
                <brandName>brand 1</brandName>
                <languageSpecificBrandName languageCode="us" codeListVersion="1.0"
                  >341681552</languageSpecificBrandName>
              </brandNameInformation>
              <productInformationLink>
                <url>http://www.url.com</url>
                <productInformationTypeCode codeListVersion="1.0">VIDEO</productInformationTypeCode>
                <languageCode codeListVersion="1.0">us</languageCode>
                <avpList>
                  <stringAVP name="170224465">1822777007</stringAVP>
                </avpList>
              </productInformationLink>
              <imageLink>
                <url>http://www.url.com</url>
                <imageTypeCode codeListVersion="1.0">LOGO</imageTypeCode>
                <languageCode codeListVersion="1.0">us</languageCode>
                <imagePixelHeight>1</imagePixelHeight>
                <imagePixelWidth>1</imagePixelWidth>
                <fileSize measurementUnitCode="GRM" codeListVersion="1.0">1717555581.00</fileSize>
                <avpList>
                  <stringAVP name="1737281966">1563374670</stringAVP>
                </avpList>
              </imageLink>
              <packagingSignatureLine>
                <partyContactRoleCode codeListVersion="1.0">BRAND_OWNER</partyContactRoleCode>
                <partyContactName>party 1</partyContactName>
                <partyContactAddress>party 1 address</partyContactAddress>
                <gln>1234567890128</gln>
                <communicationChannel>
                  <communicationChannelCode codeListVersion="1.0">EMAIL</communicationChannelCode>
                  <communicationValue>com channel 1 value</communicationValue>
                  <communicationChannelName>com channel 1</communicationChannelName>
                </communicationChannel>
                <avpList>
                  <stringAVP name="1692715258">1706026442</stringAVP>
                </avpList>
              </packagingSignatureLine>
              <avpList>
                <stringAVP name="1052407220">1885794624</stringAVP>
              </avpList>
            </basic_product_information_module:basicProductInformationModule>
          </module>
          <module>
            <nutritional_product_information_module:nutritionalProductInformationModule
              xmlns:nutritional_product_information_module="urn:gs1:tsd:nutritional_product_information_module:xsd:1">
              <nutrientHeader>
                <preparationStateCode codeListVersion="1.0">PREPARED</preparationStateCode>
                <dailyValueIntakeReference languageCode="us" codeListVersion="1.0"
                  >1814417682</dailyValueIntakeReference>
                <servingSizeDescription languageCode="us" codeListVersion="1.0"
                  >1232055767</servingSizeDescription>
                <servingSize measurementUnitCode="GRM" codeListVersion="1.0"
                  >1145731051.00</servingSize>
                <numberOfServings>15.00</numberOfServings>
                <nutrientDetail>
                  <nutrientTypeCode codeListVersion="1.0">GLY</nutrientTypeCode>
                  <dailyValueIntakePercent>10</dailyValueIntakePercent>
                  <measurementPrecision codeListVersion="1.0">APPROXIMATELY</measurementPrecision>
                  <quantityContained measurementUnitCode="GRM" codeListVersion="1.0"
                    >248507735.00</quantityContained>
                  <avpList>
                    <stringAVP name="890411195">482389210</stringAVP>
                  </avpList>
                </nutrientDetail>
                <avpList>
                  <stringAVP name="1861122291">843176670</stringAVP>
                </avpList>
              </nutrientHeader>
              <avpList>
                <stringAVP name="1315940024">1341357253</stringAVP>
              </avpList>
            </nutritional_product_information_module:nutritionalProductInformationModule>
          </module>
          <module>
            <product_allergen_information_module:productAllergenInformationModule
              xmlns:product_allergen_information_module="urn:gs1:tsd:product_allergen_information_module:xsd:1">
              <allergenRelatedInformation>
                <allergenStatement languageCode="us"
                  formattingPattern="Imaginary Formatting Pattern.">1748653568</allergenStatement>
                <allergenSpecificationAgency>allergen specification
                  agency</allergenSpecificationAgency>
                <allergenSpecificationName>allergen specification name</allergenSpecificationName>
                <allergen>
                  <avpList>
                    <stringAVP name="1439656648">188758119</stringAVP>
                  </avpList>
                </allergen>
                <avpList>
                  <stringAVP name="1985482618">1799242998</stringAVP>
                </avpList>
              </allergenRelatedInformation>
              <avpList>
                <stringAVP name="721898085">186326130</stringAVP>
              </avpList>
            </product_allergen_information_module:productAllergenInformationModule>
          </module>
          <module>
            <product_claims_and_endorsements_module:productClaimsAndEndorsementsModule
              xmlns:product_claims_and_endorsements_module="urn:gs1:tsd:product_claims_and_endorsements_module:xsd:1">
              <regulatoryComplianceCode codeListVersion="1.0">E_MARK</regulatoryComplianceCode>
              <warningStatement languageCode="us" codeListVersion="1.0"
                >1087245111</warningStatement>
              <nutritionalClaimCode codeListVersion="1.0">FAT_FREE</nutritionalClaimCode>
              <nutritionalClaimStatement languageCode="us" codeListVersion="1.0"
                >432557034</nutritionalClaimStatement>
              <healthClaimDescription languageCode="us" codeListVersion="1.0"
                >92528241</healthClaimDescription>
              <dietaryClaimCode codeListVersion="1.0">BIOLOGICAL</dietaryClaimCode>
              <accreditationInformation>
                <accreditationCode codeListVersion="1.0">AMA_ORGANIC_SEAL</accreditationCode>
                <accreditationText languageCode="us" codeListVersion="1.0"
                  >30034357</accreditationText>
                <avpList>
                  <stringAVP name="1698663572">535402356</stringAVP>
                </avpList>
              </accreditationInformation>
              <avpList>
                <stringAVP name="124072238">1410229064</stringAVP>
              </avpList>
            </product_claims_and_endorsements_module:productClaimsAndEndorsementsModule>
          </module>
          <module>
            <product_instructions_module:productInstructionsModule
              xmlns:product_instructions_module="urn:gs1:tsd:product_instructions_module:xsd:1">
              <consumerUsageInstructions languageCode="us" codeListVersion="1.0"
                >184761173</consumerUsageInstructions>
              <consumerStorageInstructions languageCode="us" codeListVersion="1.0"
                >207616586</consumerStorageInstructions>
              <avpList>
                <stringAVP name="886704621">1112215587</stringAVP>
              </avpList>
            </product_instructions_module:productInstructionsModule>
          </module>
          <module>
            <product_quantity_information_module:productQuantityInformationModule
              xmlns:product_quantity_information_module="urn:gs1:tsd:product_quantity_information_module:xsd:1">
              <netContent measurementUnitCode="GRM" codeListVersion="1.0">1099601692.00</netContent>
              <drainedWeight measurementUnitCode="GRM" codeListVersion="1.0"
                >1114578877.00</drainedWeight>
              <percentageOfAlcoholByVolume>40.00</percentageOfAlcoholByVolume>
              <servingQuantityInformation>
                <numberOfServingsPerPackage>3.00</numberOfServingsPerPackage>
                <measurementPrecisionCode codeListVersion="1.0"
                  >APPROXIMATELY</measurementPrecisionCode>
                <numberOfServingsRangeDescription languageCode="us" codeListVersion="1.0"
                  >698244462</numberOfServingsRangeDescription>
                <avpList>
                  <stringAVP name="1674608078">1947596689</stringAVP>
                </avpList>
              </servingQuantityInformation>
              <avpList>
                <stringAVP name="1296310655">1800012421</stringAVP>
              </avpList>
            </product_quantity_information_module:productQuantityInformationModule>
          </module>
          <module>
            <product_origin_information_module:productOriginInformationModule
              xmlns:product_origin_information_module="urn:gs1:tsd:product_origin_information_module:xsd:1">
              <productOriginStatement languageCode="us" codeListVersion="1.0"
                >1009738050</productOriginStatement>
              <productProvenanceStatement languageCode="us" codeListVersion="1.0"
                >984279994</productProvenanceStatement>
              <countryOfOrigin>
                <countryCode codeListVersion="1.0">620</countryCode>
                <countrySubdivisionCode codeListVersion="1.0">840</countrySubdivisionCode>
              </countryOfOrigin>
              <productActivityDetails>
                <productActivityTypeCode codeListVersion="1.0"
                  >COUNTRY_OF_ASSEMBLY</productActivityTypeCode>
                <activityRegionDescription languageCode="us" codeListVersion="1.0"
                  >99519900</activityRegionDescription>
                <countryOfActivity>
                  <countryCode codeListVersion="1.0">620</countryCode>
                  <countrySubdivisionCode codeListVersion="1.0">840</countrySubdivisionCode>
                </countryOfActivity>
                <avpList>
                  <stringAVP name="2144512126">164031411</stringAVP>
                </avpList>
              </productActivityDetails>
              <avpList>
                <stringAVP name="503112522">197689805</stringAVP>
              </avpList>
            </product_origin_information_module:productOriginInformationModule>
          </module>
          <module>
            <food_and_beverage_ingredient_information_module:foodAndBeverageIngredientInformationModule
              xmlns:food_and_beverage_ingredient_information_module="urn:gs1:tsd:food_and_beverage_information_module:xsd:1">
              <ingredientStatement languageCode="us"
                formattingPattern="Imaginary Formatting Pattern.">481373080</ingredientStatement>
              <additivesStatement languageCode="us"
                formattingPattern="Imaginary Formatting Pattern.">1264904238</additivesStatement>
              <foodAndBeverageIngredient>
                <ingredientName languageCode="us" codeListVersion="1.0">1049508551</ingredientName>
                <ingredientSequence>30</ingredientSequence>
                <ingredientContentPercentage>10.00</ingredientContentPercentage>
                <ingredientCountryOfOriginCode codeListVersion="1.0"
                  >620</ingredientCountryOfOriginCode>
                <ingredientCatchZone>catch zone 1</ingredientCatchZone>
                <isIngredientHighlighted>true</isIngredientHighlighted>
                <subingredient>
                  <ingredientName languageCode="us" codeListVersion="1.0"
                    >2128949993</ingredientName>
                  <ingredientSequence>30</ingredientSequence>
                  <ingredientContentPercentage>10.00</ingredientContentPercentage>
                  <ingredientCountryOfOriginCode codeListVersion="1.0"
                    >620</ingredientCountryOfOriginCode>
                  <ingredientCatchZone>catch zone 2</ingredientCatchZone>
                  <isIngredientHighlighted>true</isIngredientHighlighted>
                  <avpList>
                    <stringAVP name="1984778036">2065796230</stringAVP>
                  </avpList>
                </subingredient>
                <avpList>
                  <stringAVP name="1015383881">1377048540</stringAVP>
                </avpList>
              </foodAndBeverageIngredient>
              <avpList>
                <stringAVP name="605470147">1273469408</stringAVP>
              </avpList>
            </food_and_beverage_ingredient_information_module:foodAndBeverageIngredientInformationModule>
          </module>
          <module>
            <food_and_beverage_preparation_information_module:foodAndBeveragePreparationInformationModule
              xmlns:food_and_beverage_preparation_information_module="urn:gs1:tsd:food_and_beverage_preparation_information_module:xsd:1">
              <servingSuggestion languageCode="us" codeListVersion="1.0"
                >959878979</servingSuggestion>
              <preparationMethod>
                <preparationTypeCode codeListVersion="1.0">PREPARED</preparationTypeCode>
                <preparationInstructions languageCode="us"
                  formattingPattern="Imaginary Formatting Pattern."
                  >1855760267</preparationInstructions>
                <avpList>
                  <stringAVP name="115754110">696653411</stringAVP>
                </avpList>
              </preparationMethod>
              <avpList>
                <stringAVP name="1021658813">985762318</stringAVP>
              </avpList>
            </food_and_beverage_preparation_information_module:foodAndBeveragePreparationInformationModule>
          </module>
          <productComponentRecord>
            <componentNumber>20</componentNumber>
            <componentDescription languageCode="us" codeListVersion="1.0">1714177734</componentDescription>
            <module>
              <basic_product_information_module:basicProductInformationModule
                xmlns:basic_product_information_module="urn:gs1:tsd:basic_product_information_module:xsd:1">
                <productName languageCode="us" codeListVersion="1.0">359446967</productName>
                <consumerMarketingDescription languageCode="us" codeListVersion="1.0"
                  >563192381</consumerMarketingDescription>
                <gpcCategoryCode>10005372</gpcCategoryCode>
                <regulatedProductName languageCode="us" codeListVersion="1.0"
                  >1021695764</regulatedProductName>
                <brandNameInformation>
                  <brandName>brand 2</brandName>
                  <languageSpecificBrandName languageCode="us" codeListVersion="1.0"
                    >1350497597</languageSpecificBrandName>
                </brandNameInformation>
                <productInformationLink>
                  <url>http://www.url.com/2</url>
                  <productInformationTypeCode codeListVersion="1.0">VIDEO</productInformationTypeCode>
                  <languageCode codeListVersion="1.0">us</languageCode>
                  <avpList>
                    <stringAVP name="134734658">727304775</stringAVP>
                  </avpList>
                </productInformationLink>
                <imageLink>
                  <url>http://www.url.com/2</url>
                  <imageTypeCode codeListVersion="1.0">LOGO</imageTypeCode>
                  <languageCode codeListVersion="1.0">us</languageCode>
                  <imagePixelHeight>2</imagePixelHeight>
                  <imagePixelWidth>2</imagePixelWidth>
                  <fileSize measurementUnitCode="GRM" codeListVersion="1.0">1602137167.00</fileSize>
                  <avpList>
                    <stringAVP name="653058545">1694988479</stringAVP>
                  </avpList>
                </imageLink>
                <packagingSignatureLine>
                  <partyContactRoleCode codeListVersion="1.0">BRAND_OWNER</partyContactRoleCode>
                  <partyContactName>party 2</partyContactName>
                  <partyContactAddress>party 2 address</partyContactAddress>
                  <gln>1234567890128</gln>
                  <communicationChannel>
                    <communicationChannelCode codeListVersion="1.0">EMAIL</communicationChannelCode>
                    <communicationValue>com channel 2 value</communicationValue>
                    <communicationChannelName>com channel 2</communicationChannelName>
                  </communicationChannel>
                  <avpList>
                    <stringAVP name="179805703">2143862902</stringAVP>
                  </avpList>
                </packagingSignatureLine>
                <avpList>
                  <stringAVP name="1085722433">87844281</stringAVP>
                </avpList>
              </basic_product_information_module:basicProductInformationModule>
            </module>
            <module>
              <nutritional_product_information_module:nutritionalProductInformationModule
                xmlns:nutritional_product_information_module="urn:gs1:tsd:nutritional_product_information_module:xsd:1">
                <nutrientHeader>
                  <preparationStateCode codeListVersion="1.0">PREPARED</preparationStateCode>
                  <dailyValueIntakeReference languageCode="us" codeListVersion="1.0"
                    >844716845</dailyValueIntakeReference>
                  <servingSizeDescription languageCode="us" codeListVersion="1.0"
                    >48085254</servingSizeDescription>
                  <servingSize measurementUnitCode="GRM" codeListVersion="1.0"
                    >743996121.00</servingSize>
                  <numberOfServings>20.00</numberOfServings>
                  <nutrientDetail>
                    <nutrientTypeCode codeListVersion="1.0">GLY</nutrientTypeCode>
                    <dailyValueIntakePercent>30</dailyValueIntakePercent>
                    <measurementPrecision codeListVersion="1.0">APPROXIMATELY</measurementPrecision>
                    <quantityContained measurementUnitCode="GRM" codeListVersion="1.0"
                      >1197578921.00</quantityContained>
                    <avpList>
                      <stringAVP name="1676414427">724031337</stringAVP>
                    </avpList>
                  </nutrientDetail>
                  <avpList>
                    <stringAVP name="213386204">2044890250</stringAVP>
                  </avpList>
                </nutrientHeader>
                <avpList>
                  <stringAVP name="476537021">106415826</stringAVP>
                </avpList>
              </nutritional_product_information_module:nutritionalProductInformationModule>
            </module>
            <module>
              <product_allergen_information_module:productAllergenInformationModule
                xmlns:product_allergen_information_module="urn:gs1:tsd:product_allergen_information_module:xsd:1">
                <allergenRelatedInformation>
                  <allergenStatement languageCode="us"
                    formattingPattern="Imaginary Formatting Pattern.">319681858</allergenStatement>
                  <allergenSpecificationAgency>allergen specification
                    agency</allergenSpecificationAgency>
                  <allergenSpecificationName>allergen specification name</allergenSpecificationName>
                  <allergen>
                    <avpList>
                      <stringAVP name="835004882">1622407817</stringAVP>
                    </avpList>
                  </allergen>
                  <avpList>
                    <stringAVP name="470517518">1022605516</stringAVP>
                  </avpList>
                </allergenRelatedInformation>
                <avpList>
                  <stringAVP name="1114634526">731743789</stringAVP>
                </avpList>
              </product_allergen_information_module:productAllergenInformationModule>
            </module>
            <module>
              <product_claims_and_endorsements_module:productClaimsAndEndorsementsModule
                xmlns:product_claims_and_endorsements_module="urn:gs1:tsd:product_claims_and_endorsements_module:xsd:1">
                <regulatoryComplianceCode codeListVersion="1.0">E_MARK</regulatoryComplianceCode>
                <warningStatement languageCode="us" codeListVersion="1.0"
                  >1442704809</warningStatement>
                <nutritionalClaimCode codeListVersion="1.0">FAT_FREE</nutritionalClaimCode>
                <nutritionalClaimStatement languageCode="us" codeListVersion="1.0"
                  >2135877448</nutritionalClaimStatement>
                <healthClaimDescription languageCode="us" codeListVersion="1.0"
                  >2000418351</healthClaimDescription>
                <dietaryClaimCode codeListVersion="1.0">BIOLOGICAL</dietaryClaimCode>
                <accreditationInformation>
                  <accreditationCode codeListVersion="1.0">AMA_ORGANIC_SEAL</accreditationCode>
                  <accreditationText languageCode="us" codeListVersion="1.0"
                    >1245396833</accreditationText>
                  <avpList>
                    <stringAVP name="365299156">170415199</stringAVP>
                  </avpList>
                </accreditationInformation>
                <avpList>
                  <stringAVP name="1545190576">1831432739</stringAVP>
                </avpList>
              </product_claims_and_endorsements_module:productClaimsAndEndorsementsModule>
            </module>
            <module>
              <product_instructions_module:productInstructionsModule
                xmlns:product_instructions_module="urn:gs1:tsd:product_instructions_module:xsd:1">
                <consumerUsageInstructions languageCode="us" codeListVersion="1.0"
                  >2001167741</consumerUsageInstructions>
                <consumerStorageInstructions languageCode="us" codeListVersion="1.0"
                  >2005440825</consumerStorageInstructions>
                <avpList>
                  <stringAVP name="2019188299">1874665785</stringAVP>
                </avpList>
              </product_instructions_module:productInstructionsModule>
            </module>
            <module>
              <product_quantity_information_module:productQuantityInformationModule
                xmlns:product_quantity_information_module="urn:gs1:tsd:product_quantity_information_module:xsd:1">
                <netContent measurementUnitCode="GRM" codeListVersion="1.0"
                  >801243661.00</netContent>
                <drainedWeight measurementUnitCode="GRM" codeListVersion="1.0"
                  >536343892.00</drainedWeight>
                <percentageOfAlcoholByVolume>40.00</percentageOfAlcoholByVolume>
                <servingQuantityInformation>
                  <numberOfServingsPerPackage>3.00</numberOfServingsPerPackage>
                  <measurementPrecisionCode codeListVersion="1.0"
                    >APPROXIMATELY</measurementPrecisionCode>
                  <numberOfServingsRangeDescription languageCode="us" codeListVersion="1.0"
                    >729883539</numberOfServingsRangeDescription>
                  <avpList>
                    <stringAVP name="1419113859">2077176206</stringAVP>
                  </avpList>
                </servingQuantityInformation>
                <avpList>
                  <stringAVP name="911974723">2117681943</stringAVP>
                </avpList>
              </product_quantity_information_module:productQuantityInformationModule>
            </module>
            <module>
              <product_origin_information_module:productOriginInformationModule
                xmlns:product_origin_information_module="urn:gs1:tsd:product_origin_information_module:xsd:1">
                <productOriginStatement languageCode="us" codeListVersion="1.0"
                  >1376323549</productOriginStatement>
                <productProvenanceStatement languageCode="us" codeListVersion="1.0"
                  >1064809754</productProvenanceStatement>
                <countryOfOrigin>
                  <countryCode codeListVersion="1.0">620</countryCode>
                  <countrySubdivisionCode codeListVersion="1.0">840</countrySubdivisionCode>
                </countryOfOrigin>
                <productActivityDetails>
                  <productActivityTypeCode codeListVersion="1.0"
                    >COUNTRY_OF_ASSEMBLY</productActivityTypeCode>
                  <activityRegionDescription languageCode="us" codeListVersion="1.0"
                    >210649042</activityRegionDescription>
                  <countryOfActivity>
                    <countryCode codeListVersion="1.0">620</countryCode>
                    <countrySubdivisionCode codeListVersion="1.0">840</countrySubdivisionCode>
                  </countryOfActivity>
                  <avpList>
                    <stringAVP name="990146397">1751910616</stringAVP>
                  </avpList>
                </productActivityDetails>
                <avpList>
                  <stringAVP name="354985638">2030393593</stringAVP>
                </avpList>
              </product_origin_information_module:productOriginInformationModule>
            </module>
            <module>
              <food_and_beverage_ingredient_information_module:foodAndBeverageIngredientInformationModule
                xmlns:food_and_beverage_ingredient_information_module="urn:gs1:tsd:food_and_beverage_information_module:xsd:1">
                <ingredientStatement languageCode="us"
                  formattingPattern="Imaginary Formatting Pattern.">456776555</ingredientStatement>
                <additivesStatement languageCode="us"
                  formattingPattern="Imaginary Formatting Pattern.">702013906</additivesStatement>
                <foodAndBeverageIngredient>
                  <ingredientName languageCode="us" codeListVersion="1.0">515492715</ingredientName>
                  <ingredientSequence>30</ingredientSequence>
                  <ingredientContentPercentage>10.00</ingredientContentPercentage>
                  <ingredientCountryOfOriginCode codeListVersion="1.0"
                    >620</ingredientCountryOfOriginCode>
                  <ingredientCatchZone>catch zone 2</ingredientCatchZone>
                  <isIngredientHighlighted>true</isIngredientHighlighted>
                  <avpList>
                    <stringAVP name="659810488">256787257</stringAVP>
                  </avpList>
                </foodAndBeverageIngredient>
                <avpList>
                  <stringAVP name="579531651">1685907666</stringAVP>
                </avpList>
              </food_and_beverage_ingredient_information_module:foodAndBeverageIngredientInformationModule>
            </module>
            <module>
              <food_and_beverage_preparation_information_module:foodAndBeveragePreparationInformationModule
                xmlns:food_and_beverage_preparation_information_module="urn:gs1:tsd:food_and_beverage_preparation_information_module:xsd:1">
                <servingSuggestion languageCode="us" codeListVersion="1.0"
                  >963244690</servingSuggestion>
                <preparationMethod>
                  <preparationTypeCode codeListVersion="1.0">PREPARED</preparationTypeCode>
                  <preparationInstructions languageCode="us"
                    formattingPattern="Imaginary Formatting Pattern."
                    >884584541</preparationInstructions>
                  <avpList>
                    <stringAVP name="7985454">1232787729</stringAVP>
                  </avpList>
                </preparationMethod>
                <avpList>
                  <stringAVP name="989931095">479417689</stringAVP>
                </avpList>
              </food_and_beverage_preparation_information_module:foodAndBeveragePreparationInformationModule>
            </module>
            <avpList>
              <stringAVP name="1965296820">252392241</stringAVP>
            </avpList>
          </productComponentRecord>
          <avpList>
            <stringAVP name="2025153702">1346289192</stringAVP>
          </avpList>
        </productDataRecord>
        <avpList>
          <stringAVP name="705650022">274772624</stringAVP>
        </avpList>
      </productData>
    </query_by_gtin_response:queryByGtinResponse>
    <mc:trackingindicator>1</mc:trackingindicator>
    <mc:trackingaddress>http://www.cmp2.com/metrics/2009?t3=http://www.cmp3.net/report</mc:trackingaddress>
  </mc:MC-7-RESOLVE_GTIN_RESPONSE>
</mc:envelope>
Appendix F.2 MC-7 Resolve GTIN web service – Request Response failure example
MC-7_RESOLVE_GTIN_REQUEST 

GET 

/v1/ProductData/gtin/09506000036809?targetMarket=840&dataVersion=1.1&clientGln=9506000038100&appid=sv001&enablever=2.0&clientid=XT67GH65A8897A&tsdappid=m543tmwtr658331gfh0xt699&btype=EAN%4513&optout=TRUE&mac=fl65bctu67hdj01117cczaltuql749901a

HTTP/1.1 
Host: tsd.example.com 
Connection: keep-alive 
Accept: text/html,application/xhtml+xml,application/xml; 

Accept-Language: en-US,en;           

MC-7_RESOLVE_GTIN_RESPONSE 

HTTP/1.1 
403 UNAUTHORIZED


Date: Thu, 20 Jun 2013 19:23:59 GMT 
Server: Microsoft-IIS/7.5 
Cache-Control: private Content-Type: application/xml; charset=utf-8 
Content-Length: 611           

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

          

<?xml version="1.0" encoding="UTF-8"?>
<mc:envelope 
  xmlns:mc="http://www.openmobilealliance.com/oma-mc/2.0"
  xmlns:query_by_gtin_response="urn:gs1:tsd:query_by_gtin_response:xsd:1"
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
  xsi:schemaLocation="http://www.openmobilealliance.com/oma-mc/2.0 ./OMA-SUP-MC-V2_0-20141129-A.xsd">
  <mc:MC-7-RESOLVE_GTIN_RESPONSE>
    <mc:tid>6562929900349</mc:tid>
    <query_by_gtin_response:queryByGtinResponse>
      <securityException>
        <exceptionReason languageCode="en">Invalid Signature</exceptionReason>
      </securityException>
    </query_by_gtin_response:queryByGtinResponse>
    <mc:trackingindicator>0</mc:trackingindicator>
  </mc:MC-7-RESOLVE_GTIN_RESPONSE>
</mc:envelope>
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